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Foreword

| have been a long time deloper of the Berkley Software Distrilutions (BSD). My
involvement started in 1976, at the Warsity of California at Ber&ley. | got dravn in as

an ofdce-mate of Bill Jg, who single-handedly wrote the code for BSD and then started
handling its release. Bill went on to run the Computer Systems Research Group (CSRG)
which developed and released the ®rst fully complete BSD digtiiims. After Bill's
departure to become a founder of Sun Microsystemsnit@ally rose to head the CSRG

and wersee the release of the freely redisitdble 4.4BSD-Lite. The 4.4BSD-Lite
distribution forms the basis for all the freely distribble \ariants of BSD today as well

as praiding mary of the utilities found in Linux and commercial UNIX distuifons.

With the release of 4.4BSD-Lite, the Maisity of California at Ber&ley ceased further
BSD development. After considering the strengths and weaknesses fefedif BSD
development groups, | decided to do my continuedettgoment in FreeBSD because it
had the lagest user communit§ror the past ten years, therefore, Védnéieen a member of
the FreeBSD desloper team.

| havealways felt that it is important to use youwo product. Br this reason, | he
always run BSD eerywhere: on my wrkstation, on my \&b/®le/mail/backup seer, on
my laptop, and on my ®@well. By necessityl haveto ®nd tools to do my job that will run
on my BSD systemslt may be easier to just runiddows and PwerPoint to do your
presentations, i there are anver increasing number of ®ne alternas out there that
run on FreeBSD such as the open source Op@cedbg uite or MagicPoint.

In the old days, there were notry maty people vorking on the BSD softare. This
constraint on BSD delopment made it easy tee&p up with what BSD could do and
how to manage your system. But the last decade has seexpaneatial gravth in the

open source m@ment. The result has been a huge increase in the number of people
working on FreeBSD and aiven larger increase in the number of applications and tools
that hae been ported to run on FreeBSD. It has become a more than full time job just to
keep track of all the system capabilities, let alone to ®gure authose them all.

Greg Lehey has done a wnderful job with this book of helping those of us thatntvto
fully utilize the FreeBSD system to do so withouting to derote our entire lies
®guring hav. He has gone through and ®gured out each of thiergifit tasks that you
might ask your system to dd¢de has identi®ed the sofase that you need to do the task.

XXiv



The Complete FreeBSD XXV

He explains hev to con®gure it for your operational needsle tells you hw to monitor
the resulting subsystem to neakure it is working as desired. And, he helps you to
identify and ®x problems that arise.

The book starts with the basics of getting the FreeBSD system up and running on your
hardware, including laptops, evkstations, and seevs. It then ¥plains hev to customize

an installation for your personal needs. This personalization includesiaiming and
operating the most important of the more than 8000 soéwwackages in the FreeBSD
ports collection. The book also includes a&ryw comprehenge =t of systems
administration information, including the setup and operation of printers, local and
external netwrking, the domain name system, the NFS and Samba remote ®lesystems,
electronic mail, web sur®ng and hosting, and dial-up £X,Femote login, and point-to-

point netvork connections.

In short, this book prades &erything you need to ke about the FreeBSD system from

the day you ®rst pick up the sofiwe through the day youvea fll suite of machines.

It covers your complete range of computing needs. There is a reason that this book is so
popular: as its title says, it is The Complete FreeBSD. |emvapp to see this rgision

which once agin ful®lls that mandate.

Marshall Kirk McKusick
Berkeley, California
February 2003






Preface to the free
edition

On Friday 14 October 1995, | receed a \Jsit from a number of people from aMut
Creek CDROM, with whom | had published a CDa®M of ported free softare. This
experience had also prompted me to write a book, ™Porting UNIXaBeftwAtthe time

of the visit, O'Reilly and Associates were in the course of publishing the book, and |
shaved the ®nal drafts to JacleWe and Grg Long. Thg were \ery interested, and Jack
said ™Canyou write a book about Roto install FreeBSD?Doesnt need to be long,

just about 50 pages or 8o.

At the time | had installed FreeBSD on a couple of machingsnip operating system of
choice was BSD/OS. The idea sounded kkfun, though, and so | quickly hask
together a fe pages. Jacknd Grg liked what thg saw, and so we went ahead.had
ganed some xperience with usingroff while writing ™Porting UNIX Sofawes, and as
the result of some production issues that | had had with that book, we agreedatlat | w
do the entire formatting and supply the book in PostScript format.

On 24 February 1996, littlever 4 months later| submitted the ®nal draft of a book
which | called ™Running FreeBSD 2.1, and whiami¥ Creek called ™Installing And
Running FreeBSDSThat's the way it was printed, as those of you whovlahis book
can con®rm.

The book vas a great succes®f course, it vas a little more than 50 pages; acf, a
total of 322 pages, including 54 pages of man pages from the FreeBSDutsirib
Despite this, Jack asnt happ: ™Those Linux booksveaove 1000 pages!This looks
like rothing. Whatcan you doWe reed somethingesteday!s.

Well, | had started the trend with the ®rst editidradded mag more man pages, a little
more editorial content, and 5 months later 19 duly, | submitted the ne version. V¢
had neov agreed on the title: ™The Complete FreeBSDS, with only 844 pagesysbill sh
the 1000 page mark542 of those pages were man pag&iven the etreme time
constraints, I'm still surprised that | managed so much.

From then on, | had more time tam on the book, and the materiabkred in a more
orderly manner | formatted the second (oraw that third?) edition on 29 Member
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1997, nev with a whopping 1,766 pages (of which only 1,108 were man pages; that still
left 658 pages of real content)ack vas ®nally pleased.

That proved to be too much, thoughPeople complained that the bookswnwieldyand

after all, man pages are intended to be read onlivie.areed that printing lots of man
pages s also a aste of mong When the third edition appeared, on 17 May 1999, it
was dimmer: only 808 pages, still including 126 pages of man pages chosen becguse the
could be of use when the machinasnt running.

Changes were afoot in the industiyough. Jackeft Walnut Creek, and later Bob Bruce
mewged Walnut Creek CDRM with BSDI. Shortly after that, thewere talen over by
Wind River Systems, who were amlzlent about the bookRound this time | corinced
Andy Oram, my editor at O'Reillyto publish the book.The fourth edition ®nally
appeared in O'Reilly ommunity Press® series in May 2008had 718 pages andS
oh wonder!Snone of them were man pages.

That's the current statusLooking at those dates, ydiusee that as time went on, each
edition was further from its predecessdrhere are seral reasons for this: the material is
mainly there, there are woother books on FreeBSD out there, and | tbavethe time.

Still, | think that 3The Complete FreeBSD° is a unique book, asdrithably worth
maintaining. Butl can't do it myself. So:I'm making the sourcesvailable under the
aCreatve Commons® license (the book itself has been under this license since the
O'Reilly edition).

You can ®nd all about the Creai Commons license at their web site,
http://creativecommons.gf. Creatve Commons der a number of alternag license
forms. Thisbook is licensed under thatibution-NonCommercial-ShareAkk 25°
license. The full text is located at http://creativecommons.gflicenses/by-nc-
sa/2.5/lgalcode (and requires that you reproduce this URI if you redisteitihe vork).
The summary ahttp://creativecommons.gflicenses/by-nc-sa/2.5hay be more intelli-
gible:

You ae free:
to copy, distribute, displayand perform the wrk
to male cerivative works

under the follaving conditions:

Attribution. You must attrinte the wark in the manner speci®ed by the author or
licensor

Noncommercial. ¥u may not use thisavk for commercial purposes.

Share Alile. If you altey transform, or hild upon this work, you may distribte the
resulting vork only under a license identical to this one.

For any reuse or distribtion, you must makdear to others the license terms of this
work.
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Any of these conditions can beawed if you get permission from the omight
holdet

Your fair use and other rights are in nayafected by the ahe.

| explicitly modify one aspect of this license:

You may use this book for commercial purposes if you pay me the sum of USD 20 ger cop
printed (whether sold or not)You must also agree to alloinspection of printing records and
other material necessary to con®rm thgalty sums.

This is a ridiculously high ralty, of course; if you really \want to mak commercial
copies, please contact me andlveme to a reasonable surhe purpose of this clause
is simply to ensure that yalo contact me before printing.

Building the book

As it says on the “yleaf, this boolag/written introff and formatted on 24 February 2006
with GNU groff Version 1.19 running under FreeBSD 6.0-CURRENT uses a set of
macros which | devied from the groff mm macros. We been vorking on them and the
current \ersion of the bild process for more than 10 years, and a'mess. luse the
framavork for most of my document processing, and one of the things | need to do is to
®x it; I'm doing this in the backgroundAt some later date | will hopefully be able to
replace the currentidd mechanism.

In the meantime, a¥epointers:
There are tw directories,tools and Book Their purposes should be selfigent.

Currently you need to rumale in tools before lilding the book. This should
change.

The dehult MakeEldarget hiilds the entire bookThe resulting PostScript ®le will
be located ircomplete/book.ps

The hiild process useBmacs

The macros are in the ®kols/tmac.Mn The only documentation of thectended
macros is in the comments in that ®le.

Please don'bother to modify these macros, nor to document théngou feel like
doing that, please contact me antidlve you the latest @rsion, which is noticeably
different.

If you dont like the MakeEleor some other aspect of theild, and you feel lik
®xing it, dont bother either | have a \astly impraved version which | can ge you;
it's just not quite up towlding the book yet.

The ®les are maintained witRCS If you like, you can check out pmpast \ersion,
even before the ®rst edition 10 years ago.
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The RCS directory also contains some chapters which were determined to be
uninteresting for the fourth edition, in particular chapters about, 38BN, UUCP

and fixes. Itshould be relately trivial to re-include them in the book, and | may do
so in the future.

The status of this book

This book currently has fefctively the same content as the fourth editibihavechanged
the formatting somehat: O'Reilly asled for a layout which | found uglyYou can set
this version by modifying the macro ®tenac.Mnand reerting this change:

—tmac.Mn 2003/10/04 04:53:11 119
+++tmac.Mn 2006/02/18 23:35:24
@@ -3185,7 +3185,7 @@
\" Set style
\"1: O'Reilly's community press style (Helvetica headings, Times body, ho
italics)
\"2: Approximately O'Reilly's nutshell style (Garamond, italic headings)
-.nr*doc*style* 1
+.nr *doc*style* 2
\" Chapter heading
.de Chapter
.ds Section*tile

The comments are no longer quite accurate: the book will format in the Garamond font
set if you hae it; otherwise it will &ll back to Tmes Roman: Garamond is a commercial
font, so | cart distribute it.

I've made some changegjttmary more are neededf you want to help, please let me

know. | cant guarantee mone(that would require another print run)ubl can guarantee
recognition in the preice.

Grgy Lehey
Echun@, South Australia
24 February 2006
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Preface

FreeBSD is a high-performance operating systenmveterfirom the Berleley Software
Distribution (BSD), the ersion of UNIX deeloped at the Uwiersity of California at
Berkeley between 1975 and 1993 reeBSD is not a UNIX cloneHistorically and
technically it has greater rights than UNIX System V to be cal®tX. Legdly, it may
not be called UNIX, since UNIX is moa regstered trade mark of The Open Group.

This book is intended to help you get FreeBSD up and running on your system and to
familiarize you with it. It cant do everything, tut plenty of UNIX books and online
documentation arevailable, and a lage proportion of them are directly applicable to
FreeBSD. Irthe course of the xg I'll repeatedly point you to other documentation.

I'm not expecting you to be a guruubl do expect you to understand the basics of using
UNIX. If you've mme from a Microsoft backgroundllitry to make the transition a
little less rocly.

The fourth edition

This book has already had quite a histoBepending on the ay you count, this is the
fourth or ®fth edition ofThe Complete leeBSD the ®rst edition of the book as called
Installing and Running t€eBSD and was published in March 1996The net edition
was alled "The Complete FreeBSD'®rst edition. The ®rst three editions were
published by Vdlnut Creek CDRM, which ceased publishing adties in 2000. This is
the ®rst edition to be published by O'Reilly and Associates.

During this time, FreeBSD has changed continyaliy it's df®cult for a book to kep
up with the changeThis doesrt' mean that FreeBSD has changegdral recognition,
but people hae cne a great job of erking avay those little rough edges that neake
difference between a usable operating system and one that is a pleasureltyase.
come to FreeBSD from Systemwou'll certainly notice the diérence.

During the lifetimes of the pw@ous editions of this book, | realised that much of tix¢ te
becomes obsoleteexy quickly For example, in the ®rst edition | went to a lot of trouble
to tell people he to install from an AAPI CD-ROM, since at the time the supporasva
little wobbly. Almost before the book as released, the FreeBSD team impdothe
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support and rolled it into the base relea3ée result? Lots of mail messages to the
FreeBSD-questions mailing list saying, 'Where can | geATAPI.FLP?". Even the
frequently posted errata list didtielp much.

This kind of occurrence brings home thefaliénce in time scale between sddte
releases and book publicatioRreeBSD CD-RMs are released wal times a yearA
new edition of a book eery year is consideredevy frequent, bt it obviously cant hope

to keep up with the softare releaseycle. Asa result, this book contains less time-
sensitve material than pngous editions.For example, the chapter oruitding kernels no
longer contains an in-depth discussion of teenkl liild parameters.They change too
frequently and the descriptions, though correct at the time of printinglavjust be
confusing. Insteadhe chapter nw explains where to ®nd the up-to-date information.

Another thing that we diseered was that the book & too big. The second edition
contained 1,100 pages of man pages, the FreeBSD manual pages that are also installed
online on the system.These printed pages were easier to read, they had two
disadantages: ®rstly thewere slightly out of date compared to the onliegesion, and
secondly thg weighed about 1 kilogram (2.2 Ibsyhe book vas just plain unwieldyand

some people reported that yhiead plysically torn out the man pages from the book to
male it more manageableAs a result, the third edition had only the most necessary man
pages.

Times hae danged since thenAt the time, The Complete ileeBSD was the only
English-language book on FreeBSDNow there are seralbsee Appendix A,
Bibliography, for more detail.In particular the FreeBSD online handbook igadable

both in printed form and online http://wwwfreebsd.og/handbook/indehtm| so | have

left much of the more time-sensii issues out of this bookSee the online handbook
instead. Alternatiely, you can print out the man pages yourselfbsee page 15 for details.

It's very dif®cult to ®nd a good sequence for presenting that material in this Haok.
mary cases, there is a chiek and gg problem: what do you need to knd®rst?
Depending on what you need to do, you need to get informationfémedif sequences.
I've pent a lot of time trying to present the material in the best possible sequeince, b
inevitably you're going to ®nd that yoli'have © jump through one of the myriad page
cross references.

Conventions used in this book

In this book, | uséold for the names ofdys on the keyboard. Ve'll see more about this
in the net section.

| useitalic for the names of UNIX utilities, directories, ®le names &tRrls (Uniform
Resouce Identi®er the ®le naming technology of the and Wide Web), and to
emphasize e terms and concepts when yrere ®rst introduced! also use this font for
comments in thexamples.

| use constant width in examples to she the contents of ®les, the output from
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commands, programaviables, actualalues of keywords, for mail IDs, for the names of
Internet N&vs newsgroups, and in thexeto represent commands.

| use constant width italic in examples to she variables for which conse-
speci®c substitutions should be madexr example, the ariableflename would be
replaced by an actual ®le name.

| use constant width bold in examples to she commands or ta that would be
typed in literally by the user

In this book, | recommend the use of the Bourne shell or one of its descestehés
pdksh ksh or zsh. sh is in the base system, and the rest are all in the Ports Collection,
which well look at in chapter 9.1 personally use thdash shell. Thisis a personal
preference, and a recommendationt i's ot the standard shell: the traditional BSD
shell is the C shellc§h, which FreeBSD has replaced with a fulleatured descendent,
tcsh In particular the standard installation sets tieet user up with acsh See page

136 for details of he to change the shell.

In most &amples, Il show the shell prompt a$, but it doesnt normally matter which
shell you useln some cases, haver, it does:

Sometimes you need to be supser the user who can do whing. If this is
necessaryl indicate it by using the promt

Sometimes the commands onhonk with the Bourne Shell and degtives (zsh
bash, and thg won't work with csh tcsh and friends.In these casesll'show the
csh alternatve with the standarash prompt%

In the course of the xe!'ll occasionally touch on a subject that is not of absolute importaate, b
that may be of interest! Il print such notes in smallertg like this.

Describing the ke yboard

One of the big dierences between UNIX and other operating systems concernayhe w
they treat so-called carriage control codés.W hen UNIX was written, the standard
interactve terminal was still the Eletype model KSR 35This mechanical monstrosity
printed at 10 characters per second, and the carriage control characters really did cause
physical motion of the carriageThe two most important characters wef@arriage
Return which moved the carriage (which carried the print head) to the lefigmarand
Line Feed which turned the platen to aalwce the paper by the height of a liffe. get to

the bginning of a nw line, you needed to issue both control charactéfs.con't have
platens or carriages ywmore, hut the characters are still there, and in ynaystems,
including Microsoft, a line of td is terminated by a carriage return character and a line
feed characterUNIX only uses a hew line" characterwhich corresponds to the line
feed. Thisdifference sometimes\gis rise to confusion.We'll look at it in more detail

on page 266.
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It's aurprising hev mary confusing terms xst to describe indidual keys on the
keyboard. Myfavourite is theany key (" Press any key to continue "). We won't
be using thenykey in this book, It there are a number of otheayk whose names need
understanding:

TheEnteror Returnkey. Il call thisENTER.

Control characters (characters produced by holdimgndbeCtrl key and pressing a
normal leyboard ley & the same time)!'ll show them as, forxeample,Ctrl-D in the
text, but these characters are frequently echoed on the screen as a caretw@l follo
by the character entered, so in tlkaraples, you may see thingsditD.

The Alt key, which Emacs a®cionados callMETA key, works in the same ay as
the Ctrl key, but it generates a dédrent set of charactersThese are sometimes
abbreviated by pre®xing the character with a tild§ ¢r the characteraA-. |
personally lile this method betteibut to avoid confusion Ill represent the character
generated by holding da theAlt key and pressind asAlt-D.

NL is thenew line character In ASCII, it is Ctrl-J, but UNIX systems generate it
when you press thENTER key. UNIX also refers to this character \as, a Lsage
which comes from the C programming language.

CR is thecarriage returncharacterin ASCII Ctrl-M . Most systems generate it with
the ENTER key. UNIX also refers to this character \asbagain, this comes from
the C programming language.

HT is the ASCllhorizontal tabcharacterCtrl-l . Most systems generate it when the
TAB key is pressed. UNIXand C also refer to this characteftas
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FreeBSD is a free operating system wftifrom AT&T's UNIX operating systerh.It
runs on the follwing platforms:

Computers based on the Intel i386 CPU architecture, including the 386, 486 and
Pentium &milies of processors, and compatible CPUs from AMD and Cyrix.

The Compag/Digital Alpha processor
64 bit SRRC machines from Sun Microsystems.

In addition, signi®cant delopment eforts are going twards porting FreeBSD to
other hardwre, notably the Intel 64 bit architecture and the IBM/Motorolad?BC
architecture.

This book describes the releaseztsions of FreeBSD for Intel and Alpha processors.
Current support for FRC 64 processors is changing tastffor it to be practical tog
details speci®c to this processhut nearly gerything in this book also applies to ARC

64.

How to use this book

This book is intended for a number offdient audienceslt attempts to present the
material without too manforward referenceslt contains the follaing parts:

1. FreeBSD no longer containsyaAT&T proprietary code, so it may be disuiied freely See page 7 for
more details.

1



Chapter 1: Introduction

L

The®rst part, Chapters 1 to 6, tells youvhto install FreeBSD and what to do if
things go wrong.

Chapters to 15 introduce you to life with FreeBSD, including setting up optional
features and system administration.

Chapter4.6 to 27 introduce you to FreeBSDich network support.

Finally, Chapters 28 to 33 look at system administration topics thi&d bn all the
preceding material.

In more detail, wdl discuss the follaing subjects:

In the rest of this chaptewne'll look at what FreeBSD is, what you need to run it, and
what resources arevalable, including FreeBSB' features and histgryhow it
compares to other free UNIX-Ekgperating systems, other sources of information
about FreeBSD, the arld-wide FreeBSD communitynd support for FreeBSDIn
addition, well look at the BSDs daemon emblem.

Chapter 2Before you install discusses the installation requirements and theoretical
background of installing FreeBSD.

Chapter 3Quidk installation presents a quickverview of the installation procesdf
you're reasonablyx@erienced, this may be all you need to install FreeBSD.

In Chapter 4Shaed OS installationwe'll look at preparing to install FreeBSD on a
system that already contains another operating system.

In Chapter 5|nstalling FreeBSD we'll walk through a typical installation in detail.

Chapter 6 Post-installation con®guation, explains the con®guration you need to do
after installation to get a complete functional system.

Chapter 7The tools of the &de presents a number of aspects of FreeBSD that are of
interest to necomers (particularly from a Microsoft wronment). Ve'll look at
setting up a tesktop,t he concept ofisess and ®le naming.We'l | also consider the
basics of using thehelland editorand hav to shut davn the machine.

Chapter 8,Taking contol, goes into more detail about the speci®cs ofking with
UNIX, such as processes, daemons, tieeging and log ®lesWe'll also look at
features unique to FreeBSD, including multiple processor supportyvablaol/O
devices and emulating other systems.

Chapter 9,The Prts Collection describes the thousands of free saitevpackages
that you can optionally install on a FreeBSD system.

Chapter 10,File systems and diges contains information about the FreeBSD
directory structure and diee names. You'll ®nd the section on déce names
(starting on page 195) interestingee if you're an eperienced UNIX haad.

Chapter 11Disks describes he to format and intgrate hard disks, and Wwoto
handle disk errors.
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Managing disks can be a complicatedaiaf Chapter 12,The \Vhum \6lume
Manager, describes a ay of managing disk storage.

In Chapter 13Writing CD-Rs we'll look at haw to use FreeBSD to write CD-Rs.

FreeBSD pruides professional, reliable data backup services as part of the base
system. Dort ever let yourself lose data because of inadequate backwsioms.
Read all about it in Chapter 1fgpes, bakups and *oppy disks

Chapter 15Printers, describes the BSD spooling system and ho use it both on
local and netwrked systems.

Starting at Chapter 1&Jetworks and the Internetve'll look at the Internet and the
more important services.

Chapter 17Con®guring the local networldescribes ha to set up local netarking.

Chapter 18Connecting to the Internetiscusses the issues in selecting an Internet
Service Pruider (ISP) and establishing a presence on the Internet.

Chapter 19Serial communicationgliscusses serial hardne and the prerequisites
for PPP and SLIP communications.

In Chapter 20Con®guring PPPR we look at FreeBS3 two FPP implementations
and what it taks to set them up.

In Chapter 21;The Domain Name Servicee'll consider the use of names on the
Internet.

Security is an increasing problem on the Interniet. Chapter 22 Firewalls, IP
aliasing and poxies we'll look at some things we can do to impeot. We'll also
look atlP aliasing since it goes hand-in-hand with @vells, andproxy serves.

Networks sometimes becommtworks. In Chapter 23 Network debgging, we'll
see what we can do to selwetwork problems.

Chapter 24Basic network access: clientdescribes the client wepoint of netvork
access, including ¥b bravsers, ssh ftp, rsync and nfs clients for sharing ®le
systems between netvked computers.

Network clients talk to netark seners. W'll look at the corresponding sewv
viewpoint in Chapter 25asic network access: serger

Despite the Wrld Wide Web, traditional tw-way personal communication is still
very popular We'll look at hav to use mail clients in Chapter 2EJectonic mail:
clients

Mail seners are an important enough topic that tle®' ®£parate Chapter 27,
Electronic mail: serves.

In Chapter 28,XFee86 in depthwe'll look at the theory behind getting X11
working.



4 Chapter 1: Introduction

Chapter 29,Starting and stopping the systedescribes hw to gart and stop a
FreeBSD system and all the things you can do to customize it.

In Chapter 30,FreeBSD con®guation ®les we'll look at the more common
con®guration ®les and what thehould contain.

In Chapter 31Keeping up to datewe'll discuss hw to ensure that your system is
always running the most appropriatersion of FreeBSD.

FreeBSD keps changingWe'll look at some aspects of what that means to you in
Chapter 32Updating the system softvear

Chapter 33Custom krnels discusses optionaleknel features.
Appendix A,Bibliography, suggests some books for further reading.

Appendix B,The &olution of FeeBSD describes the changes thavbdaken place
in FreeBSD since it s introduced nearly ten years ago.

FreeBSD features

FreeBSD is devied from Berkeley UNIX, the “avour of UNIX developed by the
Computer Systems Research Group at thevadsity of California at Berkley and
previously released as theerkeley Software Distribution (BSD) of UNIX.

UNIX is a registered trademark of the Open Group, gllg, FreeBSD may not be called UNIX.
The technical issues are fdifent, of course; makup your ovn mind as to he much diference
this males.

Like oommercial UNIX, FreeBSD pkades you with may advanced features, including:

FreeBSD usepreemptive multitaskingvith dynamic priority adjustment to ensure
smooth anddir sharing of the computer between applications and users.

FreeBSD is amulti-user systemmary people can use a FreeBSD system
simultaneously for unrelated purpose$¥he system shares peripherals such as
printers and tape dss properly between all users on the system.

Don't get this confused with the'multitasking' offered by some commercial
systems. FreeBSI3 a true multi-user system that protects users from each other

FreeBSD is securelts track record is borne out by the reports of @&ERT, the
leading oganization dealing with computer securitysee http://wwwecert.olg for
more information. The FreeBSD project has a team of securi®cefs concerned
with maintaining this lead.

FreeBSD is reliablelt is used by ISPs around th@md. FreeBSDsystems rgularly
go several years without rebooting=reeBSD candil, of course, bt the main causes
of outages are peer failures and catastrophic harae filures.
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FreeBSD pruides a completd CP/IP networkingmplementation. Thisneans that

your FreeBSD machine can interoperate easily with other systems and also act as an
enterprise seer, providing vital functions such as NFS (remote ®le access) and
electronic mail services, or putting yourgamization on the Internet with WWW

FTPR routing and ®revall services. In addition, the Ports Collection includes saite

for communicating with proprietary protocols.

Memory potectionensures that neither applications nor users can interfere with each
other If an goplication crashes, it cannofi@dt other running applications.

FreeBSD includes theéFree86implementation of th&X11graphical user intestce.

FreeBSD can run most programsilbfor versions of SCO UNIX and Unix#ve,
Solaris, BSD/OS, NetBSD, 386BSD and Linux on the same laaedplatform.

The FreeBSD Ports Collection includes thousands of ready-to-run applications.

Thousands of additional and easy-to-port applications \&italsle on the Internet.
FreeBSD is source code compatible with most popular commercial UNIX systems
and thus most applications requirevfdf any, changes to compileMost freely
available softvare was deeloped on BSD-lile systems. Asa result, FreeBSD is one

of the easiest platforms you can port to.

Demand pagedvirtual memory (VM) and “merged VM/kuffer cache' design
ef®ciently satis®es applications with tgr appetites for memory while still maintain-
ing interactve response to other users.

The base system contains a full complement of C, C++ and RA@R development
tools. All commonly &ailable programming languages, such @esl, python and
ruby, are available. Mary additional languages for adwuced research andveop-
ment are alsowailable in the Ports Collection.

FreeBSD pruides the completeource codefor the entire system, so youeathe
greatest dgree of control wer your ewvironment. Thdicensing terms are the freest
that you will ®nd agwhere ("Hey, use it, dont pretend you wrote it, dohtomplain

to us if you hae groblems’). Thoseare just the licensing conditions, of courges
we'll see later in the chaptethere are plenty of people prepared to help if you run
into trouble.

Extensve online documentatignincluding traditionalman paes and a lpertet-
basedonline handbook

FreeBSD is based on the 4.4BSD UNIX released by the Computer Systems Research
Group (CSRG) at the Uwdrsity of California at Berkley. The FreeBSD Project has
spent may thousands of hours ®ne-tuning the system for maximum performance and
reliability. FreeBSDS5 features, performance and reliability compasgyvfavaurably

with those of commercial operating systems.

Since the source code igadable, you can easily customize it for special applications or
projects, in vays not generally possible with operating systems from commercial
vendors. Yu can easily start out small with anxpensve 36 class PC and upgrade as
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your needs gw. Here are a f& of the applications in which people currently use
FreeBSD:

Internet Serviceshe Internet gne up around Berleley UNIX. The original TCP/IP
implementation, released in 1982asvbased on 4.2BSD, and nearlgrg current
TCP/IP implementation has bowed from it. FreeBSD is a descendent of this
implementation, which has been maintained and polished for decdeshe most
mature and reliable TCP/IRailable at ag price. Thismales it an ideal platform for
a variety of Internet services such as FTP eesy Wrld Wide Web serers,
electronic mail semrs, USENET nes serers, DNS name sezvs and ®reals.
With theSambasuite, you can replace a Microsoft ®le sgrv

Education: FreeBSD is an ideal ay to learn about operating systems, computer
architecture and netwking. A number of freely @ailable CAD, mathematical and
graphic design packages also mékhighly useful to those whose primary interest in
a computer is to gedther work done.

Reseach: FreeBSD is anxeellent platform for research in operating systems as well

as other branches of computer science, since the source code for the entire system is
available. FreeBSD3 free aailability also males it possible for remote groups to
collaborate on ideas or sharedvélepment without haing to worry about special
licensing agreements or limitations on what may be discussed in open forums.

X Window workstation:FreeBSD mag&s an ecellent choice for an inpensve
graphical desktop solutioriJnlike an X terminal, FreeBSD alles mary applications
to be run locallyif desired, thus relieng the lurden on a central seawv FreeBSD
can &en boot “diskless, m aking indvidual workstations een cheaper and easier to
administer

Softwae Dewelopment.The basic FreeBSD system comes with a full complement of
development tools including the remmed GNU C/C++ compiler and detpger

Licensing conditions

As the name suggests, FreeBSD is fréeu don't haveto pay for the code, you can use
it on as may computers as you ant, and you can @& away copies to your friends.
There are some restrictions, wever. Here's the BSD license as used for allwne
FreeBSD code:

Redistrilution and use in source and binary forms, with or without modi®cation, are
permitted preided that the follwing conditions are met:

1. Redistrilntions of source code must retain theabapyright notice, this list of
conditions and the folleing disclaimer

2. Redistrilntions in binary form must reproduce the abaopyright notice, this list
of conditions and the folleing disclaimer in the documentation and/or other
materials preided with the distribition.
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This software is preided by the FreeBSD projechs is' and ary express or implied
warranties, including, @t not limited to, the implied arranties of merchantability
and ®tness for a particular purpose are disclaimadno esent shall the FreeBSD
project or contribtors be liable for andirect, indirect, incidental, specialkanplary;

or consequential damages (includingt Imot limited to, procurement of substitute
goods or services; loss of use, data, or pro®ts;usinbss interruption) heever
caused and on wrtheory of liability whether in contract, strict liabilityor tort
(including ngligence or otherwise) arising inyaway out of the use of this sofane,
evan if advised of the possibility of such damage.

The last paragraph is traditionally written in ALL CAPS, for reasons whictt deefn to
have awything to do with the meaningOlder \ersions of the license also contained
additional clauses relating to attising.

A little histor vy

FreeBSD is a labour of W& big commercial companies produce operating systems and
chage lots of mong for them; the FreeBSD project produces a professional-quality
operating system andvgs it avay. That's not the only diference.

In 1981, when IBM introduced their Personal Computer microprocessor industryas
still in its infang.. They entrusted Microsoft to supply the operating systawicrosoft
already had theirvan version of UNIX, called XENIX, bt the PC had a minimum of 16
kB and no disk. UNIX was not an appropriate match for this haadev Microsoftwent
looking for something simplerThe “operating systerthey chose vas correspondingly
primitive: 86/DOS, a clone of Digital Researsh&iccessful CP/M operating system,
written by Tim Paterson of Seattle Computer Products and originally calle®S
(Quick and Dirty Openting System At the time, it seemed just the thing: it ran ®ne
without a hard disk (indct, the original PC didh'have a hard disk, not een as an
option), and it didrt'use up too much memaryrhe only thing that thereally had to do
was to change the namelBM called its ersion PC-DOS, while Microsoft magted its
version under the name MS-DOS.

By this time, a little further den the US Wést Coast, the Computer Systems Research
Group (CSRG) of the Uwmérsity of California at Berkley had just modi®ed A&T's
UNIX operating system to run on thewni®EC VAX 11/780 machine, which sported
virtual memory and had turned their attention to implementing some ptocols for

the ARRANET: the so-callednternet Potocols The ‘ersion of UNIX that the had
developed was nav suf®ciently different from A&T's g/stem that it had been dubbed
Berkeley UNIX.

As time went on, both MS-DOS and UNIXvalved. Beforelong, MS-DOS vas
modi®ed to handle hard disksbnot wellitlit handled them, and for the PC users,asw
so much better than what thbad before that theignored the in@ciencies. Afterall,
the PC g@veyou your avn hard disk on your desk, and you didmveto share it with all
the other people in the departmeMicrosoft even tried to emulate the UNIX directory
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structure, bt succeeded only in implementing the concept of nested directdkies.
Berkeley, they were deeloping a higher performance disk subsystem, Fast Fle
Systemnow known as thdJNIX Hle System

By the late 80s, it as @ident that Microsoft no longer intended to substantially enhance
MS-DOS. Neav processors with support for multitasking and virtual memory had
replaced the old Intel 8088 processor of the IBM P@, they till ran MS-DOS by
emulating the 8088 processwmhich was nav completely obsoleteThe 640 kB memory
limit of the original PC, which once appeared bigger thaybady would ever need,
became a serious problerm addition, people anted to do more than one thing at a
time with their computers.

A solution to both problems as olvious: mae o the 32 bit address mode of theane
Intel 80386 processor and introduce real multitasking, which operating systemgesn lar
machines had had for decade3f course, these Iger machines were only péically
larger. The average PC of 1990 had more memanpre disk and more processingney
than just about anof the lage computers of the 70Nevertheless, Microsoft didh’
solve these problems for itSWindows" platform until much laterand the solutions still
leave a bt to be desired.

UNIX, on the other hand, & a relatiely mature operating system at the time when the
PC was introduced.As a result, Microsoft-based wronments hee had little in"uence

on the deelopment of UNIX. UNIX development was determined by otheradtors:
changes in lgd regulations in the USA between 1977 and 1984 enablBfiTA®rst to
license UNIX to other endors, noticeably Microsoft, who announced XENIX in 1981,
and then to mask its avn version of UNIX. AT&T developed System Il in 1982, and
System V in 1983.The diferences between XENIX and System V were initially small,
but they grew: by the mid-80s, there were fourféifent \ersions of UNIX: theReseath
Vesion, used almost only inside & T, which from the eighth edition on deed from
4.1cBSD, theBerkeley Software Distribution (BSD) from Berleley, the commercial
System Vfrom AT&T, and XENIX, which no longer interested Microsoft, ancgsw
marketed by the comparthat had deeloped it, theSanta Cruz Opation, or SCQ

One casualty of UNDE maturity was the CSRG in Beekey. UNIX was too mature to
be considered an object of research, and the writig) on the wall: the CSRG wuld
close davn. Somepeople decided to port Bezley UNIX to the PCbafter all, SCO had
ported its ersion of UNIX to the PC years earliein the Berleley tradition, havever,
they wanted to gie it avay. The industrys reaction vas not friendly In 1992, AT&T's
subsidiaryUSL (UNIX Systems Labatories ®led a lavsuit aginst Berkeley Software
Design, Inc.(BSDI), the manudcturer of the BSD/386 operating system, later called
BSD/OS, a systemevy similar to FreeBSDThey alleged distrilution of AT&T source
code in violation of licence agreementshey subsequently x@ended the case to the
University of California at Berkley. The suit vas settled out of court, and thraet
conditions were not all disclosedhe only one that became publiasvthat BSDI wuld
migrate their source base to thewee 4.4BSD-Lite sources, a thing that ytheere
preparing to do in gncase. Althoughmot involved in the litigation, it was suggested to
FreeBSD that theshould also mee © 4.4BSD-Lite, which vas done with the release of
FreeBSD release 2.0 in late 1994,
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Now, in the early 21st centur{freeBSD is the best kim of the BSD operating systems,
one that may consider to follev in the tradition of the CSRGI can think of no greater
honour for the deglopment team.It was deeloped on a shoestringuliget, yet it
manages to outperform commercial operating systems by an order of magnitude.

The end of the UNIX war s

In the course of the FreeBSD project, a number of things theanged about UNIXSun
Microsystems meed from a BSD base to a System V base in the late 80syva tmat
corvinced mag people that BSD was dead and that System \asvthe future.Things
turned out diferently: in 1992, A&T sold USL to Naell, Inc., who had introduced a
product based on System4\Vcalled UnixVdre. AlthoughUnixWare has much better
speci®cations than SCO'dd System \3 UNIX, it was neer a auccess, and Nall
®nally sold their UNIX operation to SCOSCO itself vas then bought out by Caldera
(which recently changed its name back to SCO), while Wreesship of the UNIX trade
mark has passed to the Open Grogystem V UNIX is essentially dead: current
commercial ersions of UNIX hge e/olved so &r since System V that thecan't be
considered the same systeBy contrast, BSD is ale and healtly, and lives o in
FreeBSD, NetBSD, OpenBSD and Apgl&lac OS X.

The importance of the T&T code in the earlier ersions of FreeBSD as certainly
overemphasized in the wsuit. All of the disputed code ag oer 10 years old at the
time, and none of it as of great importanceln January 2002, Caldera released all
“ancient' versions of UNIX under a BSD licenselThese speci®cally included all
versions of UNIX from which BSD as denved: the ®rst to seenth editions of Research
UNIX and 32V the predecessor to 3BSMAs a result, all grsions of BSD, including
those oer which the lavsuit was conducted, are wdreely available.

Other free UNIX-like operating systems

FreeBSD isrt'the only free UNIX-lile gperating systemvailablebit's ot even the best-
known one. The best-knan free UNIX-like gperating system is undoubtedly Linuxitb
there are also a number of other BSDgfioperating systemsWe'l | ook at them ®rst:

386/BSDwas the original free BSD operating system, introduced hijiafh F. Jolitz
in 1992. It never progressed bhend a test stage: instead,otwerivative gperating
systems arose, FreeBSD and NetBSIB6/BSD has been obsolete for years.

NetBSDis an operating system which, to the casual olegseiss dmost identical to
FreeBSD. Themain diferences are that NetBSD concentrates on ham@w
independence, whereas FreeBSD concentrates on performfam@BSD also tries
harder to be easy to understand for gitreer You can ®nd more information about
NetBSD athttp://wwwNetBSD.og.

OpenBSDis a spin-of of NetBSD that focuses on securitit's dso very similar to
FreeBSD. ¥u can ®nd more information http://wwwOpenBSD.ay.
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Apple computer introducedéevsion 10 (X) of itdMac OSin early 2001.1t is a big
deviation from preious \ersions of Mac OS: it is based on a Mach mierakl with
a BSD ewironment. Thebase system (Darwin) is also freEreeBSD and Darwin
are compatible at the user source codel.le

You could get the impression that there are lots dedihnt, incompatible BSDersions.
In fact, from a user viepoint the/'re all very similar to each othemuch more than the
individual distrilutions of Linux, which wdl look at next.

FreeBSD and Lin ux

In 1991, Linus ®rvalds, then a student in Helsinki, Finland, decided hated to run
UNIX on his home computerAt that time the BSD sources were not freelgilable,
and so Linus wrote hisam version of UNIX, which he called Linux.

Linux is a superb xample of hav a few dedicated, cleer people can produce an
operating system that is better than well\sknacommercial systems dgoped by a lage
number of trained softare engineerslt is better gen than a number of commercial
UNIX systems.

Obviously, | prefer FreeBSD wer Linux, or | wouldn't be writing this book, kbt the
differences between FreeBSD and Linux are more a matter of phijosapler than of
concept. Herare a fev contrasts:

Table 1-1: Differences between FreeBSD and Linux

FreeBSD is a direct descendent of the.inux is a clone and wer contained an
original UNIX, though it contains no AT&T code.
residual A&T code.

FreeBSD is a complete operating systeml.inux is a lernel, personally maintained by
maintained by a central group of sofive  Linus Torvalds and a f& trusted compan-
developers under the ConcurrenéiMions ions. The non-kernel programs supplied
System which maintains a complete histowith Linux are part of adistribution, of

ry of the project deslopment. Theres which there are seral. Distritutions are
only one distriltion of FreeBSD. not completely compatible with each other

The FreeBSD deslopment style empha- The Linux lernel is maintained by a small
sizes accountability and documentation ohumber of people whoedep track of all
changes. changes. Undcial patches abound.

The lernel supplied with a speci®c releasé.inux distributions often hae subtly differ-
of FreeBSD is clearly de®ned. ent kernels. Thalifferences are notvabys
documented.
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FreeBSD aims to be a stable productiorMany versions of Linux are still' bleeding
ervironment. edge' devdopment emironments. Thids
changing rapidlyhowevae.

As a result of the centralizedwiopment The ease of installation of Linux depends

style, FreeBSD is straightfoasd and on thedistribution. If you switch from one

easy to install. distribution of Linux to anotheryou'll
have © learn a ne set of installation tools.

FreeBSD is still relatiely unknown, since Linux did not hae ay lawsuits to contend
its distribution was initially restricted due with, so for some time it as thought to be
to the AT&T lawsuits. the only free UNIX-type systenvailable.

As a result of the lack of kmdedge of A growing amount of commercial sofewe
FreeBSD, relatiely little commercial is becoming eailable for Linux.
software is aailable for it.

As a result of the smaller user base,Just about annew board will soon hee a
FreeBSD is less lidy to hae divers for  driver for Linux.
brand-nev boards than Linux.

Because of the lack of commercial appli-Linux appears not to need to be able to run
cations and dvers for FreeBSD, Free- FreeBSD programs.

BSD runs most Linux programs, whether

commercial or not.

FreeBSD is licensed under the BSD Ili-Linux is licensed under the GNU General

censeDsee page 6lhere are gry fev  Public License. Further details are at

restrictions on its use. http://mwwgnu.og/licenses/gpl.html By
comparison with the BSD license, it impos-
es signi®cant restrictions on what you can
do with the source code.

FreeBSD has a®cionados who are prd-inux has a®cionados who are prepared to
pared to "ame aody who dares suggest "ame agbody who dares suggest thasit'
that it's ot better than Linux. not better than FreeBSD.

In summary Linux is also a &ry good operating systenfor mary, it's better than
FreeBSD.
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FreeBSD system documentation

FreeBSD comes with a considerable quantity of documentation whidHowe&' at in the
following few pages:

The FreeBSD Documentation Project maintains a collectiotbobks), d ocuments
in HTML or PDF format which can also be accessed onliffey're installed in the
directory hierarch /usr/shae/doc

The traditional UNIX document format isnan paes, individual documents
describing speci®c functionalityThey're short and to the point of being cryptiat b
if you know what youre looking for they have just the right amount of detail.
They're not a good introduction.

The GNU project introduced theimo document formatGNU infa Some GNU
programs hee ro ather form of documentation.

Reading online documentation
You'll ®nd a number of HTML documents in the directdagr/shae/doc/en/books

/usr/shae/doc/en/books/fag/indéntm| contains the FreeBSOFAQ (Frequently
Asled Questions It's just what it says it is: a list of questions that people frequently
ask about FreeBSD, with answers of course.

/usr/shae/doc/en/books/fdp-primer/indétml is a primer for theFreeBSD Docu-
mentation Poject,

lusr/shae/doc/en/books/handbook/indetm| is the FreeBSDonline handbook It
contains a lot of information speci®cally about FreeBSD, including a deeper
discussion of mantopics in this book.

/usr/shae/doc/en/books/porterhandbook/indehtml is a handbook for contnittors
to the FreeBSD Ports Collection, which Wediscuss in Chapter 9The Rrts
Collection

/usr/shae/doc/en/books/ppp-primer/indétml contains a sonréhat dated document
about setting up PPRf you hare trouble with Chapter 20Con®guring PPPR you
may ®nd it useful.

In addition to the directory/usr/shae/doc/en/books theres dso a directory
lusr/shae/doc/en/articleswith a number of shorter items of documentation.

Note the componergn in the pathnames aba That stands foEnglish A number of
these books are also installed in other languages: clesrtgede for a German ersion,

to esfor Spanish, tdr for French, toja for Japanese, tau for Russian, or tah for
Chinese. Tanslation dbrts are continuing, so you may ®nd documentation in other
languages as well.
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If you're running X, you can use a lrser like mozilla to read the documentdf you
don't haveX running yet, uséynx. Both of these programs are included in the GDMR
distribution. To install them, usaysinstall which is described on page 92.

lynx is not a complete substitute for complete webMserys such amozilla since it is
text-only, it is not capable of displaying the tgr majority of web pages correctiit's
good enough for reading most of the FreeBSD online documentatioaydio

In each case, you start the Wweer with the name of the document, frample:

$ lynx /usrfshare/doc/en/bookshandbook/index.html
$ mozilla /usr/share/doc/en/books/handbook/index.html &

Enter the& after the inocation of mozilla to free up the windw in which you irvoke it:
mozilla opens its wn window.

If you haren't installed the documentation, you can still access it from tive Li
Filesystem CD-RM. Assumingthe CD-FOM is mounted on'cdrom, choose the ®le
/cdrom/usr/shae/doc/en/books/handbook/indietml

Alternatively, you can print out the handbooKkhis is a little more d#cult, and of course
you'll lose the lypertext references, Wt you may prefer it in this formTo format the
handbook for printing, yoll'need a PostScript printer ghostscript See page 271 for
more details of hw to print PostScript.

The printable ersion of the documentation dodgsnsually come with the CD-BGM
distribution.  You can pick it up with ftp (see page 433) from
ftp://ftp.FeeBSD.ORG/pubfeeBSD/doc/ which has the same directory structure as
described abee. For example, you wuld davnload the handbook in PostScript form
from ftp://ftp.FreeBSD.ORG/pubfeeBSD/doc/en/books/handbook/book.ps.bz2

The online man ual

The most compreheng documentation on FreeBSD is the online manual, usually
referred to as thenan p@es. Nearly every program, ®le, library function, dee or
interface on the system comes with a short reference mampldireng the basic
operation and arious aguments. Ifyou were to print it out, it wuld run to well wer
8,000 pages.

When online, you vie the man pages with the commantn For example, to learn
more about the commairsg type:

$ manls
LS(1) FreeBSD  Reference Manual LS(2)
NAME
Is - list directory contents
SYNOPSIS
Is[  ACFLRTacdfilogrstul ][ f ie..]
DESCRIPTION

For each operand that names a file of a type other than directory, Is
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displays its name as well as any requested, associated information. For
each operand that names a file of type directory, Is displays the names.
(etc)

In this particular xkample, with the xception of the ®rst line, the xein constant
widthbold  is not input, it5 the way it appears on the screen.

The online manual is dided up into sections numbered:

Usercommands

Systentalls and error numbers

Functionsn the C libraries

Device drivers

Fileformats

Gamesnd other diersions

Miscellaneousformation

© N o gk~ 0w DdPE

Systenmaintenance and operation commands
9. Kernel interbhce documentation

In some cases, the same topic may appear in more than one section of the online manual.
For example, there is a user commaciinod and a system cathmod() . In this case,
you can tell theman command which you ant by specifying the section number:

$ man 1 chmod

This command displays the manual page for the user command clitatetences to a
particular section of the online manual are traditionally placed in parentheses in written
documentation. & example, chmod(1) refers to the user commancdhmod and
chmod(2)means the system call.

This is ®ne if you knav the name of the command anddor haw to use it, lut what if
you cant recall the command name¥ou can useman to search for &words in the
command descriptions by using tkeoption, or by starting the prograapropos

$ man-kmail
$ apropos mail

Both of these commands do the same thing: thew the names of the man pages that
have the keyword mail in their descriptions.

Alternatively, you may bravse through théusr/bin directory which contains most of the
system recutables. 8u'll see lots of ®le namesubyou dont haveary idea what theg
do. To ®nd out, enter one of the lines:
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$ cd/usrbin; man £*
$ cd /usr/bin; whatis *

Both of these commands do the same thingy et out a one-line summary of the
purpose of the program:

$ cd/usrbin; man £*

az2p(1) - Awkto Perl translator
addftinfo(1) - add information to troff font files for use with groff
apply(1) - apply a command to a set of arguments

apropos(1) - search the whatis database

Printing man pa ges

If you prefer to hae man pages in print, rather than on the screen, you can do thie in tw
different ways:

The simpler vay is to redirect the output to the spooler:
$ manls|lpr
This gives you a printed &rsion that looks pretty much ékhe original on the screen,
except that you may not get bold or underlined.te
You can get typeset output witinoff :
$ man-tls|lpr
This gives you a properly typesetevsion of the man pageutit requires that your

spooling system understand PostScriptbsee page 271 for more details of printing
PostScript, een on printers that dort'understand PostScript.

GNU info

The Free Softare Foundation has itsven online lypertext browser calledinfo. Mary
FSF programs come with either no man page at all, or withkeuse for a man page
(gcq for example). D read the online documentation, you need tavsmtheinfo ®les
with theinfo program, or fromEmacswith theinfo mode. D gsart info, Smply type:

$ info

In Emacs enter CTRL-h i or ALT-x info . Whichever way you startinfo, you can get
brief introduction by typindp, and a quick command reference by typihg
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Other documentation on FreeBSD

FreeBSD users ka acess to probably more top-quality documentation than just about
ary other operating systemRemember that @rd UNIX is trademar&d. Sure,the
lawyers tell us that we cantefer to FreeBSD as UNIX, because UNIX belongs to the
Open Group.That doesr'make the slightest dierence to thedct that nearly\ery book

on UNIX applies more directly to FreeBSD thary ather “avour of UNIX. Why?

Commercial UNIX endors hee a poblem, and FreeBSD doeshelp them: wly should
people liy their products when you can get it free from the FreeBSD Projeéb(dhat
matter from other free UNIX-lile operating systems such as NetBSD, OpenBSD and
Linux)? Oneobvious reason wuld be “value-added featurésS o they add features or
®x weak points in the system, put a gdght on the changes, and help lock their
customers in to their particular implementatidks long as the changes are really useful,
this is legitimate, lut it does mak the operating system less compatible wittandard
UNIX," and the books about standard UNIX are less applicable.

In addition, mag books are written by people with an academic backgroundhe
UNIX world, this means that thieare more lilely than the werage user to he been
exposed to BSD.Many general UNIX books handle primarily BSD, possibly with an
additional chapter on the commercial Systemeysion.

In Appendix A,Bibliography, you'll ®nd a list of books that | ®nd erthwhile. 1'd like to
single out some that | ®nd particularly good, and that | frequently use myself:

UNIX Power Dols by Jerry Peek, im O'Reilly, and Mike Loukides, is a superb
collection of interesting information, including a CODMI. Recommendedor
eveaybody, from beinners to gperts.

UNIX for the Impatientby Paul W. Abrahams and Bruce R. Larson, is more similar
to this book, bt it includes a lot more material on speci®c products, such as shells
and theEmacseditor.

The UNIX System Administtion Handbook by Evi Nemeth, Garth Syder, Scott
Seebass, anddnt R. Hein, is one of the best books on systems administratiee | ha
seen. ltcovers a number diérent UNIX systems, including an oldeersion of
FreeBSD.

There are also mgrective Internet groups that deal with FreeBSRead about them in
the online handbook.
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The FreeBSD comm unity

FreeBSD vas deeloped by a wrld-wide group of declopers. It could not hae
happened without the Interneb¥lany of the key dayers hae reve even met each other
in person; the main means of communication is via the Intethgtu have any kind of
Internet connection, you can participate as wiélzou dont havean Internet connection,
it's éout time you got oneThe connection doednhaveto be complete: if you can
receve email, you can participateOn the other hand, FreeBSD includes all the sariw
you need for a complete Internet connection, not #rg iimited subset that most PC-
based Internet' packages dér you.

Mailing lists

As it says in the copight, FreeBSD is supplied as-is, withoutyasupport liability. If
you're on the Internet, yoré not alone, hwever. Liability is one thing, bt there are
plenty of people prepared to help you, most for free, some forAgmod place to start
is with the mailing lists.There are a number of mailing lists that you can j@ome of
the more interesting ones are:

FreeBSD-questions@FreeBSD.org is the list to which you may send general
guestions, in particular on Wwato use FreeBSD.If you have df®culty understanding
arything in this book, forxample, this is the right place to aslit's dso the list to
use if youte not sure which is the most appropriate.

FreeBSD-newbies@FreeBSD.org  is a list for nevcomers to FreeBSDIt's intended
for people who feel a little daunted by the system and need a bit of reassutance.
not the right place to askyRkind of technical question.

FreeBSD-hackers@FreeBSD.org  is a technical discussion list.

FreeBSD-current@FreeBSD.org is an obligtory list for people who run the
development \ersion of FreeBSD, calldeteeBSD-CURRENT

FreeBSD-stable@FreeBSD.org is a similar list for people who run the more recent
stable ersion of FreeBSD, calldgteeBSD-STABLE. We'll talk about thesearsions
on page 582.Unlike the case foFreeBSD-CURRENTusers, its rnot obligatory for
FreeBSD-STABLE users to subscribe FeeBSD-stable

You can ®nd a complete list of FreeBSD mailing lists on the web site, currently at
http://wwwFreeBSD.og/doc/en_US.1ISO8859-1/books/handboadeuces.html  This
address is part of the online handbook and may change when the handbook is modi®ed;
follow the link Mailing Lists from http://wwwFreeBSD.og/ if it is no longer alid, or if

you cant be bothered typing in the URI.

The mailing lists are run bynailman (in the Ports Collection).Join them via the web
interface mentioned abe. You will receve a nail message frormailmanasking you to
con®rm your subscription by replying to the messagau don't need to put aything in
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the reply: the reply address is used once,anlgl youre the only person who willver
see it, so the system kms that its you by the &ct that you replied at allyou dso hae
the option of con®rming via a web intade with a specially generated URSimilar
considerations apply in this case.

FreeBSD mailing lists can ta a vey high volume of tra®c. The FreeBSD-questions
mailing list, for kample, has thousands of subscribers, and/rofithem are themseds
mailing lists. It receves over a hundred messagevey day That's aout a million
messages a day in total for just one mailing list, so when you sign up for a mailing list, be
sure to read the charteYou can ®nd the URI from theailmancon®rmation message.

It's dso a good idea tolurk' (listen, lut not say aything) on the mailing list a while
before posting arthing: each list has itsan traditions.

When submitting a question FreeBSD-questions  , consider the follwing points:

1. Remembethat nobody gets paid for answering a FreeBSD quesfitiey do it of
their avn free will. You can in"uence this free will positly by submitting a well-
formulated question supplying as much veatg information as possibleYou can
in‘uence this free will rgatively by submitting an incomplete, ilighle, or rude
question. It perfectly possible to send a message to FreeBSD-questions and not get
an answer \en if you follow these rules.It's much more possible to not get an
answer if you dort:

2. Notevaybody who answers FreeBSD questions reagsyanessage: thyelook at
the subject line and decide whether it interests th€kearly; it's in your interest to
specify a subject."FreeBSD problemor “Help" aren't enough. Ifyou provide no
subject at all, manpeople von't bother reading it.If your subject isrt speci®c
enough, the people who can answer it may not read it.

3. Whensending a n& message, well, send awmenessage. Doh'just reply to some
other message, erase the old content and change the subjethitdeaes an In-
Reply-To:  header which magnmail readers use to thread messages, so your message
shavs up as a reply to some other messageople often delete messages a whole
thread at a time, so apart from irritating people, you also run a chanceiraj tze
message deleted unread.

really painful to try to read a message written full of typos or withoytiae breaks.

A lot of badly formatted messages come from bad mailers or badly con®gured
mailers. Thefollowing mailers are knen to send out badly formatted messages
without you ®nding out about them:

Eudora

exmh

Microsoft Exchange
Microsoft Internet Mail
Microsoft Outlook
Netscape
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As you can see, the mailers in the Microsofirid are frequent éénders. Ifat all
possible, use a UNIX mailetf you must use a mailer under Microsoftieonments,
make aure it is set up correctlyTry not to use MIME: a lot of people use mailers
which dont get on \ery well with MIME.

For further information on this subject, check attp://wwwlemis.com/email.html

5. Make are your time and time zone are set correcllhis may seem a little silly
since your message still gets thenat, imary of the people you are trying to reach get
several hundred messages a daphey frequently sort the incoming messages by
subject and by date, and if your message dbesme before the ®rst answeéhey
may assume tlyemissed it and not bother to look.

6. Dontinclude unrelated questions in the same mesdgiggtly, a long message tends
to scare people hfand secondlyit's more difdcult to get all the people who can
answer all the questions to read the message.

7. Specifyas much information as possibl€his is a di®cult area: the information you
need to submit depends on the problétere's a sart;

If you get error messages, dbsay | get error messagessay (for ekample)
get the error messa@ route to host.

If your system panics, dansay “My system panickd’, say (for xample) “my
system paniokd with the messadeee vnode isti' .

If you have df®culty installing FreeBSD, please tell us what haatsvyou hee,
particularly if you hae ssmething unusual.

If, for example, you hee df®culty getting PPP to run, describe the con®guration.
Which version of PPP do you use? What kind of authentication do y@? t®

you have a satic or dynamic IP address? What kind of messages do you get in the
log ®le? See Chapter 20Con®guring PPR for more details in this particular
case.

8. If you dont get an answer immediatelgr if you dont even see your avn message
appear on the list immediateljon't resend the messag@vait at least 24 hoursThe
FreeBSD mailer obads messages to a number of subordinate mailers around the
world. Usuallythe messages come through in a matter of secontdspmetimes it
can tale veal hours for the mail to get through.

9. If you do all this, and you still danget an answethere could be other reasoror
example, the problem is so complicated that nobodyvsrnitie answeror the person
who does kna the answer ws ofine. If you dont get an answer aftegay, a week,
it might help to re-send the messadé.you dont get an answer to your second
message, though, yaa' probably not going to get one from this foruResending
the same messageadg and agin will only male you unpopular
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How to follow up to a question

Often you will want to send in additional information to a question youeldready sent.
The best way to do this is to reply to your original messagéis has three adwtages:

1. You include the original messagetteso people will kne what youte talking about.
Don't forget to trim unnecessaryxte though.

2. Thetext in the subject line stays the same (you did remember to put one ir, didn'

you?). Mary mailers will sort messages by subjecthis helps group messages
together

3. Themessage reference numbers in the header will refer to thysemessage.
Some mailers, such as mutt, can thread messagesinghtihe eact relationships
between the messages.

There are more suggestions, in particular for answering questions,
http://wwwlemis.com/questions.htmBee also Chapter 2€lectronic mail: clientsfor
more information about sending mail messag¥su may also lile to check out the
FreeBSD web site athttp://wwwFreeBSD.og/ and the support page at
http://wwwFreeBSD.og/support.html

In addition, a number of companiesfesf support for FreeBSD.See the web page
http://wwwFreeBSD.og/commetial/consulting_bycat.htmior some possibilities.

Unsubscribing fr om the mailing lists

Theres a bt of trafdc on the mailing lists, particularly dfreeBSD-questions . You
may ®nd you carn'take it and want to get out agjn. Again, you unsubscribe from the list
either via the web or via a special mail addrass by sending mail to the the lisEach
message you get from the mailing lists ®nishes with theviioig text:

freebsd-questions@freebsd.org mailing list
http://lists.freebsd.org/mailman/listinfoffreebsd-questions
To unsubscribe, send any mail to "freebsd-questions-unsubscribe@freebsd.org"

Don't be ane of those people who send the unsubscribe request to the mailing list instead.

User gr oups

But hav about meeting FreeBSD useixce to &ce? Therare a number of user groups
around the wrld. If you live in a kg city, chances are that theseine near you.Check
http://wwwFreeBSD.og/support.html#userfor a list. If you dont ®nd one, consider
taking the initiatve and starting one.

In addition, USENIX holds an annual conference, B®DCon which deals with
technical aspects of the BSD operating systeltis.dso a great opportunity to get to
know other users from around theovid. If you're in Europe, there is also a BSDCon
Europe, which at the time of writihng a8 not run by USENIX. See
http://wwweumobsdcon.ag for more details.
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Reporting bugs

If you ®nd something wrong with FreeBSD, want to knev about it, so that we can ®x
it. To report a lng, use thesend-prprogram to send it as a mail message.

There used to be a web form ftp://wwwFreeBSD.og/send-phtml, but it has been
closed dan due to abse.

The Berkele y daemon

The little daemon at the right symbolizes BS. is
included with kind permission of Marshall Kirk Mcisick,
one of the leading members of the former Computer
Sciences Research Group at thevdrsity of California at
Berkeley, and avner of the daemos' wpyright. Kirk also
wrote the foravord to this book.

The daemon has occasionallyeji rise to a certain amount
of confusion. In fact, it's a pking reference to processes that
run in the backgroundbsee ChapteiT&ing contol, page
150, for a descriptionThe outside wrld occasionally sees
things diferently, as the following story indicates:

Newsgroups: alt.humor.best-of-usenet
Subject: [comp.org.usenix] A Great Daemon Story

From: Rob Kolstad <kolstad@bsdi.com>
Newsgroups: comp.org.usenix
Subject: A Great Daemon Story

Linda Branagn is an gpert on daemonsShe has a-$hirt that sports the daemon in
tennis shoes that appears on theecaf the 4.3BSD manuals arithe Design and
Implementation of the 4.3BSD UNIX Ogting Systenby S. Lefer, M. McKusick, M.
Karels, J. Quarterman, Addisore®ley Publishing Compayn Reading, MA 1989.

She tells the follwing story about wearing the 4.3BSD daemeshirt:

Last week | valked into a local ‘'home style cookin' restaurantatering hole'in
Texas to pick up a takout order | spole krie'y to the vaitress behind the counter
who told me my order auld be done in a fe minutes.

So, while | vas usy aqazing at the drm implements hanging on thealg, | was
approached by tov"natives! T hese guys might just be the originads rednecks.

“Padon us, ma'amMind if we ask you a question?'

WEell, people leep telling me thatéixans are real friendlygo | nodded.
“Are you a Satanist?'

Well, at least thg didn't ask me if | liked to party

“Uh, no, | cart say that | ani.
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“Gee, ma'am.Are you sure about that?hey asked.

| put on my biggest, brightest Dallas Wllmoys cheerleader smile and said\No, I'm
positive. The closest /e ever come to Satanism isatching Geraldo.

“Hmmm. Interesting. Seaye was just vondering wly it is you hare the lord of
darkness on your chest thére.

| was this close to slapping one of them and causing a scenebthen | stopped and
noticed the shirt | happened to be wearing that @ye enough, it had a picture of a
small, deilish-looking creature that has for some timewvnibeen associated with a
certain operating systemn this particular representation, the creatuis wearing
snealers.

They continued: "See, ma'am, we dohexactly appreciate it when people shoff
pictures of the del. Especiallywhen hes lookin' so friendly'

These idiots sounded terrifyingly serious.

Me: “Oh, well, see, this ishteally the deil, it' s just, well, it's sort of a mascot.
Native: “"And what kind of football team has thevid@s a mascot?'

Me: “Oh, it's ot a team.It's an operatingbuh, a kind of computér

| ®gured that an AM machine vas about as much technology as these guys could
handle, and | kne that if | so much as uttered theosd "UNIX"' | would only male
things vorse.

Native: “Where does this satanical computer come from?'
Me: “California. Andtheres nothing satanical about it really

Someavhere along the line here, thailvess noticed my predicament®hihese guys
probably outweighed her by 600 pounds, so all she dillaok at me sympathetically
and run ofinto the kitchen.

Native: “Ma'am, | think youte lying. And we'd gopreciate it if youd leare the
premises n@."

Fortunately the waitress returned thaewy instant with my ordeind they agreed that
it would be okay for me to actually pay for my food before | |&fthile | was at the
cash rgister they amused themseds by talking to each other

Native #1: “Do you think the police knw about these dél computers?'
Native #2: ~If they come from California, then the FBI oughta knabout 'em’

They escorted me to the daot tried one last time: You're really blaving this all out
of proportion. A lot of people use this “kind of computerd.niversities, researchers,
businesses. There actually ery useful.

Big, big, big mistale. Ishould hae guessed at what camexte
Native: “Does the geernment use these diécomputers?'

Me: “Yes!

Anotherbig boo-boo.

Native: “And does the g@rnment pay for 'em2\ith our tax dollars?'
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| decided that it s time to jump ship.

Me: "No. Nope. Notat all. Your tax dollars neer entered the picture at alll
promise. Nosir, not a peng. Our good Christian congressmerowid never let
something lile that happenNope. Neer. Bye!

Texas. What country.

The daemon tradition goes back quitea/wAs recently as 1996, after the publication of
the ®rst edition of this book, the folling message went through tReeeBSD-chat
mailing list:

To: "Jonathan M. Bresler" <imb@fresf freebsd.ay>

Cc: obrien@antares.aeragqMike OBrien),
joeryg_wunsch@uriah.heep.sax.de,
chat@FreeBSD.g; juphof@tarsiercv.nrao.edu

Date: Tue, 07 May 1996 16:27:20 -0700

Sender: wnerchat@FreeBSD.gr

> details and gifs PLEASE!
If you insist.:)

Sherman, set the &yback Machine for around 1976 or so (see Peter SAlus'
Quarter Century of UNIXor details), when the ®rst really national UNIX meetingsw
held in Urbana, lllinois. This would be after the forty people in a Brooklyn
classroom'meeting held by Mel Ferentz (yeah asvat that too) and the moretess
simultaneous \&st Coast meeting(s) hosted by SRit, before the UNIX Users Group
was really incorporated as a going concern.

| knew Ken Thompson and Dennis Ritchieowdd be there.l was lving in
Chicago at the time, and s@svcomic artist Philéglio, whose star as just bginning
to rise. At that time | vas a bonded locksmithPhil's mommate had umeectedly
split tovn, and he w&s the only one who knethe combination to the all safe in their
apartment. Thiss the only apartmentué ever seen that had aall safe, lot it sure did
have e, and Phil had some dtidcked in there.l didn't hold out much hope, since
safes aredr bgzond where | vas (and am) in my locksmithing sphere of competence,
but | ®gured “no guts no glory'and told him 1d give it a whack. In return, | told him,
he could do some-3hirt art for me.He readily agreed.

Wonder of wonders, this safe &g vulnerable to the same algorithm that Master
locks used to be susceptible tbopened it in about 15 minutes of manipulatidn.
was ny greatest moment as a locksmith and Ptakwwerjoyed. |went davn to my
lab and shot some Polaroid snaps of the PDP-11 systers tumning UNIX on at the
time, and gveit to Phil with some descriptions of the visual punsdnted: pipes,
demons with forks running along the pipes it bucket" named/dev/null, al that.

What Phil came up with is the axvk that graced the ®rst decasletorth of
“UNIX T-shirts; w hich were made by a Ma and leperation in a Chicago sulb.
They turned out transfer art using a 3M color copier in their basentéance, the
PDP-11 is reersed (the tape drés ae backvards) lut since Phil left dfthe front
panel, this s hard to tell. His trademark signature as photo-reersed, lit was
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recopied by the -Bhirt people andre-forwardized, w hich is wtly it looks a little
funny compared to his real signature.

Dozens and dozens of these shirts were produBetl.Labs alone accounted for
an order of something kk 200 for a big picnic. However, only four (4) REAL
originals were produced: thesevhaa dstinctive red collar and slee aiff. Onewent
to Ken, one to Dennis, one to me, and one to my then-wifew possess the latter
two shirts. Ken and Dennis were presented with their shirts at the Urbana conference.

People ordered these shirts direct from the Chicago colsey years later
when | was Iving in LA, | got a call from Armando Stettnethen at DEC, asking
about that nev-famous artwrk. |told him | hadnt talked to the lllinois Tshirt malers
in years. At his request | called them uf.hey'd folded the operation years ago and
were within days of discarding all the old aotk. | requested its return, and duly
receved it back in the mail.lt looked strange, seeing it @g in its original form, a
mirror image of the shirts with which | andesyone else were mofamiliar.

| sent the artwrk to Armando, who anted to gie it to the Ultrix marleting
people. Thg came out with the Ultrix poster that sked a nice shinUltrix machine
contrasted with the chéng-gum-and-string PDP-11 UNIX people weegearfiliar with.
They till have te artvork, so &ar as | knav.

I no longer recall the)act contents of the letter | sent along with the arkwI
did say that asaf as | kney, Phil had no residual rights to the art, since #swa "vork
made for hire', though nothingas in writing (and note thisas decades before the
new copyright law). | do not nev recall if | explicitly assigned all rights to DEC.
What is certain is that John Lassitetaemon, whether kmangly borroved from the
original, or created by parallel@ution, postdates the ®rst horde of UNIX daemons by
at least a decade and probably motad if Lassiters daemon looks a lot lik a il
Foglio creation, thers'a eason.

| havenever scanned in Phi§ atwork; I've hardly eser scanned in aything, so |
have o GIFs to shav. But | harte sme \ery \very old UNIX T-shirts in startlingly
good condition. Better condition than | am at yamate: | no longer ®t into either of
them.

Mike OBrien
crealy antique

Note the date of this message: it appeared since the ®rst edition of thisSinok.then,
the daemon image has been scanned in, and you can ®ndrsionv at
http://wwwmdusidk.com/beastie/shirts/usenix.html
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FreeBSD runs on just aboutyamodern PC, Alpha or 64 bit BRC machine.You can
skip this chapter and thexteand mee © chapter 3, and yoli'have a vey good chance
of success.Nevertheless, it mags things easier to kmothe contents of this chapter
before you startIf you do run into trouble, it will gie you the background information
you need to sokvthe trouble quickly and simply

FreeBSD also runs on most Intel-based laptops; in general the considerati@gpaho
for laptops as wellln the course of the book wiesee eamples of where laptops require
special treatment.

Most of the information here applies primarily to Intel platfornr®ell ook at the
Compaqg Alpha architecture on page 4the ®rst release of FreeBSD to support the
SFARC 64 architecture is 5.0, and support is still a little patet the time of going to
press, its not worth describing, since it will change rapidlyhe instructions on the CD-
ROM distribution are currently the best source of information on running FreeBSD on
SRARC 64.

Using old har dware

FreeBSD runs on all relatlly recent machinesin addition, a lot of older hardave that
is available for a nominal sum, owen for free, runs FreeBSD quite happilgough you
may need to taknore care in the installation.

25
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FreeBSD does not support all PC haadev the PC has been on the nearfor over 20
years, and it has changed a lot in that tinmeparticular:

FreeBSD does not support 8 bit and 16 bit processtnese include the 8086 and
8088, which were used in the IBM PC and PC-XT and clones, and the 80286, used in
the IBM PC-A and clones.

The FreeBSD érnel no longer supports $D6 and ESDI dvies. You're unlikely to
have ay of these: thg're nav so dd that most of them ha failed. Thewd driver
still includes support for themubit hasnt been tested, and if youamt to use this
kind of drive you might ®nd it better to use FreeBSD Releas&&e page 31 to ®nd
out hav to identify these dvies. You can get Release 3 of FreeBSD from
ftp://ftp.FreeBSD.og/pub/FeeBSD/eleases/i386/3.x-3BLE  You'll have o per
form a netverk installation.

Memory requirements for FreeBSDuaaincreased signi®cantly in the lastfgears,

and you should consider 16 MB a minimum size, though nobody has recently
checled whether it wuldn't install in, say12 MB. FreeBSDRelease 3 still runs in 4

MB, though you need 5 MB for installation.

If you're planning to install FreeBSD on an old machine, consider theviofao be an
absolute minimum:

PC with 80386 CPU, Alpha-based machine with SRM
16 MB memory (Intel) or 24 MB (Alpha).

80 MB free disk space (Intel)Nobody has tried an installation on an Alpha or
SPARC machine with less than 500 MB, though you can probably reduceathis v
signi®cantly

You don't absolutely need adyboard and display board: makreeBSD machines run
sener tasks with neitherégboard nor display Even then, though, you may ®nd it
convenient to put a display board in the machine to help in case you run into trouble.

When | sayabsoluteminimum, | mean it.You can't do very much with such a minimal
system, bt for some purposes it might be adequateu can improe the performance of
such a minimal system signi®cantly by adding memdgfore you go to the trouble to
even try such a minimal installation, consider the cost of another 16 MB of merAowy
you can pick up better machines than this second-hand fori$5@e hassle arth it?

To get full bene®ts from a desktop or laptop FreeBSD systarnr(bt from a machine
used primarily as a sexx), you should be running the Xidow system. Thisuses more
memory Consider 32 MB a usable minimum here, though thanks to FreasB&hial
memory system, this is not such a hard limit as it is with some other systems.

The speed of a virtual memory-based system such as FreeBSD depends at least as much on
memory performance as on processor performatiogou have, say, a 486DX-33 and 16 MB of

memory upgrading memory to 32 MB will probablyui you more performance than upgrading

the motherboard to a Pentium 100 aeeéping the 16 MB memaryThis applies for a usual mix

of programs, in particulaprograms that dohperform number crunching.
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Any SPARC 64 machine runs FreeBSD acceptadyhe machines are relatly new. If
you're running Intel or Alpha, consider the follmg the minimum for getting useful
work done with FreeBSD and X:

PC with 80486DX/2-66, or Alpha-based machine
32 MB memory (i386) or 64 MB (Alpha)

SVGA display board with 2 MB memarg024x768
Mouse

200 MB free disk space

Your mileage may ary. During the reiew phase of an earlier edition of this book, one of the
reviewers stated that heas \ery hapy with his machine, which has a 486-33 process®mMB
main memoryand 1 MB memory on his display boarte said that it ran a logater than his
Pentium 100 at wrk, which ran Microsoft.The moral: if your hardere doesn'measure up to the
recommended speci®cation, dbbé dscouraged. fly it out aryway.

Beyond this minimum, FreeBSD supports agenumber of other hardwe components.

Device driver s

The FreeBSD é&rnel is the only part of the system that can access the drardwt
includesdevice drives, which control the function of peripheralvdees such as disks,
displays and netaerk boards.When you install ne hardware, you need a der for it.

There are tw ways to get a dver into the lernel: you can tild a kernel that includes the
driver code, or you can load a der module Kernel Loadable Moduler kid) into the
kernel at run time.Not all drivers are mailable as klds.If you need one of these ders,
and it's ot included in the standarceknel, you hee © huild a nev kernel. W look at
building kernels in Chapter 33.

The lernel con®guration supplied with FreeBSD disitibns is calledGENERICafter the
name of the con®guration ®le that describeslitcontains support for most common
devices, though support for some older haadsvis missing, usually because it con’icts
with more modern dviers. For a full list of currently supported hardve, read the web
page http://wwwFreeBSD.og/releases/and select the linkHardware Notes for the
release youe interested in.This ®le is also wailable on installed FreeBSD systems as
/usr/shae/doc/en_US.ISO_8859-1/books/faqtivaare html. It is dso available in other
languages; see the subdirectoriefusf/shae/doc

PC Hardware

This section looks at the information you need to understand to install FreeBSD on the
i386 architecture.In particular in the next section wdl look at hav FreeBSD detects
hardware, and what to do if your hardve doesr' correspond to the systesn'
expectations. Ompage 31 wdl see hav FreeBSD and other PC operating systems handle
disk space, and hoto st up your disk for FreeBSD.
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Some of this information also applies to the Alpha andR8P 64 architecturesWelll
look at the diferences for the Alpha architecture on page @2arrently the SRRC 64
implementation is changing toast to describe it in a meaningful manner

Since the original PC, a number of haedlevstandards fia ome, and some kia gone:

The original PC had an 8 bitb. \éry few of these cards are stilvalable, hut they
are compatible with the ISAUls (see the mx¢item).

The PC A, introduced in 1984, had a 16 bit 80286 procesdar upport this
processqrthe us was widened to 16 bitsThis tus came to be kmm as thdndustry
Standad Architecture, or ISA This standard is still not completely dead, and ynan
newv motherboards support iMost older motherboards ¥ea rumber of ISA slots.

The ISA lus has a number of e limitations, notably poor performanc&his
became a problemewy early In 1985, IBM introduced the PS/2 system, which
addressed this issue with aanbus, the so-calleMicrochannel Achitecture or MCA.
Although successful for IBM, MCA ®as not adopted by other maacturers, and
FreeBSD does not support it at alBM no longer produces products based on
MCA.

In parallel to MCA, other manatturers introduced aub called theExtended
Industry Standat Architecture, or EISA As the name suggests, it is a higher
performancexdension of ISA, and FreeBSD supportslitke MCA, it is obsolete.

EISA still proved to be not fast enough for good graphics performantethe late
80s, a number odfocal hus solutions appearedThey had better performanceub
some were ery unreliable.FreeBSD supported most of thenut lyou cart rely on
it. It's best to steer clear of them.

Finally, in the early 1990s, Intel brought out axnbus calledPeripheral Component
Interconnect or PCI. PCI is nawv the dominant bs on a number of architectures.
Most modern PC add-on boards are PCI.

Compared to earlierdses, PCI is mucta$ter Most boards ha a 2 hit wide data

bus, hut there is also a 64 bit PCI standarBCl boards also contain enough
intelligence to enable the system to con®gure them, which greatly simpli®es
installation of the system or of weboards.

Modern motherboards alsoveaan AGP (Acceleated Gaphics Prt) slot speci®cal-
ly designed to supporkactly one graphic cardAs the name implies, #'faster gen
than PCI, ht it's gptimized for graphics only FreeBSD supports it, of course;
otherwise it couldr'run on modern hardave.

Most laptops hae provision for external plug-in cards that conform to tR€ Cad
(formerly calledPCMCIA) or CardBusstandards. Theseards are designed to be
inserted into and remed from a running systemFreeBSD has support for these
cards; well look at them in more detail on page 30.
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More and more, the basic serial and parallel ports installed on early PCs are being
replaced by &niversal Serial Busor USB We'll look at it on page 31.

How the system detects har dware

When the system starts, eachvedriin the kernel &amines the system to ®nd yan
hardware that it might be able to contralhis examination is callegrobing Depending
on the dnver and the nature of the har@we it supports, the probe may beveteenough
to set up the hardave itself, or to recognize its hardwe no matter hw it has been set
up, or it may gpect the hardare to be set up in a speci®c manner in order to ®nih it.
general, you canxpect PCI dners to be able to set up the card torkvcorrectly In the
case of ISA or EISA cards, you may not be asyuck

Con®guring ISA car ds

ISA cards are rapidly becoming obsoletat fometimes there still useful:

ISA graphics cards areexy slav in comparison with modern graphic cardsit lif
you just vant a card for maintenance on a sermachine that normally doesn’
display agthing, this is an economical alternagti

Some ISA disk controllers can be usefult they are sharply limited in performance.
ISA Ethernet cards may be a choice favdeolume netwrking.
Many ISA serial cards anduiit-in modems are stilhailable.

Most ISA cards require some con®guratiofhere are four main parameters that you
may need to set for PC controller boards:

1. Theport addessis the address of the ®rst of possiblyesal control rgisters that the
driver uses to communicate with the board.is normally speci®ed in hadecimal,
for example0x320 .

If you come from a Microsoft background, you might be more used to the nod26bhn
The notatior0x320 comes from the C programming languagdeu'll see a lot of it in UNIX.

Each board needs itsva address or range of addresséhe ISA architecture has a
sharply limited address range, and one of the most frequent causes of problems when
installing a board is that the port addresseaslap with those of another board.

Beware of boards with a lge number of mgisters. Vpical port addresses end in
(hexadecimal). Don't rely on being able to takany unoccupied address ending in
0, though: some boards, such asvBlbNE2000 compatible Ethernet boards, oocup
up to 32 rgistersbfor @ample, from0x320 to 0x33f . Note also that a number of
addresses, such as the serial and parallel ports, often &nd in
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2. Boardsuse aninterrupt Requestaso referred to atRQ, to get the attention of the
driver when a speci®cwvent happens.For example, when a serial intade reads a
characterit generates an interrupt to tell thewdrito collect the characterinterrupt
requests can sometimes be shared, depending on vkeathd the hardware. There
are &en fewer interrupt requests than port addresses: a total of 15, of which a number
are resergd by the motherboardvou can usually gpect to be able to use IRQs 3, 4,
5,7,9, 10, 11 and 12RQ 2 is special: due to the design of the original IBM FC/A
it is the same thing as IRQ &reeBSD refers to this interrupt as IRQ 9.

As if the aailable interrupts wereb'already restricted enough, ISA and PCI boards
use the same set of interrupt lineBCI cards can share interrupt lines between
multiple boards, and inatt the PCI standard only supports four interrupts, called
INTA, INTB, INTC and INTD. In the PC architecture thenap to four of the 15 ISA
interrupts. PCkards are self-con®guring, so all you need to do is to ensure that PCI
and ISA interrupts donton ict. You normally set this up in a BIOS setup menu.

3. Somehigh-speed deces performDirect Memory Accesslso knavn asDMA, to
transfer data to or from memory without CPU intertion. © transfer data, the
assert DMA Reques{DRQ) and wvait for the lus to reply with @©MA Adknowledg
(DACK). Thecombination of DRQ and BCK is sasmetimes called BMA Channel
The ISA architecture supplies 7 DMA channels, numbered 0 to 3 (8 bit) and 5 to 7
(16 bit). The "opyy driver uses DMA channel 2DMA channels may not be shared.

4. Finally, controllers may hee an-board memorysometimes referred to &€ memory
orlOmem It is wsually located at addresses betw@a®000 andOxeffff

If the driver only looks at speci®c board con®gurations, you can set the board to match
what the dwer expects, typically by setting jumpers or using andorsupplied
diagnostic program to set on-board con®guration menaoryou can hild a kernel to
match the board settings.

PCMCIA, PC Card and CardBus

Laptops dort have enough space for normal PCtpansion slots, though mamuse a
smaller PCI card formatlt's more common to seBC Cad or CardBuscards, though.

PC Card vas originally called?CMCIA which stands foPersonal Computer Memory
Card International Associatianthe ®rst purpose of theub was to &pand memory
Nowadays memoryxpansion is handled by other means, and PC Card cards are usually
peripherals such as neivk cards, modems or disk#:s true that you can insert compact
“ash memory for digital cameras into a PC Card adapter and access it from Fre¢BSD, b
evan in this case, the card looks dila dsk, not a memory card.

The original PC Card standard already has one foot in the:dgta a ¥ bit bus that
doesnt work well with modern laptopsThe replacement standard has a 32 bit wige b
and is calledCardBus The cards look almost identical, and most modern laptops support
both standardsin this book Ill use use the terrRC Cad to include CardBus unless
otherwise statedFreeBSD Release 5 includes completelw iRC Card code. It now
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supports both 16 bit PC Card and 32 bit CardBus cards.

PC Card ders one concept that ogmtional cards don’ the cards aréot swappable
You can insert them and rew® them in a running systemThis poses a number of
potential problems, some of which are only partially edlv

PC Card and CardBus car ds

PC Card and CardBus both use the same fagtof cards: theare 54 mm wide and at
least 85 mm long, though some cards, noticeably wirelessoriétg cards, are up to
120 mm long and project pend the casing of the laptof.he wireless cards contain an
antenna in the part of the card that projects from the machine.

PC Card cards canVvmme of three standard thicknesses:
Type lcards are 3.3 mm thick. Tyiee very uncommon.

Type 2cards are 5 mm thickThese are the most common type, and most laptops
take two of them.

Type 3cards are 10.5 mm thickn most laptops you can normally insert either one
type 3 card or tw type 2 cards.

The GENERICFreeBSD krnel contains support for PC Card, so you tioeéd to hild a
new kernel.

Univer sal Serial Bus

The Universal Serial Bus(USB) is a rew way of connecting xernal peripherals,
typically those that used to be connected by serial or parallel ppgsruch faster than

the old components: the old serial intexd had a maximum speed of 115,200 bps, and
the maximum you canxpect to transfer \er the parallel port is about 1 MB/By
comparison, current USB implementations transfer data at up to 12 Mb/s, erslam v
with 480 Mb/s is in deslopment.

As the name states, USB id&s: you can connect multiple diees to a bs. Currently
the most common de&es are mid-speed dees such as printers and scanneus,iou
can connect just about yhing, including lkeyboards, mice, Ethernet cards and mass
storage deces.

Disks

A number of diferent disks hee keen used on PCs:

ST506 disks are the oldestYou can recognize them by thadt that thg havetwo
cables: acontmol cablethat usually has connections forawlisks, and a thinnedata
cablethat is not shared with wrother disk. They're just about completely obsolete
by now, but FreeBSD Release 3 still supports them withviidedriver. These disks
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are sometimes called by their modulation forrviddi®ed Fequency Modulatioror
MFM. A variant of MFM that ofers about 50% more storageR&L or Run Length
Limited modulation. Fronthe operating system point of wigthere is no dference
between MFM and RLL.

ESDI (Enhanced Small D#ice Interface disks were designed toork around some
of the limitations of ST06 drives. The aso use the same cabling as- =06, hut
they are not hardwre compatible, though most ESDI controllers understarfioS T
commands. Theare also obsolete,ub thewd driver in FreeBSD Release 3 supports
them, too.

IDE (Integrated Deice Electonicg, nov frequently calledATA (AT Atachmen), is

the current lav-cost PC disk intedce. Itsupports tw disks connected by a single 40

or 80 conductor "at cableThe connectors for both cables are the samiethe 80
conductor cable is needed for the 66 MHz, 100 MHz and 133 MHz transfer rates
supported by recent disk des.

All modern IDE disks are so-calldelDE (Enhanced IDE drives. Theoriginal IDE
disks were limited by the PC BIOS standard to a size of 504 MB (1024 * 16 * 63 *
512, or 528,482,304 bytesEIDE drives exceed this limit by seeral orders of
magnitude.

A problem with older IDE controllers @& that thg usedprogrammed 1/Oor PIO to
perform the transferin this mode, the CPU is directiyvolved in the transfer to or
from the disk. Older controllers transferred a byte at a timaet more modern
controllers can transfer in units of 32 bitEither way, disk transfers use a &
amount of CPU time with programmed /O, and wif®cult to achige the transfer
rates of modern IDE drés, which can be as high as 100 MB/M®uring such
transfers, the system appears to be unbearably logrinds to a hatt.

To <lve this problem, modern chipsetsfaf DMA transfers, which almost
completely eliminate CPUwverhead. Thereare two kinds of DMA, each with
multiple possible transfer moded.he olderDMA mode is no longer in uselt
handled transfer rates between 2.1 MB/s and 16.7 MBfi& never UDMA (Ultra
DMA) mode supports transfer rates between 16.7 MB/s and 133 MBu#sent disks
use UDMAS33 (33 MHz transfer rate), which is tlastest rate you can use with a 40
conductor cable, and UDMAG66 (66 MHz), UDMA100 (100 MHz) and UDMA-133
(133 MHz) with an 80 conductor cabl&o get this transfer rate, both the disk and the
disk controller must support the ratéreeBSD supports all UDMA modes.

Another factor in"uencing IDE performance is tteet that most IDE controllers and

disks can only perform one transfer at a tinfeyou have wo dsks on a controller

and you vent to access both, the controller serializes the requests so that a request to
one drve wmpletes before the other starfBhis results in wrse performance than

on a SCSI chain, which does not/bdhis restriction. If you have wo dsks and tw
controllers, its better to put one disk on each controlldihis situation is gradually
changing, so when choosing haate it's worth checking on current support for
tagged queueing which allovs concurrent transfers.
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SCSlis theSmall Computer Systems Interfadés usually pronouncedscuzzy' |t

is used for disks, tapes, COORIs and also other diees such as scanners and
printers. TheSCSI controller is more correctly calledhast adapter Like IDE,
SCSI haswolved signi®cantly ver time. SCSidevices are connected by a single "at
cable, with 50 conductors ifarrav SCSI;' w hich connects a total of 8 dees) or 68
conductors (wide SCSI, w hich also connects up to 16 uites). SomeSCSI
devices hae subdevices, for @ample CD-ROM changers.

SCSI drives havea reputation for much higher performance than IDHis is mainly
because nearly all SCSI host adapters support DMA, whereas in the past IDE
controllers usually used programmed I/ addition, SCSI host adapters can
perform transfers from multiple units at the same time, whereas IDE controllers can
only perform one transfer at a timé&ypical SCSI dnries ae still faster than IDE
drives, lut the diference is n@here near as lge as it used to beNarrov SCSI can
support transfer rates of up to 40 MB/s (Ultra 2), and wide SCSI can support rates of
up to 320 MB/s (Ultra 320)These speeds are not necessadbtefr than IDE: you

can connect more thanvea times as mandevices to a wide SCSI chain.

Disk data la yout

Before you install FreeBSD, you need to decides lyou want to use the disk space
awailable to you. If desired, FreeBSD can cdst with other operating systems on the
Intel platform. In this section, wéf look at the vay data is laid out on disk, and what we
need to do to create FreeBSD ®le systems on disk.

PC BIOS and disks

The basics of disk dres ae relatvely straightforvard: data is stored on one or more
rotating disks with a magnetic coating similar in function to the coating on an audio tape.
Unlike a ape, havever, disk heads do not touch the sagé: the rotating disk produces an

air pressure ajnst the head, whichekps it “oating ery close to the suate. Thedisk

has (usually) oneead/write headfor each sudce to transfer data to and from the
system. Peopléequently talk about the number of heads, not the number afcssf
though strictly speaking this is incorrect: if there are twads per suate (to speed up
access), youe still interested in the number of sagés, not the number of heads.

While transferring data, the heads are statigreargiata is written on disks in a number
of concentric circulatracks Logically, each track is diided into a humber ofectos,
which navadays almost iveriably contain 512 bytesA single positioning mechanism
moves the heads from one track to another & any one time all the tracks under the
current head position can be accessed without repositiofiihgs group of tracks is
called acylinder.

Since the diameter of the trackfdifs from one track to the othexo does the storage
capacity per trackNevertheless, for the sakd simplicity, older drives, such as S506
(MFM and RLL) drves, had a ®&d number of sectors per tracko perform a data
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transfer you needed to tell the &g which g/linder, head and sector to addresEhis
mode of addressing is thus calletiSaddressing.

Modern disks hee a \arying number of sectors per track orfeliént parts of the disk to
optimize the storage space, and for the same reaspmdhmally store data on the disk
in much lager units than sector€xternally they translate the data into units of sectors,
and thg also optionally maintain the illusion oftracks' and “heads,t hough the alues
have rothing to do with the internal ganization of the disk.Nevertheless, BIOS setup
routines still gve you the option of specifying information about diskvesiin terms of
the numbers ofydinders, heads and sectors, and some insist dn ieality, modern disk
drives address sectors sequentialip-called Logical Blok Addressingor LBA. CHS
addressing has an additional problemious standards e limited the size of disks to
504 MB or 8 GB.Wel |l look at that in more detail on page 39.

SCSI drires ae a diferent matter: the system BIOS normally doedmion anything
about them.They are alvays addressed in LB mode. Its yp to the host adapter to
interrocate the dre and ®nd out hav much space is on itTypically, the host adapter has
a BIOS that interrogtes the dvie and ®nds its dimensionsThe \alues it determines may
not be correct: the PC BIOS 1 GB address limit (see page 39) might biteChaek
your host adapter documentation for details.

Disk par titioning

The PC BIOS diides the space on a disk into up to fpartitions headed by gartition
table For Microsoft systems, each partition may be eithgurianary partition that
contains a ®le system (afive" i n Microsoft terminology), or aexended partitiorthat
contains multiple ®le systems (dlogical partitions).

FreeBSD does not use the PC BIOS partition table diredtlymaintains its wn
partitioning scheme with itswn partition table. On the PC platform, it places this
partition table in a single PC BIOS patrtition, rather in the samg tat a PC BIOS
extended partition contains multipldogical partitions. | t refers to PC BIOS partitions
as ‘slices.

This double usage of theond partition is really confusing.In this book, | follav BSD usage, lt

| continue to refer to the PC BIOS partition table by that name.

Patitioning offers the wibility that other operating systems need, so it has been adopted
by all operating systems that run on the PC platfoFigure 2-1 shers a disk with all

four slices allocatedThe Partition Tableis the most important data structuile contains
information about the size, location and type of the slices (PC partitidhg) PC BIOS
allows one of these slices to be designatedcéise at system startup time, its bootstrap
record is used to start the system.

The partition table of a boot disk also containslaster Boot Recar (MBR), which is
responsible for ®nding the correct slice and bootingrte MBR and the partition table
take W the ®rst sector on disk, and nygoeople consider them to be the same thivigu
only need an MBR on disks from which you boot the system.
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Master Boot Record
Patition Table
Patition (slice) 1
/dev/daOs1
Patition (slice) 2
/dev/da0s2
Patition (slice) 3
/dev/da0s3
Patition (slice) 4
/dev/da0s4

Figure 2-1: Partition table

PC usage designates at least one slice apritmary partition the C. drive. Another
slice may be designated as extended partitionthat contains the otherdrives" (all
together in one slice).

UNIX systems hee their ovn form of partitioning which predates the PC and is not
compatible with the PC methods a result, all grsions of UNIX that can caest with
Microsoft implement their wn partitioning within a single slice (PC BIOS partition).
This is conceptually similar to axxtended partition.FreeBSD systems de®ne up to eight
partitions per sliceThey can be used for the folldng purposes:

A partition can be ®le systema gructure in which UNIX stores ®les.

It can be used assavap partition FreeBSD uses virtual memory: the total addressed
memory in the system camaeed the size of pisical memoryso we need space on
disk to store memory pages that da®t into physical memory Swap is a parate
partition for performance reasons: you can use ®les fapslike Microsoft does, bt

it is much less @cient.

The partition may be used by other system compondsts.example, theVinum
volume manager uses special partitionsw@klimg blocks for wlumes. Veé'll look at
Vinum on page 221.

The partition may not be a real partition at &br example, partitiorc refers to the
entire slice, so it werlaps all the rest.For obvious reasons, the partitions that
represent ®le systems andagwspaceq, b, andd throughh) should not eerlap.

Bloc k and c haracter de vices

Traditional UNIX treats disk déces in two different ways. Aswe hare fen, you can
think of a disk as a lge number of sequential blocks of dataooking at it like this
doesnt give you a ®le systembi$ more like treating it as a tapeUNIX calls this kind
of accessaw access. ¥u'll also hear the terroharacter device
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Normally, of course, you want ®les on your disk: you ddrcare where theare, you just
want to be able to open them and manipulate therraddition, for performance reasons
the system &eps recently accessed data buffer cade This involves a whole lot more
work than rav devices. Theselevices are callelodk devices

By contrast with UNIX, Linux originally did not va character disk déces. Starting
with Release 4.0, FreeBSD has dakthe opposite approach: there arevmm user
accessible block dées ay more. Thereare a number of reasons for this:

Having two different names for déces is confusingIn older releases of FreeBSD,
you could recognize block and charactevides in arls-{  listing by the letter®
andc at the bginning of the permissions-or example, in FreeBSD 3.1 you might
have en:

$ Is-/devimdOsla /deviwdOsla
crw+— 1 root operator 3, 131072 Oct 31 19:59 /devirnwdOsla
brw-r— 1 root operator 0, 131072 Oct 31 19:59 /devindOsla

wd is the old name for the curreadl disks. Theguestion is: when do you use which
one? Een compared to UNIX System We rules were diérent.

Nearly all access to disk goes via the ®le system, andagsessible block de&es
add complication.

If you write to a block déce, you dort automatically write to the disk, only into
buffer cache.The system decides when to write to digkthere's a poblem writing

to disk, theres o way to notify the program that performed the write: it mighane
already hae ®nished. Yu can demonstrate thieny efectively by comparing the
way FreeBSD and Linux write to a oppdisk. It takes 50 seconds to write a
complete opp diskbthe speed is determined by the heaadky so the FreeBSD
copy program ®nishes after 50 seconddith Linux, though, the program runs only
for a second or te; after which it ®nishes and you get your prompt balckthe
meantime, the system "ushes the data toy:oppu still need to wit a total of 50
seconds. Iffou remae the “oppy in this time, you obiously lose data.

The remwoa of block devices caused signi®cant changes t@ice naming. In older
releases of FreeBSD, thevilee name was the name of the block\dee, and the na
(character) ddace had the letter at the bginning of the name, as shio in the @ample
above.

Let's look more carefully at o BSD names its partitions:

Like dl other deices, thedevice nodesthe entries that describe thevibes, are
stored in the directoridev. Unlike traditional UNIX and older releases of FreeBSD,
FreeBSD Release 5 includes thaice ®le systenor devfs which creates the diee
nodes automaticallyo you dont need to varry about creating them yourself.

Next comes the name of the vi. As we haveseen, FreeBSD has s for IDE
and friends 4d), SCSI disksda) and "oppy disks fd ). For SCSI disks, we mo
have the naméddev/da
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The original releases of FreeBSD had the abatienwd for IDE drives. Thisabbreiation
arose because the most popular of the original MFM controllers were madedtgrivv
Digital. Othersclaim, havever, that it's an ebbreviation for “Winchester Disk. S CSI disks
were originally abbnréatedsd. The nameda comes from the CAM standard and is short for
direct accessBSD/OS, NetBSD and OpenBSD still use the old names.

Next comes the unit numhegenerally a single digit.For example, the ®rst SCSI
disk on the systemould normally be callettlev/daQ

Generally the numbers are assigned during the boot prolés,dn can reseevnumbers for
SCSI disks if you ant. Thisprevents the remeal of a sngle disk from changing the
numbers of all subsequentws. Seeage 574 for more details.

Next comes the partition informatiorilhe so-calledstrict slice nameas speci®ed by
adding the lettes (for slice) and the slice number (1 to 4) to the disk narB&SD
systems name partitions by appending the letté¢wsh to the disk nameThus, the
®rst partition of the ®rst slice of our disk aleofwvhich would typically be a root ®le
system) wuld be calleddev/daOsla

Some other ersions of BSD do not kia the same support for slices, soythse a
simpler terminology for the partition naménstead of calling the root ®le system
/dev/daOslathey refer to it agdev/daOa FreeBSD supports this method as wellb
it's called compatibility slice naming The compatibility slice is simply the ®rst
FreeBSD slice found on the disk, and the partitions in this slice t dfferent
names, for gample/dev/adOslaand/dev/adOa

Patition ¢ is an eception: by cowention, it represents the whole BSD disk (in this
case, the slice in which FreeBSD resides).

In addition, NetBSD resees partitiord for the entire disk, including other partitions.
FreeBSD no longer assignsyaspecial signi®cance to partitiah

Figure 2-2 shas a typical layout on a system with a single SCSI disk, shared between
Microsoft and FreeBSD.You'll note that partition/dev/daOs3cis missing from the
FreeBSD slice, since it igna real partition. Like the PC BIOS partition table, the disk

label contains information necessary for FreeBSD to manage the FreeBSD slice, such as
the location and the lengths of the Widual partitions. The bootstrap is used to load the
kernel into memory We'll look at the boot process in more detail in Chapter 29.
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Master Boot Record
Patition Table
Bootstrap
Slice 1- PCBIOS primary| o PC BIOSC: drive
/dev/daOs1
Slice 2 - PC BIOSxtended | | PC BIOSD: drive /dev/da0s5
/dev/da0s2 PC BIOSE: drive /dev/da0s6
Slice 3 - FreeBSD
fdev/da0s3 \ /dev/idaOs3a/ ®le system
/dev/daOs3bswap
/dev/daOs3dunused
/dev/daOs3e/usr ®le system
/dev/daOs3funused
/dev/daOs3gunused
/dev/daOs3hunused

Figure 22: Partition table with Fr eeBSD (Ele system

Table 2-1 gves you an @erview of the deices that FreeBSD de®nes for this disk.
Table 2-1: Disk partition terminology

Slice name Usage

/devidaOs1 First slice (PC BIOE: partition)

/devida0s2 Second slice (PC BIOended partition)
/devida0s3 Third slice (PC BIOS partition), FreeBSD
/devida0s5 First drive in extended PC BIOS partitiord()
/devida0s6 Second drie in extended PC BIOS partitiorfe()

/devidaOs3a Third slice (PC BIOS partition), partitian(root ®le system)
/devidaOs3b Third slice (PC BIOS partition), partitidn(swap space)
/devidaOs3c Third slice (PC BIOS partition), entire partition

/devidaOs3e Third slice (PC BIOS partition), partitian(/usr ®le system)

/devidala Compatibility partition, root ®le system, same as
/dev/daOsla

/devidaOb Compatibility partition, s\p partition, same as
/dev/daOs1b

IdevidaOc Whole BSD slice, same &sev/dalslc

IdevidaOe Compatibility partitionusr ®le system, same as

/dev/daOsle
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Making the ®le systems

Armed with this knwledge, we can o proceed to mak ssme decisions about Wwato
install our systemsFirst, we need to answer some questions:

Do we want to share this disk with wether operating system?
If so, do we hee data on this disk that weamt to leep?

If you already hee another system installed on the disk, it is best to use that sgstem’
tools for manipulating the partition tabléz:reeBSD does not normally Ve df®culty

with partition tables created by other systems, so you can be reasonably sure that the
other system will understand what it has ldftthe other system is Microsoft, and you

have a $ice that you dort' need, use the MS-DOBDISK program to free up enough
space to install FreeBSDIf you dont have a dice to delete, you can use tiéPS
program to create onebsee ChaptdnStalling FreeBSD page 52.

If for some reason you canise MS-DOSFDISK, for example because yae' installing
FreeBSD by itself, FreeBSD also supplies a program cddlestt that manipulates the
partition table. Normally you irvoke it indirectly via thesysinstallprogrambsee page
63.

Disk siz e limitations

Disk storage capacity has gno by seeral orders of magnitude since FreeBSBswRrst
released. Ad did so, a number of limits became apparent:

The ®rst vas the BIOS04 MB limiton IDE disks, imposed by their similarity with
ST-506 disks. We dscussed this on page 3EreeBSD wrks around this issue by
using a loader that understandgitadisks, so this limit is a thing of the past.

The net limit was the 1 GB limit, which &fcted some older SCSI host adapters.
Although SCSI dres dways use LB\ addressing internallythe BIOS needed to
simulate CHS addressing for Microsoftarly BIOSes were limited to 64 heads, 32
sectors and 1024 tracks (6432° 1024° 512 = 1 GB). This wouldn't be such a
problem, &cept that some old Adaptec controllerieofa 1 GB compatibility option.
Don't use it: it's anly needed for systems that were installed with the old mapping.

After that, it's logical that the nd limit should come at 2 GBThere are seal
different problems hereThe only one that &cts FreeBSD appears to bewghn
some IDE controllers, which danvork beyond this limit. All of them are old, and
IDE controllers dort'cost aiything, so if you are sure youvethis problem, you can
solwe it by replacing the controllerMake sure you get one that supports DMA.

Other systems, including manrersions of UNIX System \haveproblems with this
limit because Z is the lagest number that can be represented in a 32 bit signed
integer FreeBSD does not kia tis limitation, as ®le sizes are represented in 64 bit
quantities.
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At 4 GB, some IDE controllers i@ problems because theornvert this to a CHS
mapping with 256 heads, which dodswork: the lagest nhumber is 255Again, if
you're sure this is the cause of problems you may bengaa nev controller can
help.

At 8 GB the CHS system runs out of steath.can't describe more than 1024
cylinders, 255 heads or 63 sector@eyond this size, you must use AB
addressingbif your BIOS supports it.

You'd expect more problems at 16 GBjthn fact the net limitation doesrt come
until 128 GB. It's due to the limitations in the original 1/Bscheme, which had only
28 bhits of sector addres3he nev standard gtends this to 48 bits, which should be
suf®cient for the ngt few years. FreeBShilready uses the westandard, so this
limitation has neer been an issue.

None of these problemsfaft FreeBSD directly The FreeBSD bootstrap no longer uses
the system BIOS, so it is not bound by the restrictions of the BIOS and the cantfoller

you use another operating systertdader howeve, you could hae problems. Ifyou

have the choice, use LB addressing. Unfortunatelyou cant do o if the disk already
contains softare that uses CHS addressing.

Other things to consider are:

If you have aher softvare already installed on the disk, and yaantvto leep it,do
not change the drie geometry If you do so, you will no longer be able to run the
other softvare.

Use LBA addressing if your hardare supports it.

If you have o use CHS, and you danhaveary other softvare on the dvie, use the
drive geometry speci®ed on the disk itself or in the manual, ifrgoluicky enough to
get a manual with the diskviany BIOSes remap the de geometry in order to get
Microsoft to agree to wrk with the disk, bt this can break FreeBSD disk mapping.
Check that the partition editor has theatues, and change them if necessary

If all else tils, install Microsoft in a small slice at the start of the diBkis creates a
valid partition table for the dvie, and the installation softare understands itOnce

you hae gdarted the installation process, the Microsoft partition has ful®lled its
purpose, and you can delete iaag

Display hardware

For years, UNIX users k& worked with a single 80x25 character mode displEhany
people consider thisxaemely old-Bshioned, bt in fact the ®ibility of the UNIX
system made this quite a goodymo work. Still, theres no doubt of the adantage of a

system that dérs the possibility of performing multiple operations at once, and this is

one of the particular adwntages of UNIX.But you normally need a terminal to interact
with each task.The best way to do this is with the X Wdow System. You might also
want to use aesktopa st of programs that f&fr commonly used functionality
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In mary other environments, the GUI and the graphical display are the same thing, and in
some systems, notably Microsoft, there is no clear distinction between the operating
system and the GUIn UNIX, there are at least founies of abstraction:

The lernel runs the computer

X interfaces with the érnel and runs the displayt doesnt display arything itself
except possibly a display background, byaildf a grg cross-hatch pattern.

Thewindow manger gives you control eer the windavs, such as mang, resizing
andiconi®cation (often calledminimizingin other systems)It provides the windws
with decoamtionslike frames, bttons and menus.

The desktopprovides commonly used applications andyw of starting themMany
people get by without a desktop by using windoanager functionality

Why do it this way? Becausé gives you more choice.There are dozens of windo
managers\&ilable, and also seral desktops.You're not locled in to a single product.
This has its dan side, though: you must malkhe choice, and so setting up X requires a
little more thought than installing Microsoft.

The hardware

X runs on almost anhardware. Thatdoesnt mean that all hardare is equal, of course.
Here are some considerations:

The keyboard

X uses the &yboard a lot more than Microsofiiake sure you get a good one.

The mouse

X prefers a threediton mouse, though it has pisions for up to ®e huttons. Itcan

support never mice with rollers and sideutions, lnt most softwre does not use them.

Some mice, such as the Logitech wireless mouse, require undocumented sequences to
enable someduitons (the thumbuiton in the case of LogitechX does not support this

button.

Get the best mouse you caRrefer a short, light switchlt must have & least three
buttons. Acceptno substitutes.Look for one with an easy-to-use middleitton.
Frequently mice with both a middleitbon and a roller makit dif®cult to use the middle
button: it's @ther misplaced, too heg in action, or requires pressing on the roller (and
thus possibly turning it) All of these pree 1 be a nuisance wver time.

Older mice connected via the serial port or a special cdnds(imousé). Nowadays
most mice are so-called PS/2 mice, and USB mice are becoming more popular
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The displa y board and monitor

X enables you to do a lot more in parallel than other wiridg ervironments. Asa
result, screen real estate is at a premiltree as big a monitor as you cafoed, and as
high a resolution as your monitor can handfeu should be able to display a resolution
of 1600x1200 on a 21" monitot280x1024 on a 17" monitoend 1024x768 on a 14"
monitor. Premium quality 21" monitors can display 2048x1536that's not enough,
we'll look at multiple monitor con®gurations on page 523.

Laptop har dware

If you have a hptop, you dori'get ary choice. Thedisplay has a naté resolution which
you cant change. Mostaptops display lver resolutions by interpolationubthe result
looks much wrse than the nat resolution. LCDscreens look crisper than TR
monitors, so you can choose higher resolutionsbmodern laptepsibplay resolutions
of up to 1600x1200.

If you're going to use your laptop for presentations witerleead projectors, makaure
you ®nd one that can display both on the internal screen and also otettmaleoutput at
the same time, while maintaining a display resolution of 1024x768: not avarhead
projectors can display at a higher resolution.

Compag/Digital Alpha mac hines

FreeBSD also supports computers based on the Compago(stg Digital) AXP
processqrcommonly calledAlpha Much of the information alve dso applies to the
Alpha; notable xceptions are:

Much of the PC hardare mentioned alve was n&er supplied with the Alpha.This
applies particularly to older harcwe.

The PC BIOS is ery different from the Alpha console ®rnane. W'll look at that
below.

Disk partitioning is diferent. FreeBSioes not support multiple operating systems
on the Alpha platform.

In this section wél look at some additional topics that only apply to the Alpha.

FreeBSD requires th8RM console ®rmvare, which is used byru64 (formerly knavn
as Digital UNIX). It does not wrk with the ARC ®rmvare (sometimes called
AlphaBIOS) used with Microsoft NTThe SRM ®rmvare runs the machine in 64 bit
mode, which is required to run FreeBSD, while A&RC ®rmware sets 32 bit moddf
your system is currently runningrd64, you should be able to use thestng SRM
console.

The SRM console commands fdif from one wersion to another The commands
supported by yourersion are described in the haahe manual that as shipped with
your system.The consoléelp command lists all supported console commartigour
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system has been set to boot automaticgthyy must typeCtrl-C to interrupt the boot
process and get to the SRM console prompt). If the system is not set to boot
automaticallyit displays the SRM console prompt after performing system checks.

All SRM console ersions support theet and show commands, which operate on
ervironment \ariables that are stored in noalatile memory The show command lists
all ervironment \ariables, including those that are read-only

Alpha's SRM is picky about which hardware it supports.For example, it recognizes
NCR SCSI boards,ut it doesnt recognize Adaptec boardghere are reports of some
Alphas not booting with particular video boardshe GENERICkernel con®guration
(/usr/sic/sys/alpha/conf/GENER)Cshows what the &rnel supports, Wi that doesn'
mean that the SRM supports all thevides. Inaddition, the SRM supportavies from
one machine to the rg so theres a danger that whad' described here @an't work for
you.

Other diferences for Alpha include:

The disk layout for SRM is dirent from the layout for Microsoft NTSRM looks
for its bootstrap where Microsoftekps its partition tableThis means that you
cannot share a disk between FreeBSD and Microsoft on an Alpha.

Most SRM-based Alpha machines domlpport IDE drves: youte limited to SCSI.

The CD-ROM distrib ution

The easiest ay to install FreeBSD is from CD&M. You can by them at a discount
with the order form at the back of the book, or you canrdimad anlSO image from
ftp.FreeBSD.og and create yourvan CD-ROM. Thereare a number of CD-®Ms in a
FreeBSD distribtion, tut the only essential one is the ®rst one, liheallation CD-
ROM. It contains gerything you need to install the system its€lfhe other CD-RMs
contain mainly installable packagedsidividual releases may contain other data, such as a
copy of the source code repositoryVe'll take a nore detailed look at the installation
CD-ROM here.

Installation CD-R OM

The Installation CD-BM contains eerything you need to install FreeBSD on your
system. Isupplies two categories of installable softare:

The base operating system is storedyagpedtar archives in the directoriedase
boot, catpages, compatlxcompat2Q compat2]1 compat3x compatdxdes dict, dog
games info, manpaes and proeibs. To facilitate transport to and installation from
“oppy, the archies have been diided into chunks of 1.44 MBFor example, the
only required set is in the ®ldsase/bas®?, in other words, all ®les whose names
start withbase and contain tw additional charactersThis speci®cally rcludes the
®les baseinf andbasemtree which are not part of the arefel
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The directorypadkages/All contains ported, installable sofive packages agipped

tar archives. The are designed to be installed directly on a running system, go the
have rot been diided into chunks.Due to size restrictions on the COBRI, this
directory does not contain all the packages: others are on additionaD&M3:R

padkages/Latestcontains the latesevsions of the packages.

padages/All contains a laye subset of the Ports Collectiomo make it easier for
you to ®nd your &y around them, symbolic links to appropriate packages been
placed in the directoriearchivers, astio, audia bendmarks biology, cad, chinese
commes corverters, databasesdeskutils devel, editors, emulatos, frend, ftp, games
german, graphics hebrew; irc, japanesejava, korean, lang, mail, math mbone misg
net news, palm, picobsd plan9 print, russian science security shells sysutils
templatestextproc, ukrainian, viethamesewww, x11, x11-cloks x11-fm x11-fonts
x11-serves, x11-toolkits and x11-wm Don't get the impression that these are
different packagesbtleare really pointers to the packagesAh. You will ®nd a
list of the currently @ailable packages in the ®eadages/INDEX.

WEe'l I look at the Ports Collection in more detail in Chapter 9.

Table 2-2 lists typical ®les in the main directory of the installation GIIMR
Table 2-2: The installation CD-BM

File Contents
ERRAATXT A list of last-minute changeskead this Elelt can sawe
you a lot of headalees

HARDWARE.TXT | A list of supported hardave.

INSTALL.TXT Information about installing FreeBSD.

README.TXT The traditional ®rst ®le to readt describes he to use the
other ®les.

RELNOES.TXT | Release notes.

base Installation directory: the base distiibn of the system.

This is the only required directory for installatioisee
Chapter 5)nstalling FreeBSD for more detail.

boot Files related to booting, including the installaticrrel.
catpages Pre-formatted man pageSee page 13 for more detail.
cdrom.inf Machine-readable ®le describing the CDIR contents for

the bene®t okysinstall

compatlx Directory containing libraries to maintain compatibility
with Release 1.X of FreeBSD.
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File Contents

compat20 Directory containing libraries to maintain compatibility
with Release 2.0 of FreeBSD.

compat21 Directory containing libraries to maintain compatibility
with Release 2.1 of FreeBSD.

compat22 Directory containing libraries to maintain compatibility
with Release 2.2 of FreeBSD.

compat3x Directory containing libraries to maintain compatibility
with Release 3 of FreeBSD.

compat4x Directory containing libraries to maintain compatibility
with Release 4 of FreeBSD.

crypto Installation directory: cryptographic sofane.

dict Installation directory: dictionaries.

doc Installation directory: documentation.

docbook.css Style sheet for documentation.

®lenametxt A list of all the ®les on this CD-®M.

*oppies A directory containing installation “ogmlisk images.

games Installation directory: gmes.

info Installation directory: GNU info documents.

kernel The boot lernel.

manpaes A directory containing the man pages for installation.

pakages A directory containing installable evsions of the Ports
Collection. Segage 168.

ports The sources for théPorts Collection.See Chapter 9The
Ports Collection page 167.

proeibs A directory containing pro®led libraries, useful for
identifying performance problems when programming.

Src A directory containing the system source ®les.

tools A directory containing tools to prepare for installation from
another operating system.

The.TXT ®les are also supplied in HTML format withldTM suf®x.

The contents of the CD@®M will almost certainly change from one release to another
ReadREADME.TXTfor details of the changes.
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Live File System CD-R OM

Although the installation CD-BM contains eerything you need to install FreeBSD, the
format isnt what youd like o handle &ery day The distritution may include &ive Fle
SystemCD-ROM, which soles this problem: it contains substantially the same data
stored in ®le system format in much the sanag as you wuld install it on a hard disk.
You can access the ®les directly from this CDHR.

CVS Repositor y CD-ROM

One of the disks may also contain théVS Repository T he repository is the master
source tree of all source code, including all update informatigeil| ook at it in more
detail in Chapter 3XKeeping up to datgpage 581.

The Ports Collection CD-R OMs

An important part of FreeBSD is tiarts Collection which comprises manthousand
popular programs.The Ports Collection automates the process of porting atio
FreeBSD. Acombination of @rious programming tools alreadyadable in the base
FreeBSD installation aliles you to simply typemale to install a gien package. The
ports mechanism does the rest, so you need only enough disk spaite tieebports you
want. We'll look at the Ports Collection in more detail in ChapteiTBe ®les are spread
over a number of CD-ROMs:

You'll ®nd the ports, the instructions for lilding the packages, on the installation
CD-ROM.

The base sources for the Ports Collection ®Il more than one @Ma;Rven though
copyright restrictions mean that not all sources may be included: some source ®les
are freely distribtable on the Net,ut may not be distrilted on CD-RM.

Don't worry about the missing sources: if ymiconnected to the Internet, the Ports
Collection automatically retries the sources from an Internet serwhen you type
male.

You'll ®nd the most populapadkages, the precompiled binaries of the ports, on the
Installation CD-ROM. A full distribution contains a number of other CIDRIs with
most of the remaining packages.
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Quick installation

In Chapters 4 to 6 wi'go into a lot of detail about oto install the systemMaybe this

is too much detail for youlf you're an e&perienced UNIX userou should be able to get

by with signi®cantly less readinglhis chapter presents checklists for some of the more
usual kinds of installationEach refers you to the corresponding detailed descriptions in
Chapters 4 through 6.

On the follaving pages wél look at the simplest installation, where FreeBSD is the only
system on the diskStarting on page 49 w'look at sharing the disk with Microsoft,
and on page 50 wé'look at haw to install XFree86.You may ®nd it comenient to
photocopy these pages and to mark them up as you go along.

Making things easy f or yourself

It is probably easier to install FreeBSD thary ather PC operating system, including
Microsoft products.Well, most of the time, ayway. Some people spend days trying to
install FreeBSD, and ®nally g yp. Thathappens with Microsof' products as well, it
unfortunately it happens more often with FreeBSD.

Now you're probably saying, That doesrt' make £nse. Firstyou say its easier to
install, then you say &'more likely to fail. What's the real story?'

As you might &pect, the real story is quitevinlved. InChapter 2Before you install |
went into some of the backgroun@efore you start, led' look at what you can do to
male the installation as easy as possible:

Use knavn, established hardwe. Nev hardware products frequently ta undocu-
mented problems.You can be sure that tliework under Microsoft, because the
manufcturer has tested them in thavieonment. Inall probability he hasnt tested
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them under an avaur of UNIX, let alone FreeBSDUsually the problems aren'
serious, and the FreeBSD team sslvthem pretty quicklybut if you get the
hardware before the softave is readyyou're the guinea pig.

At the other end of the scale, you canéhaore trouble with old hardare as well.
It's not as easy to con®gure, and old haadsvis not as well supported as more recent
hardware.

Perform a standard installatiorhe easiest ay to install FreeBSD is by booting
from a CD-ROM and installing on an empty hard disk from the CONR If you
proceed as discussed in Chapterlristalling FreeBSD you shouldrt have ary
dif®culty.

If you need to share your hard disk with another operating systemgsiér to install
both systems from scratchf you do already hae a Mcrosoft system on the disk,
you can usé-IPS (see page 52) to malgpace for it, ot this requires more care.

If you run into troubleRTFM? I've gone to a lot of trouble to anticipate the problems
you might encounteind theres a gpod chance that you will ®nd something here to
help.

If you do all this, and it still doeshivork, see page 17 forays of getting ternal
help.

FreeBSD on a disk with free space

This procedure applies if you can install FreeBSD without ®ngingato male ace on
disk. Perfornthe folloving steps:

O Boot from CD-ROM. Most systems support booting from CBBRI, but if yours
doesnt:

Create tw boot oppies by copng the images’cdrom/ oppies/&rn. p and
/cdrom/ oppies/mfaot. p to 3%4 diskettes. Refeto page 89 for more details.

Insert the CD-R®M in the drive kefore booting.

Boot from thekern. p "oppy. After loading, insert thenfsioot. p "oppy when
the system prompts you to do so, then pEgger.

If you have a hrger “oppy, such as 2.88 MB or LS-120, you can gofhe image
/cdrom/ oppies/boot. o it and boot from it.In this case you dohheed to change
disks.

O Select theCustom installation. Refeto page 60.

O What you do in the partition editor depends on whether yant ¥o share the de
with another operating system or not:

1. Haclkerspeak forRead The Manuabthe F is usually silent.
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If you want to use the dré anly for FreeBSD, delete grexisting slices, and
allocate a single FreeBSD slice thataskip the entire diskOn eiting from the
partition editoy select theStandad MBR. Referto page 66.

If you want to share the disk with other systems, delegauawanted slices and
use them for FreeBSDON «iting from the partition editgrselect theBootMgr
MBR. Referto page 66.

O In the disk label editoidelete ag existing UNIX partitions. Create the ®le systems
manually If you dont have ary favaurite layout, create a root ®le system with 4
GB, a svap partition with at least 512 MB (malaure it's & least 1 MB lager than
the maximum memory you intend to install in your systefd)ocate a/home ®le
system as lge as you lik, as long as it can ®t on a single tape whendzhaip. If
you have any additional space, le@ it empty unless you kne what to use it for
See page 68 for the rationale of this approach, which is not eysnstall
recommends.

O Install the complete system, including X and the Ports Collectidns requires
about 1 GB of disk spacdrefer to page 75 if youamt to limit it.

O Select CD-RM as installation mediumRefer to page 76.
O Give ®nal con®rmation.The system will be installedRefer to page 77.

O After installation, set up at least a user ID for yoursBié&fer to page 144.

FreeBSD shared with Micr osoft

If you have a disk with Microsoft installed on only part of the disk, and you temnt to
change the partition layout, you can proceed as in the instructiows. abuis is pretty
unusual, though: normally Microsoft &k the whole disk, andstdf®cult to persuade it
otherwise. © install FreeBSD on a disk that currently contains a single Microsoft
partition taking up the entire disk, go through the feit@ steps:

O Make a kackup! Theres every possibility of erasing your data, and there
absolutely no reason wlyou should ta& the risk.

O If you hare an dd machine with an IDE disk lger than 504 MB, you may run into
problems. Refeto page 32 for further details.

O Boot Microsoft and repartition your disk witPS. Refer to page 52.
O Insert the CD-RM in the drve before booting.

O Shut the machine @ and reboot from the FreeBSD CEBR. If you hare ©o
boot from “opp, e page 48 for details.

O Select theCustom installation.
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O In the partition editqrdeleteonly the second primary Microsoft partitianThe ®rst
primary Microsoft partition contains your Microsoft data, and if there isxeanded
Microsoft partition, it will also contain your Microsoft data.

O Create a FreeBSD slice in the space that has been fRexelr to page 63.

O On «iting from the partition editorselect theBootMgr MBR. Referto page 66.

O In the disk label editoidelete ag existing UNIX partitions. Create the ®le systems
manually If you dont haveary favaurite layout, create a root ®le system with 4
GB, a svap partition with at least 512 MB (malaure it's & least 1 MB lager than
the maximum memory you intend to install in your systefd)ocate a/home ®le
system as lge as you lik, as long as it can ®t on a single tape whendzhaip. If
you have any additional space, le@ it empty unless you kne what to use it for
See page 68 for the rationale of this approach, which is not eysnstall
recommends.

O Before leaing the disk label editpelso select mount points for your DOS partitions
if you intend to mount them under FreeBSRefer to page 74.

O Install the complete system, including X and the Ports Collectidns requires
about 1 GB of disk spacdrefer to page 75 if youamt to limit it.

O Select CD-OM as installation mediumRefer to page 76.

O Give ®nal con®rmation.The system will be installedRefer to page 77.

O After installation, set up at least a user ID for yoursBiéfer to page 144.

Con®guring XFree86

You can con®gure XFree86 during installation or after reboot.

a

Make aure your mouse is connected to the system at boot tidepending on the
hardware, if you connect it lateit may not be recognized.

If you have dready rebooted the machine, log ired and restarsysinstall

Select thesysinstall Configuration menu, XFree86 and thenxfB6cfy , and
follow the instructions.See page 102 for further details.

Select théDesktop menu and install the windomanager of your choiceSee page
108 for further discussion.



In this chapter:

- Separate disks
Sharing a disk
Sharing with Linux or
another BSD
Repartitioning with
FIPS

Shared OS
Installation

In mary cases, you wn't want to install FreeBSD on the system by itself: you may need
to use other operating systems as whllthis chapterwe'll look at what you need to do

to prepare for such an installatiol.you're only running FreeBSD on the machine, you
don't need to read this chaptend you can mee an to Chapter 5)nstalling FreeBSD

Before you start the installation, read thishapter carefully
It's easy to mak a mistake, and one of the most frequent results
of mistales is the total loss of all data on the hard disk.

Currently only the ia32 (Intel) port of FreeBSD is capable of sharing with other
operating systemsWell concentrate on o to share your system with Microsoft,
because that' both the most d®cult and the most commonptmost of this chapter
applies to other operating systems as w¥bu may want to refer to the discussion of
Microsoft and FreeBSD disk layouts on page 34.

Separate disks

The ®rst question is: do you need to share a disk between FreeBSD and the other
operating system?t's much easier if you dor'haveto. In this section, wdl look at
what you need to do.

Many operating systems will only boot from the ®rst disk identi®ed by the BIOS, usually
called theC: disk in deference to Microsoft-reeBSD doeshhavethis problem, so the
easiest thing is to install FreeBSD on the entire second &@ERS restrictions usually
male it dif®cult to boot from ap but the ®rst tvo disks.
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In this case, you dotieally need to do amthing special, although #'dways a good idea

to back up your data ®rstinstall FreeBSD on the second disk, and chooseBthat
Manager option in the partition editor (page 64Jhis will then gve you the choice of
booting from the ®rst or second disklote that you should not change the order of disks
after such an installation; if you do, the system will not be able to ®nd its ®le systems
after boot.

Sharing a disk

If you intend to share a disk between FreeBSD and another operating system, the ®rst
guestion is: is there enough space on the disk for FreeBS@&® much you need
depends on what youant to do with FreeBSD, of coursejtifor the sak o example

we'll take 120 MB as an absolute minimurmin the folloving section, wdl consider

what to do if you need to change your partitioffsyou already hae enough space for a
FreeBSD partition (for ample, if you hee just installed Microsoft speci®cally for
sharing with FreeBSD, and thusvieamnt ®lled up the disk), continue reading on page 66.

Sharing with Lin ux or another BSD

Sharing with other free operating systems is nadtisimple. You dill need to hae
space for FreeBSD, of course, and umlidicrosoft, there are no tools for shrinking
Linux or BSD ®le systems: yolli'have  remove them or recreate themYou can ®nd
some information about sharing with Linux in the miniwio at
http://wwwlinux.org/docs/Idp/howto/mini/Linux+eeBSD.html

NetBSD and OpenBSD ®le systems and slices awy wimilar to their FreeBSD
counterparts. There not identical, hwever, and you may ®nd that one of the systems
recognizes the partition of another system and complains about it because dglite
right. For example, NetBSD has d partition that can go outside the boundary of the
slice. FreeBSDloes not allw this, so you get a harmless error message.

Repartitioning with FIPS

Typically, if you've keen running Microsoft on your machine, it will ocgughe entire
disk. If you need all this space, of course, them® way to install another operating
system as well.Frequently though, youl ®nd that you hae enough free space in the
partition. Unfortunatelythat's not where you wnt it: you vant the space in a we
partition. Thereare a number of ays to do so:

You can reinstall the softare. Thisapproach is common in the Microsoforid, but
FreeBSD users try tovaid it.
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You can useFIPS to shrink a Microsoft partition, leang space for FreeBSDFIPS
is a public domain utilityand it is included on the FreeBSD CIBR!.

If you cant use FIPS use a commercial utility li& PartitionMagic. This is not
included on the CD-BMs, and we wn't discuss it further

In the rest of the section, wWielook at hav to shrink a partition withFIPS. If you do it
with PartitionMagic, the details are €ifent, lut the principles are the samén
particular:

Before repartitioning your disk, mad& a bkackup. You can shoot
yourself in the bot with this method, and the result will almost
invariably be loss of data.

If you've keen running Microsoft on your system forydength of time, the data in the
partition will be spread all around the partitiolfi.you just truncate the partition, ydu!'
lose a lot of data, so you ®rst need tovmdl the data to the lgginning of the partition.
Do this with the Microsoft defragmentation utilityBefore proceeding, consider anfe
gotchas:

The nev Microsoft partition needs to be big enough to hold not only the current data,
but aso arything you will want to put in it in the futurelf you male it exactly the
current size of the data, it will fettively be full, and you wn't be ale to write
arything to it.

The second partition is also a Microsoft partitidra install FreeBSD on it, you need
to corvert it into a FreeBSD partition.

FIPS may result in con®guration problems with your Microsoft machiBece it
adds a partition, anautomatically assigned partitions that fellevill have a dfferent

drive letter In particular this could mean that your CDaRM drive will ““move.”

After you delete the second Microsoft partition and change it into a FreeBSD
partition, it will "move" b ack agin.

For further information, read thd-IPS documentation in/cdrom/tools/®ps.dac In
particular note these limitations:

FIPS works only with Hard Disk BlIOSes that use interrQgt3 for low-level hard
disk accessThis is generally not a problem.

FIPS does not split partitions with 12 bifFs, which were used by oldeensions of
Microsoft. Thesare less than 10 MB in size and thus too small to dnéhweplitting.

FIPS splits only Microsoft partitions.The partition table and boot sector must
conform to the MS-DOS 3.0+ or Wdows 95 corentions. Thisis marled by the
system indicator byte in the partition table, which mustHae \alue 4 (16 bit sector
number) or 6 (32 bit sector numbeth particular it will not split Linux or Windows
2000 and later partitions.
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FIPS does not yet wrk on extended Microsoft partitions.
FIPS needs a free partition entrit will not work if you already hee four partitions.

FIPS will not reduce the original partition to a size of less than 4085 clusters,
because this auld involve rewriting the 16 bit AT to a 12 bit FAT.

RepartitioningSan  example

In this section, wé go through the mechanics of repartitioning a dig¥e'l | start with a
disk containing a single, complete Microsoft system.

First, run the Microsoft error check utility on the partition yoanivto split. Make sure
no “dead' clusters remain on the disk.

Next, prepare a bootable "oppWhen you starEIPS, you will be given the opportunity

to write backup copies of your root and boot sector to a ®le o Ari These will be
called ROOTBOOT.00x, wherex represents a digit froid to 9. If anything goes wrong
while usingFIPS, you can restore the original con®guration by booting from they opp
and runningRESTORRB

If you useFIPS more than once (this is normally not necesdaut/it might happen), your “opp
will contain more than on®@OOTBOOT ®le. RESTRRB lets you choose which con®guration
®le to restore.The ®le RESTORRB.000contains your original con®guratiorf.ry not to confuse
the \ersions.

Before starting-IPS you mustdefragment your disk to ensure that the space to be used
for the nev partition is free. If you're using programs IkIMAGE or MIRROR, note that

they store a hidden system ®le with a pointer to your mirror ®les in the last sector of the
hard disk. You mustdelete this ®le before usinglPS. It will be recreated the metime

you runMIRROR To delete it, in the root directory enter:

C\> attrib-r-s-himage.idx for IMAGE
C\> attrib -r -s -h mirorsav.fi for MIRROR

Then delete the ®le.

If FIPS does not der as much disk space for creation of the partition as you xpect,
this may mean that:

You dill have o much data in the remaining partitio@onsider making the me
partition smaller or deleting some of the daté. you delete data, you must
defragment and ruRIPS again.

There are hidden ®les in the space of th& partition that hae rot been meed by

the defragmentation progranMake sure which program thebelong to. If a ®le is a
swap ®le of some program (foxample NDOS) it is possible that it can be safely
deleted (and will be recreated automatically later when the need ar&ss)your
manual for details.
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If the ®le belongs to some sort of goprotection, you must uninstall the program to
which it belongs and reinstall it after repartitioning.

If you are running early \ersions of MS-DOS (befre 5.0), or

another operating system, skncOS/2, or you are using pro-
grams like Sacker, SuperStor or Doublespace, read the FIPS
documentation 6r other possible problems.

Running FIPS
After defragmenting your Microsoft partition, you can el S:
C\> D change to CD-ROM
D> cd\tools male aure you're in the tools diectory
D:\tools\> fips and start the FIPS pgram
... a lot of copyright information omitted
Press any key do what the computer says

Which Drive (1=0x80/2=0x81)?

The messag®Vhich Drive may seem confusinglt refers to BIOS internal numbering.
Don't worry about it: if you vant to partition the ®rst pisical drive in the system,&:),
enterl, otherwise enteR. Like the BIOS,FIPS handles only tw hard disks.

If you start FIPS under Wndows, it will complain and tell you to boot from a "gpp
disk. Itwon't stop you from continuing, Ut it is a Bad Idea to do so.

Next, FIPS reads the root sector of the hard disk and displays the partition table:

| | Start | | End | Start [Number of|
Part.|bootable|Head Cyl. Sector|System|Head Cyl. Sector] Sector |Sectors | MB
1 | y es| 1 0 1| 0chl2392047 63| 63|  40083057|19571
2 | nol| O 0 0f OOh O 0 0 0] o] O
3 | nol| O 0 0f OOh O 0 o] 0| o] O
4 | nol| O 0 0] OOh O 0 0] 0] o] O

This shavs that only the ®rst partition is occupied, that it is bootable, and that it occupies
the whole disk (19571 MB, from Cylinder 0, Head 1, Sector 1 to Cylinder 2047, Head
238, Sector 63)lt also claims that this mak 40083057 sectorst doesnt: the glinder
number has been truncated, afdPS complains about a partition table inconsistenc
which it ®xes. Afterthis, we hae:

| | Start | [ End | Start [Number of|
Part |bootable|Head Cyl. Sector|System|Head Cyl. Sector| Sector |Sectors | MB
R S et o — . —
1 | yes| 1 0 1| 0ch239 2650 63| 63|  40083057|19571
2 | nol| O 0 0f OOh O 0 o] 0] o] O
3 | nol| O 0 0] OOh O 0 (o] 0| o] O
4 no| O 0 0] oon O 0 4] 0] 0] o

Don't worry about the "bootable" ag herebwdl deal with that in the FreeBSD
installation. First,FIPS does some error checking and then reads and displays the boot
sector of the partition:
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Checking boot sector ... OK

Press any Key do what it says
Bytes per sector: 512

Sectors per cluster: 32

Reserved sectors: 32

Number of FATSs: 2

Number of rootdirectory entries: O
Number of sectors (short): 0

Media descriptor byte: f8h

Sectors per FAT: 9784

Sectors per track: 63

Drive heads: 240

Hidden sectors: 63

Number of sectors (long): 40083057
Physical drive number: 80h
Signature: 29h

After further checkingFIPS asks you if you want to mak a tackup opy. Enter your
formatted “opp in drive A: and malk the backup.Next, you see:

Enter start cylinder for new partition (35 - 2650):

Use the cursor keys to choose the cylinder, <enter> to continue

Old partition Cylinder New  Partition
2584MB 35 193134 MB

Use theCursor Left andCursor Right keys to adjust theydinder number at which the
new partition starts.You can also use theelys Cursor Up andCursor Down to change

in steps of tenydinders. FIPS updates the bottom line of the display towsttbe nev
vaues selected.Initially, FIPS chooses the smallest possible Microsoft partition, so
initially you can only increase the size of the old partition (withGhesor Right key).
When youte happy with the sizes, pre€snter to move an to the net step.

Be \ery sure youte happy befre you continue.If you make the

(Erst partition too small, there is nawto male it larger again.

On the other hand, if you mak it too large, you can split it
again and then usefdisk or MS-DOS FDISK to remove he

supereuous partitions.

In this xkample, we choose equal-sized partitions:

Old partition Cylinder New  Partition

251.5MB 511 2515 MB
(pressedEnter)

| | Start | | End | Start [Number of|

Part.|bootable|Head Cyl. Sector|System|Head Cyl. Sector| Sector [Sectors | MB
JE—— N — o S
1 | y es| 0 0 1] o06h 15 511 63| 0] 515088| 251
2 | nol| O 512 1] 06h| 15 1023 63 0] 515088 ~ 251
3 | nol| O 0 0] OOh O 0 (0] 0] o] O
4 | nol| O 0 0] OOh O 0 o] 0] o] O
Do you want to continue or reedit the partition table (c/r)? c

To ensure that the partition is recognized, reboot immediatelgke aure to disable all
programs that write to your disk ICONFIG.SYS and AUTOEXEC.BAT before
rebooting. Itmight be easier to to rename the ®les or to boot fromy.oBp particularly
careful to disable programs ékMIRROR and IMAGE, which might get confused if the
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partitioning is not to their liking After rebooting, us€CHKDSK or Norton Disk Doctor

to male aure the ®rst partition is OKIf you dont ®nd ary errors, you may n@ reboot
with your normalCONFIG.SYSand AUTOEXEC.BAT. Start some programs and ngak
sure you can still read your data.

After that, you hae two valid Microsoft partitions on your diskVel | look at what to do
with them in the ne chapter The speci®c dferences from a dedicated install are on
page 66, bt you'll need to start from the ganing of the chapter to do the install.
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In the preious chapters, weé looked at preparing to install FreeBSIn this chapter
we'll ®nally do it. If you run into trouble, Il refer you back to the page of Chapter 2
which discusses this topidf you want to install FreeBSD on the same disk as Microsoft
or another operating system, you shouldieh@ready read Chapter 4Shaed OS
installation

The folloving discussion relates primarily to installation on the i386 architectbes
page 78 for dferences when installing on the AXPAlpha") processor

Installing on the Intel i386 ar chitecture

To install FreeBSD you need the sodtwe in a form that the installation soéwe
understands. & may also need a boot didte. Navadays you will almost wariably
install from CD-FOM, so well assume that mediumOn page 85, wéd'look at some
alternatves: installation from “oppdisk or via the netark.

The ®rst step in installing FreeBSD is to start a miningabion of the operating system.
The simplest wy is to boot directly from the installation COBRI. If your system
doesnt support this kind of boot, boot from “opp See page 85 for more details.

The description in this chapter is based on a real-life installation on a real machine.
When you install FreeBSD on your machine, a number of things will Beretit,

59
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depending on the harcwne youte running, the ay youre installing the softare and the
release of FreeBSD yae' installing. Nevertheless, you should be able to recognize what
is going on.

Booting from CD-ROM is mainly a matter of setting up your system BIOS and possibly
your SCSI BIOS.Typically, you perform one of the folleing procedures:

If you're booting from an IDE CD-BM, you enter your system BIOS setup routines
and set théBoot sequencparameter to select CDEM booting ahead of hard disk
booting, and possibly also ahead of "'wgsk booting. A typical sequence might be
CDROM,CA

On most machines, if yoi# booting from a SCSI CD@M, you also need a host
adapter that supports CDaRI boot. Set up the system BIOS to boot in the
sequence, saysCSIA,C . On typical host adapters (such as the Adaptec 2940
series), you set the adapter to enable @VRbooting, and set the ID of the boot
device to the ID of the CD-BM drive.

These settings are probably not what yantwo use for normal operatioif. you leave
the settings lik this, and there is a bootable CIDM in your CD-FOM drive, it always
boots from that CD-RM rather than from the hard dislfter installation, change the
parameters back am to boot from hard disk before COORI. Seeyour system
documentation for further details.

Booting to sysinstall

The boot process itself iery similar to the normal boot process described on page 528.
After it completes, though, you are put into gysinstallmain menu.

/stand/sysinstall Main Menu
Welcome to the FreeBSD installation and confipuration tool. Please
select one of the options below by using the arrow keys or typing the
first character of the option name you're interested in. Invoke an
option by pressing LENTER] or LTAB-ENTER] to exit the installation.

Standard Begin a standard installation (recommended)
Express Begin a quick installation (for the impatient)
Custom Begin a custom installation (for experts)
Configure Do post-install configuration of FreeBSD

Doc Installation instructions. README. etc.

Keymap Select keyboard type

Options Vieuw/Set various installation options

Fixit Enter repair mode with CDROM/floppy or start shell
Upgrade Upgrade an existing system

Load Config Load default install configuration

Index Glossary of functions

X Exit Install

—— [ Press F1 for Installation Guide ————————————

Figure 51: Main installation menu
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Figure 5-1 shars the mainsysinstallmenu. sysinstallincludes online help at all stages.
Simply presg$-1 and you will get appropriate hel@\lso, if you haen't been here before,
theDoc menu gves you a lage part of the appropriate information from the handbook.

Kinds of installation

To get started, select one &tandad, Expressor Custom The names imply that the
Standad installation is the best ay to go, theExpressinstallation is for people in a
hurry, and Custominstallation is for when you ant to specify xactly what is to be done.

In fact, the names are sowteat misleading.There isnt really that much dféerence
between the three forms of installatiofhey all perform the same steps:

Possibly set up options.
Set up disk partitions, which wkdiscuss in the nd section.

Set up ®le systems and apvspace within a FreeBSD slice, which we start on page
67.

Choose what you ant to install, which we discuss on page 75.
Choose where youamnt to install it from.We'll ook at this on page 76.
Actually install the softwre. W'l treat this on page 77.

We looked at disk partitions and ®le systems on page\8d!| ook at the other points
when we get to them.

So whats the diference between the kinds of installation?

The Standard installation teg& you through these steps in sequerdetween each
step, you get a pop-up wingdhat tells you what is going to happenxne

The Express installation also tkyou through these steps in sequeridge main

difference is that you danget the pop-up winde telling you what is going to
happen net. This can sae a lttle time. If you do want the information, similar
information is &ailable with the F1 ky.

The Custom installation returns you to its main menu after each Istepp to you
to select the né step. You can also select another step, or go back todqurs one.
Like the Express installation, you dowlet the pop-up information wingg but you
can get more information with the Fayk

The big problem with Standard and Express installations is thadtret let you back
up: if you pass a speci®c step and discgyou want to change something, youvhao
abort the installation and startaag. With the Custom installation, you can simply go
back and change itAs a result, | recommend the Custom installatiomthe folloving
discussion, you on't see too much diérence: the menus are the same for all three
installation forms.
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Choose Custom Installation Option
This is the custom installation menu. You may use th
details on the type of distribution you wish to have
to install it from and how you wish to allocate disk

5
is menu to specify

» where you wish
storage to FreeBSD.

Exit this menu (returning to previous)

2 Options View/Set various installation opt
3 Partition fllocate disk space for FreeBSD
4 Label Label allocated disk partitions
% Distributions Select distribution{s) to extract
6 Media Choose the installation media typ
7 Commit Perform any pending Partition/Lab

(MO  Cancel
L Press F1 to read the installation gu

Figure 52: Custom Installation options

Setting installation options

ions

e
el /Extract actions

ide 1

The ®rst item on the menu is to set installation optioAseres probably not too much
you'll want to changeAbout the only thing of interest might be the ediéar which is a

compromise between a simple editor fogibeers and more complicated editorslik.
If you're planning to edit amhing during the installation, forxample the ®le

letc/exports which well look at on page 566, you may prefer to set an editor with which
you are &miliar. Select the ®elds by nuing the cursor to the line and pressing the space
bar

Options Editor

Name Value Name

NFS Secure NO Media Timeout
NFS Slow NO Package Temp
Debugging NO Newfs Args

No Warnings NO Fixit Console
Yes to ALl NO Config save
DHCP NO Re-scan Devices
FTP username ftp Use Defaults
Editor

ec

Tape Blocksize 20

Extract Detail high

Release Name 5.0-CURRENT

Install Root /

Browser package lynx

Browser Exec fusr/local/bin/lynx
Media Type <not yet set>

Use SPACE to select/toggle an option, arrow keys to move.
? or F1 for more help. MWhen you're done. type Q to Quit.

NFS server talks only on a secure por

300

fusr/tmp

-b 8192 -F 1024
standard

YES

<#>

[RESET!1]

Figure 53: Installation options
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Partitioning the disk

The ®rst installation step is to set up space for FreeBSD on the \tkskooked at the
technical background in Chapter 2, on page [BOthis section onlywe'll use the term
partition to refer to a slice or BIOS partition, because #ihe usual terminology

Even if your disk is correctly partitioned, select tRertition menu: the installation
routines need to enter this screen in order to read the partition information from the disk.
If you like what you see, you can leaaan immediately withg (quit), but you must

®rst enter this menulf you have nore than one disk connected to your machine, you will
next be askd to choose the #gs that you vant to use for FreeBSD.

Select Drive(s)
Please select the drive. or drives. on which you wish to perform
this operation. If you are attempting to install a boot partition
on a drive other than the first one or have multiple operating
systems on your machine. you will have the option to install a boot
manager later. To select a drive. use the arrow keys to move to it
and press [SPACE]. To de—select it. press [SPACE] again.

Select OK or Cancel to leave this menu.

L1} 0flad0
¥

1 da® da0

MNCEE  Cancel

—1I Press F1 for important information reparding disk geometry! 1—

Figure 54: Disk selection menu

This screen shws entries for each dre that sysinstallhas detected; in thiscample, the
system has oneTA (IDE) drive, /dev/adQ and one SCSI dvie, da0. You only get this
screen if you hae & least tvo drives mnnected to your machine; otherwisgsinstall
automatically goes to the xtescreen.

If you intend to use more than one disk for FreeBSD, yoe te choice of setting up all
disks nav, or setting the others up after the system is up and runniivgll look at the
latter option in Chapter 11, on page 199.

To <lect the disk on which you amt to install FreeBSD, me the cursor to the
appropriate line and press the space Fdre screen you get will probably look dik
Figure 5-5. Table 5-1 &plains the meanings of the columns in this displafie ®rst
partition contains the Master Boot Record, whichacly one sector long, and the
bootstrap, which can be up to 15 sectors lofbe partitioning tools use the complete
®rst track: in this case, the geometry information from BIOS says that it has 63 sectors
per track.

In this case, the Microsoft ®le system uses up the whole disdpe for the last track,
1008 sectors (504 kB) at the end of the di€kearly theres rot much left to shareWe
have the option of remaing the Microsoft partition, which wk'look at here, or we can
shorten it withFIPS. We looked atFIPS in Chapter 4, page 52, and Wébok at what
to do with the resultant layout on page 66.
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Disk name: FDISK Partition Editor
DISK Geometry: 39770 cyls/16 heads/63 sectors = 40088160 sectors (19574MB)
0ffset Size(ST) End Name PType Desc  Subtype Flags
0 63 62 = 12 unused [
63 40087089 40087151 ad)sl 7 fat 6
40087152 1008 40088159 - 1l unused 0
The following commands are supported (in upper or lower case):

“DD' mode

Wizard m.

Use Entire Disk G
Delete Slice Z
Change Type U

set Drive Geometry C = Create Slice F
Toggle Size Units S = Set Bootable |
Undo All Changes W = Write Changes

— O
LA At |

Use F1 or ? to get more help. arrow keys to select.

!

Figure 55: Partition editor menu

Don't forget that if you remue a @rtition, you lose all the data
in it. If the partition contains anything you ant to keep, mak
sure you hae a readable bakup.

You remove the partition with thel command. Aftethis, your display looks li:

Offset Size(ST) End Name PType Desc  Subtype Flags

0 40088160 40088159 = 12 unused (]

The net step is to allocate a FreeBSD partitiofhere are tw ways to do this: if you
want to hare nore than one partition on the i for example, if you share the disk with
another operating system), you use ¢higreate) commandWe'll look at that on page
66. Inthis case, though, youamt to use the entire disk for FreeBSD, so you choose the
a option. Theresultant display is #dctively the same as in Figure 5-5: the only
difference is that thBesc®eld nav showsfreebsd instead ofat .

That's dl you need to do here: leafdisk by pressing the key.

Don't use theW(Write Changes) command herdt's intended
for use only once the system is up and running.
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Table 5-1:fdisk information

Column | Description

Offset The number of the ®rst sector in the partition.

Size The length of the partition in sectors.

End The number of the last sector in the partition.

Name Where present, this is thewiee name that FreeBSD assigns to the partition.
In this xkample, only the second entry has a name.

Ptype The partition type.Patition type 6 is the Master Boot Record, which is
exactly one track long (note that the header says that this ldrs 63 sectors
per track). Type 2 is a rgular partition.

Desc A textual description of the kind of partitiorfat stands forFile Allocation
Table, a entral part of the Microsoft disk space allocation styate

Subtype The partition subtypeThis corresponds to the descnigtiext.

Flags Can be one or more of the follng characters:

= The partition is correctly aligned.

> The partition ®nishes afterylinder 1024, which used to cause problems
for Microsoft.

A This is the actie (bootable) partition.

B The partition empligs BAD144 bad-spot handling.

C This is a FreeBSD compatibility partition.

R This partition contains a root ®le system.

On a PC, the ng& screen asks what kind bbot selector(in other wrds, MBR) you
want. You dont get this on an Alpha.

Install Boot Manager for drive ad0?
FreeBSD comes with a boot selector that allows you to easily
select betuween FreeBSD and any other operating systems on your machine
at boot time. If you have more than one drive and want to boot
from the second one. the boot selector will also make it possible
to do so (limitations in the PC BIOS usually prevent this otheruwise).
If you do not want a boot selector. or wish to replace an existing
one, select "standard”. If you would prefer your Master Boot
Record to remain untouched then select "None”.

NOTE: PC-DOS users will almost certainly require “None"!

Install the FreeBSD Boot Manage

( ) Standard Install a standard MBR (no boot manager)
€ ) None Leave the Master Boot Record untouched

Cancel
I Press F1 to read about drive setup 1

Figure 56: Boot selector menu
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If you plan to hae anly one operating system on this disk, seftabdard . If you are
sharing with another operating system, you should chBoséMgr instead. V&'l look
at this in more detail in the section on booting the system on pageExt%y pressing
the tab ley wntil the OKtab is highlighted, then preEsiter.

Table 5-2: MBR choices

Choice Description

BootMgr Install the FreeBSD boot manager in the MBRhis will enable you
choose which partition to bootery time you start the system.

Standard Use a standard MBR.You will be able to boot only from the aeti
partition.

None Don't change the MBR.This is useful if you already tia another boot
manager installedlf no MBR is installed, though, youam't be ale to
boot from this disk.

Shared par titions

If you are installing on a disk shared with another operating system, things are a little
different. Thesection continues thexample started in Chapter 4Vhen you enter the
partition editoy you will see something li

Disk name:

DISK Geometry: 39770 cyls/16 heads/63 sectors = 40088160 sectors (19574MB)

0ffset Size(ST) End Name PType Desc  Subtype Flags
0 63 62 - 1.2 unused [
63 4188177 4188239 ad0sl 7 fat 1
4188240 35894880 40083119 ad)s2 7 fat 1)
40083120 5040 40088159 = 12 unused 0
The following commands are supported (in upper or lower case):
A = Use Entire Disk G = set Drive Geometry C = Create Slice F = "DD' mode
D = Delete Slice = Toggle Size Units S = Set Bootable | = Wizard m.
T = - -

z
Change Type U = Undo All Changes W = Hrite Changes

Use F1 or ? to get more help, arrow keys to select.

"

Figure 57: Shared partitions

This display shas the tvo Microsoft partitionsadOslandad0s2 which is what you see
after usingFIPS; if you have just installed Microsoft on one partition, the partitad0s2
will not be present.lf it is, you ®rst need to renve it. Be \ery careful to remwee he
correct partition It's dways the second of the twpartitions, in this cased0s2
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Remwe the partition by meing the highlight to the second partition and pressing
After this, the display looks lik

Q 63 62 - 12 unused 0
63 4188177 4188239 ad0sl 7 fat 12
4188240 35899920 40088159 = 12 unused 0

The net step is to allocate a FreeBSD partition with¢h@edmmand. Thenenu asks for
the size of the partition, and suggestalue of 35899920 sectors, the size of the unused
area at the endYou can edit this alue if you wish, bt in this case it what you vant, so
just pressENTER. You get another windo asking you for the partition type, and
suggesting type 165, the FreeBSD partition taliihen you accept that, you get:

[ 63 62 = 12 unused 0
63 4188177 4188239 ad0sl 7 fat 12
4188240 35899920 40088159 ad0s2 8 freebsd 165

The nev partition nav has a partition type 8 and subtype 16586 ), which identi®es it
as a FreeBSD partition.

After this, select a boot method as described on page 66xdntiee menu with the
command. Therare two operating systems on the disk, so selecBtwMgr option.

De®ning ®le systems

The net step is to tell the installation program what to put in your FreeBSD partition.
First, well look at the simple case of installing FreeBSD by its€lh page 75 wé'look

at what diferences there are when installing alongside another operating system on the
same disk.

When you seledtabel you get thescreen shon in Figure 5-8.

FreeBSD Disklabel Editor

Partition name: ad0sl Free: 40088097 blocks (19574MB)

Part Hount Size Newfs Part Mount Size Neuwfs
The following commands are valid here (upper or lower case):

C = Create = Delete M = Mount pt. = Hrite

N = Newfs Opts Q = Finish § = Toggle SoftUpdates Z = Custom Neufs
T = Toggle Newfs U = Undo A = Auto Defaults = Deletet+Merge

Use F1 or ? to get more help. arrow keys to select.

Figure 58: Label editor menu
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What par titions?

In this xkample, you hee 2 GB of space to diide up. How should you do it?You don't
have to worry about this issue, sin@ysinstallcan do it for you, bt we'll see belav why
this might not be the best choictn this section wel consider hav UNIX ®le systems
have changed wver the years, and witlook at the issues in ®le system layoutnadays.

When UNIX was young, disks were §in At the time of the third edition of UNIX, in
1972, the root ®le systemas on a Digital RF-11, a @& head disk with 512 kBThe
system vas greving, and it vas no longer possible t@&p the entire system on this disk,
so a second ®le system became essentialas mounted on a Digital RKO3 with 2 MB
of storage.To quote from a paper published in tB®@mmunications of theGM in July
1974:

In our installation, for xample, the root directory resides on thee@head
disk, and the laye disk dnve, which contains uses'®les, is mounted by the
system initialization program...

As time went on, UNIX got biggebut so did the disksBy the early 80s, disks were
large enough to put and /usr on the same disk, and itowld have keen possible to
merwge/ and/usr, but they didn't, mainly because of reliability concernSince that time,

an additional ®le systeniyar, has come into common use for frequently changed data,
and just recentlysysinstall has been changed to creatdtmp ®le system by deiult.
This is whatsysinstalldoes if you ask it to partition automatically:

FreeBSD Disklabel Editor)

Partition name: ad0sl Free: 0 blocks (OMB)

Part Hount Size Newfs Part Hount Size Newfs
ad0sla / 128MB UFS1 Y

ad0slb swap 244MB  SHAP

ad0sld /var 256MB UFS1+S Y

ad0sle /tmp 256MB UFS1+S Y

ad0s1f fusr 18690MB UFS1+S Y

The following commands are valid here (upper or lower case):

C = Create = Delete M = Hount pt. = Hrite

N = Newfs Opts Q = Finish $ = Toggle SoftUpdates Z = Custom Neuwfs
T = Toggle Newfs U = Undo A = Auto Defaults = Delete+Merge

Use F1 or ? to get more help, arrow keys to select.

Figure 59: Default (Ele system sizes

It's relatively simple to estimate the size of the root ®le system,systhstalk value of
128 MB is reasonableBut what aboufvar and/tmp? Is 256 MB too much or too little?
In fact, both ®le systems put togethenuld be lost in the 18.7 GB dfisr ®le system.
Why are things still this wey? Lets look at the adantages and disadntages:
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If you write to a ®le system and the system crashes before all the data can be written
to disk, the data intgity of that ®le system can bewveeely compromised.For
performance reasons, the system ddesmite everything to disk immediatelyso

theres quite a reasonable chance of this happening.

If you hare a cash and lose the root ®le system, retp can be di®cult.

If a ®le system ®llIs up, it can cause lots of troubllost messages about ®le systems
on theFreeBSD-questions mailing list are complaining about ®le systems ®lling
up. Ifyou have a ige number of small ®le systems, the chances are higher that one
will ®Il up while space remains on another

On the other hand, some ®le systems are more important than dfrtees/var ®le
system ®lls up (due toverly active logging, for &ample), you may not arry too
much. Ifyour root ®le system ®lls up, you couldveaserious problems.

In single-user mode, only the root ®le system is mountfth the classical layout,
this means that the only programs you can run are thognirand /sbin To run
other programs, you must ®rst mount the ®le system on whighratbdocated.

It's rice to keep your personal ®les separate from the system @lest way you can
upgrade a system much more easily

It's very dif®cult to estimate in adnce the size needs of some ®le systeRrs.
example, on some systentgar can be ery small, maybe only 2 or 3 MBIt's
hardly worth making a separate ®le system for that much datathe other hand,
other systems, such as ftp or web sesymay hee a/var system of 50 or 100 GB.
How do you choose the correct size for your system?

When doing backups, &'a good idea to be able to get a ®le system on a single tape.

In the early days of UNIX, system crashes were kalgtcommon, and the damage yhe
did to the ®le systems ag relatiely serious. Times hae canged, and weadays ®le
system damage is rehadly seldom, particularly on ®le systems thavédittle actiity.

On the other hand, disk des have grovn beyond most peoples' wildestxpectations.
The ®rst edition of this book, only six years ago,vebd hav to install on a 200 MB
drive. The smallest disk dres in current production are 20 GB in size, more than will ®t
on maly tapes.

As a result of these considerations, kdahanged my recommendation#n earlier
editions of this book, | recommended putting a small root ®le system duosr &®le
system on the ®rst (or only) disk on the systefmar was to be a ymbolic link to
lusr/var.

This is still aalid layout, lut it has a couple of problems:

In the kample were looking at,/usr is about 19 GB in sizeNot matry people hae
backup deices that can write this much data on a single medium.

Many people had d®culty with the symbolic link tdusr/var.
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As a result, | ne recommend:
Make a sngle root ®le system of between 4 and 6 GB.
Do not hae a gparateusr ®le system.

Do not hae a gparate/var ®le system unless you ¥ a @od idea he big it
should be.A good xample might be a web seny where (contrary to FreeBS®'
recommendations) #'a good idea to put the web pages on N ®le system.

Use the rest of the space on disk fathame ®le system, as long asstpossible to
back it up on a single tapedtherwise ma& multiple ®le systems./home is the
normal directory for user ®les.

This layout allevs for easy backup of the ®le systems, and it alsovallfor easy
upgrading to a e system \ersion: you just need to replace the root ®le systim.not
a perfect ®t for all applications, thoughUltimately you need to mak your own
decisions.

How much swap space?

Apart from ®les, you should alsoVeaa least one sap partition on your disklt's very
dif®cult to predict haw much svap space you need.he automaticoption gaveyou 522
MB, slightly more than twice the size of ysdical memory Maybe you can get by with
64 MB. Maybe youll need 2 GB.How do you decide?

It's dmost impossible to ke in advance what your system will requirélere are some
considerations:

Swap space is needed for all pages of virtual memory that contain data that is not
locked in memory and that carbe recreated automaticallyThis is the majority of
virtual memory in the system.

Some people use rules of thumkbelik2.5 times the size of pkical memoryor 64
MB, whichever is bigger" These rules wrk only by making assumptions about your
workload. If you're using more than 2.5 times as muchagvepace as phical
memory performance will suér.

Known memory hogs are X11 and igtated graphical programs such as Netscape
and StarG®ce. If you use these, you will probably need morepgwspace.Older
UNIX-based hogs such as Emacs and the GNU C compiter dre not in the same
league.

You can add additional sap partitions on other disksThis has the additional
advantage of balancing the disk load if your machinaemsa lot.

About the only vays to change the size of aagwpartition are to add another
partition or to reinstall the system, so if yuhot sure, a little bit moream't do any
harm, lut too little can really be a problem.
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If your system panics, and memory dumping is enabled, it will write the contents of
memory to the sep partition. This will obviously not work if your swap partition is
smaller than main memaryJnder these circumstances, the system refuses to dump,
so you will not be able to ®nd the cause of the problems.

The dump routines can only dump to a single partition, so you need one that is big
enough. Ifyou hare 512 MB of memory and to swap partitions of 384 MB each,
you still will not be able to dump.

Even with light memory loads, the virtual memory systemvligpages out data in
preparation for a possible sudden demand for membhjs means that it can be
more response  such requestsAs a result, you should ba & least as much sp
as memory

A couple of @amples might makthis clearer:

1. Someyears ago | used to ruk, StarOfdce, Netscapeand a whole lot of other
memory-hungry applications on an old 486 with 16 MBure, it vas really slw,
especially when changing from one application to anptherit worked. Therewas
not much memornyso it used a lot of sap.

To view the current sap usage, uspstat Here's a ypical viev of this machines
swap space:

$ pstat-s
Device 1024-blocks Used Aval Capacity Type
[dev/daOs1b 122880 65148 57668  53% Interleaved

2. Atthe time of writing | run much more stuin an AMD Athlon with 512 MB of
memory It has lots of s\ap space,ltt what | see is:

$ pstat -s
Device 1024-blocks Used Aval Capacity Type
[deviadOs1b 1048576 14644 1033932 1%  Interleaved

It's ot so important that the Athlon is using lessapwit's wsing less than 3% of its
memory in svap, whereas the 486 used 4 times its membrya pevious edition of this
book, | had the xample of a Pentium with 96 MB of memomyhich used 43 MB of
swap. Lookat it from a diferent point of viey, and it males more sense: syy males up
for the lack of real memoyyso the 486 vas using a total of 80 MB of memorhe
Pentium vas using 140 MB, and the Athlon is using 526 MB.other vords, there is a
tendeng to be ale to say the more main memory youve the less sap you needl.

If, however, you look at it from the point of we of acceptable performance, you will
hear things lik “you need at least one-third of your virtual memory in real methory
That males sense from a performance point ofwiessuming all processes are reldly
active. And, of course, i another vay of saying take twice as much sap as real
memory'
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In summary: be generous in allocatingagwspace.If you have the choice, use mordf
you really cart make yp your mind, tak 512 MB of swap space or 1 MB more than the
maximum memory size you aredily to install.

For the ®le systems, the colunivlount now shows the mount points, and thdewfs
column contains the lettetdFS1 for UNIX FHle System Version 1, and the lette,
indicating that you need to create avriele system before you can use At this point,
you hare wo choices: decide for yourself what yowamt, or let the disk label editor do it
for you. Let's look at both \ays:

Creating the ®le systems
With these considerations in mind, Welivide up the disk in the folleing manner:

4 GB for the root ®le system, which includassr and/var
512 MB svap space
The rest of the disk for ththome®le system

To ceate a ®le system, you prass You get a prompt windwo asking for the size of the
®le system, and &dring the entire spaceénter the size of the root ®le system:

FreeBSD Disklabel Editor

Disk: ad0 Partition name: ad0sl Free: 40088160 blocks (19574MB)

Part Mount Size Newfs Part Mount Size Neufs

VYalue Required
Please specify the partition size in blocks or append a trailing G for
gigabytes, M for megabytes. or C for cylinders.
40088160 blocks (19574MB) are free.

l4g|
L OK 1 Cancel
The
C = Create D = Delete M = Mount pt. W = Hrite
N = Neuwfs Opts T = Newfs Topgle U = Undo Q = Finish
A=

fluto Defaults for alll

Use F1 or ? to get more help. arrow keys to select.

Figure 510: Specifying partition size

When you presENTER, you see another prompt asking for the kind of partitiSalect
A Hle System
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FreeBSD Disklabel Editor
Disk: dal Partition name: dalsl Free: 8386733 blocks (4095MB)

Part Mount Size Newfs Part Mount Size Neufs

Please choose a partition type
If you want to use this partition for swap space. select Swap.
If you want to put a filesystem on it. choose FS.

ED. A file system
-

Cancel

C = Create D = Delete M = Mount pt. W = Hrite
N = Neufs Opts T = Neufs Toggle U = Undo Q = Finish
A = Auto Defaults for alll

Use F1 or ? to get more help, arrow keys to select.

Figure 511: Selecting partition type

When you presENTER, you see another prompt asking for the mount point for the ®le
system. Entef for the root ®le system, after which the display looks:lik

FreeBSD Disklabel Editor

Disk: add Partition name: ad0sl Free: 31699489 blocks (15478MB)
Part Mount Size Neufs Part Mount Size Neufs
ad0sla £ 4096MB UFS1 Y|

The following commands are valid here (upper or lower case):

C = Create D = Delete M = Mount pt. W = Hrite
N = Neufs Opts Q = Finish $ = Toggle SoftUpdates Z = Custom Neufs
T = Toggle Neufs U = Undo A = Auto Defaults R = DeletetMerge

Use F1 or ? to get more help. arrou keys to select.

Figure 512: Allocated root Ele system

It's ot immediately obious at this point that soft updates are not enabled for this ®le
system. Pressto enable them, after which the entry in Nenfs column changes from
UFS1to UFS1+S See page 191 for reasonsywou want to use soft updates.

Next, repeat the operation for the agvpartition and théhome ®le system, entering the
appropriate &lues each timeDon't change the alue ofered for the length ofhome
just use all the remaining spackt the end, you hze:
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FreeBSD Disklabel Editor

Disk: ad0 Partition name: ad0sl Free: 0 blocks (OMB)
Part Mount Size Newfs Part Mount Size Neuwfs
ad0sla / 4096MB UFS1+S Y

The following commands are valid here (upper or lower case):

C = Create = Delete M = Mount pt. = Hrite

N = Neuwfs Opts Q = Finish § = Toggle SoftUpdates 7 = Custom Neufs
T = Toggle Neufs U = Undo A = Auto Defaults R = DeletetMerge

Use F1 or ? to get more help. arrow keys to select.

Figure 513: Completed partition allocation

You don't need to enable soft updates fanme that happens automatically

That's dl you need to do Exit the menu by pressirg

Where you are now

At this point in the installation, you t@ old sysinstallthe oserall layout of the disk or
disks you intend to use for FreeBSD, and whether orymu intend to share them with
other operating system3he net step is to specify o you want to use the FreeBSD
partitions. Firstthough, well consider some alternag senarios.

Second time thr ough

If you hare dready started an installation and aborted it for some reason after creating the
®le systems, things will look a little dérent when you get to the label editdr will ®nd

the partitions, bt it won't know the name of the mount points, so thet tenderMount

will be <none>. UnderNewfs, you will ®nd an asterisk*() instead of the te¢ UFS1Y.

The label editor has found the partitionsit it doesnt know where to mount the ®le
systems. Beforgou can use them, yomusttell the label editor the types and mount
points of the UFS partitionslo do this:

Position the cursor on each partition in turn.

Presam(Mount). Awindow pops up asking for the mount poirEnter the name, in

this exkample, ®rst , then pres&nter. The label editor enters the name of the mount
point underMount and underNewfs it entersUFS1 NbBit knows that this is a UFS

®le system, so it just checks its consisteand doesr' overwrite it. Repeat this
procedure for/home and youre done. If you are sharing your disk with another
system, you can also use this method to specify mount points for your Microsoft ®le
systems. Selethe Microsoft partition and specify the name of a mount point.
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Unless you areery sure that the ®le system ialid, and you really ant to leep the
data in the partitions, pressto specify that the ®le system should be creafEde
text UFS1N changes tdJFS1Y. If you leave te N there, the commit phase will
check the intgrity of the ®le system witlfisk rather than creating awene.

File systems on shared disks

If you hare another operating system on the disk, yloubtice a couple of diérences. In
particular the label editor menu of Figure 5-8 (on page 68) will not be empty: instead,
you'll see something li this:

FreeBSD Disklabel Editor

Partition name: ad0s2 Free: 35899920 blocks (17529MB)

Part Mount Size Newfs Part Mount Size Neufs

Be careful at this point. The ®le system shen in the list is the aate Microsoft
partition,not a FreeBSD ®le systemThe important piece of information here is thetf
that we hae 17529 MB of free space on the disWell create the ®le systems in that
free space in the sameaywe sa on page 72.

Selecting distrib utions

The n&t step is to decide what to instakfigure 5-14 shes you the menu you get when
you entemDistributions A complete installation of FreeBSD uses about 1 GB of space,
so theres little reason to choose whing else. Position the cursor on the lirdl | as
shavn, and press the space.bar

Why press the space bar when ao you hae teen pressinENTER? Because in this particular
menu,ENTER will return you to the upper Vel menu or simply continue to the media selection
menu, depending on the type of installation yeudoing. It's ane of the strangenesses of
sysinstall

Next, sysinstall asks you if you want to install the Ports Collectionell look at the
Ports Collection in Chapter 9ou don't haveto install it nav, and it takes much more
time than you wuld epect from the amount of space that iteskthe Ports Collection
consists of wer 150,000 ery small ®les, and cgng them to disk can takss long as the
rest of the installation put togethe®n the other hand, &' a bt easier to do mg 0 if
you hae te time, you should install them.

Whatever you answer to this question, you are returned to the distibmenu of Figure
5-14. SelecExit , and youre done selecting your disttitions.

Earlier \ersions ofsysinstall asled you questions about XFree86 at this pokdwadays you do
that after completing the installation.
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. _____________________________|]
Choose Distributions 1

fis a convenience. we provide several "canned" distribution sets.

These select what we consider to be the most reasonable defaults for the

type of system in question. If you would prefer to pick and choose the

list of distributions yourself, simply select "Custom”. You can also

pick a canned distribution set and then fine-tune it with the Custom item.

Choose an item by pressing [SPACE]. MWhen you are finished. choose the Exit
item or press [ENTER].

<<€ X Exit Exit this menu (returning to previous)

YL
Reset Reset selected distribution list to nothing

L 1 4 Developer Full sources. binaries and doc but no games

[ 15 XDeveloper Same as above + X Mindow System

L 1 6 Kern—Developer Full binaries and doc, kernel sources only

[ 1 7 ¥HKernDeveloper Same as above + X Window System

[ 18 User fiverage user - binaries and doc only
vi(+)

Cancel

[ Press F1 for more information on these options. 1

Figure 514: Distribution selection menu

Where you are now

Now sysinstallknows the layout of the disk or disks you intend to use for FreeBSD, and
what to put on themNext, you specify where to get the data from.

Selecting the installation medium

The net thing you need to specify is where you will get the data froviihere you go
now depends on your installation mediurRigure 5-15 shws theMediamenu. Ifyou're
installing from agthing except an ftp seer or NFS, you just need to select your medium
and then commit the installation, which we look at on pagelfAfou're installing from
media other than CD®M, see page 85.

At this point,sysinstallknows ererything it needs to install the sofaie. It's just waiting
for you to tell it to go ahead.
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Choose Installation Media
FreeBSD can be installed from a variety of different installation
media. ranging from floppies to an Internet FIP server. If you're
installing FreeBSD from a supported CDROM drive then this is generally
the best media to use if you have no overriding reason for using other
media.

Install from a FreeBSD CDRO|

2 FIP Install from an FIP server

3 FIP Passive Install from an FTP server through a firewall
3b HTTP Install from an FIP server through a http proxy
4 DOS Install from a DOS partition

5 NFS Install over NFS

6 File System Install from an existing filesystem

7 Floppy Install from a floppy disk set

8 Tape Install from SCSI or QIC tape

9 Options Go to the Options screen

Cancel

[ Press F1 for more information on the various media types 1

Figure 515: Installation medium menu

Performing the installation

So far, everything you hae done has had nofett on the disk dvies. If you change your
mind, you can just abort the installation, and the data on your disks will be unchanged.
That changes completely in thexhestep, which you calcommittingthe installation.

Now is the big moment.You've £t up your partitions, decided what yoam to install

and from where Now you do it.

If you are installing with the Custom installation, you need to s€eoctimitexplicitly.
The Standard installation asks you if yoanvto proceed:

Last Chance! Are you SURE you want continue the installation?

If you're running this on an existing system, we STRONGLY
encourage you to make proper backups before proceeding.
We take no responsibility for lost disk contents!

When you answeyes , sysinstalldoes what we/e been preparing for:
It creates the partitions and disk partitions.

It creates the ®le system structures in the ®le system partitions, or it checks them,
depending on what you chose in the label editor

It mounts the ®le systems andawspace.

It installs the softare on the system.
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After the ®le systems are mounted, and before installing the areftaysinstall starts
processes on twother virtual terminals.On /dev/ttyv1 you get log output shadng you
what's going on behind the scene¥ou can switch to it withALT-F2. Right at the
beginning youll see a whole lot of error messagessasinstall tries to initialize gery
device it can think of.Don't worry about them, there normal. To get back to the install
screen, presaLT-F1.

In addition, aftersysinstall mounts the root ®le system, it starts an intevacthell on
/devittyv3 You can use it if something goes wrong, or simply &iclv whats going on
while you'e installing. You switch to it withALT-F4.

After installing all the ®lessysinstallasks:

Visit the general configuration menu for a chance to set
any last options?

You really hare the choice hereYou can answeiYes and continue, or you can reboot:
the system is n@ runnable. Inall probability though, you will hae alditional
installation work to do, so i worth continuing. We'll look at that in the folling
chapter

Installing on an Alpha system

Installing FreeBSD on an Alpha ®€ially Compaq AXP) has a fie minor differences
due to the hardare itself. In principle, you perform the same steps to install FreeBSD on
the Alpha architecture that you perform for the Intel architect8exe page 42 for some
differences.

The easiest type of installation is from CDM®. If you hare a sipported CD-RM
drive and a FreeBSD installation CD for Alpha, you can start the installationitgiriy
a ¢t of FreeBSD boot “oppies from the ®leppies/lern. p and oppies/mfsvot. p as
described for the Intel architecture on page &se the CD-BM marked “Alpha
installation" From the SRM console prompt, insert tken. p oppy and type the
following command to start the installation:

>>>hoot dva0
Insert themfsioot. p “oppy when prompted and you will end up at the ®rst screen of the
install program.You can then continue as for the Intel architecture on page 59.

To install orer the Net, fetch the "oppimages from the ftp site, boot as afothen
proceed as for the Intel architecture.

1. See page 197 for am@anation of virtual terminals.
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Once the install procedure has ®nished, you will be able to start FreeBSD/Alpha by
typing something lik this to the SRM prompt:

>>>hoot dkcO

This instructs the ®rmare to boot the speci®ed disko ®nd the SRM names of disks in
your machine, use ttsowdevice command:

>>>show device

dka0.0.04.0 DKAO TOSHIBA CD-ROM XM-57 3476
dkc0.0.0.1009.0 DKCO RZ1BB-BS 0658
dkc100.1.0.1009.0 DKC100 SEAGATE ST34501W 0015
dva0.0.0.0.1 DVAO

ewa0.0.0.3.0 EWAO 00-00-F8-75-6D-01
pkc0.7.0.1009.0 PKCO SCSIBusID7 5.27
pga0.0.0.4.0 PQAO PCI EIDE

This example comes from a Digital Personabifstation 433au and she three disks
attached to the machine. The ®rst is a GDMRcalleddka0O and the other tw are disks
and are calledkcOanddkc100respectiely.

You can specify which &rnel ®le to load and what boot options to use with-filee
and-flags options to boot:

>>>poot -file kemel.old -flags s

To make FreeBSD/Alpha boot automaticallyse these commands:

>>>set boot_osflags a
>>>set bootdef_dev dkcO
>>>setauto_action BOOT

Upgrading an old ver sion of FreeBSD

Paadoxically upgrading an old ersion of FreeBSD is more complicated than installing
from scratch. The reason is that you almost certainlyaniv to leep your old
con®guration. Thers' enough material in this topic to ®Il a chapten that's what I've
done: see Chapter 31, for more details on twupgrade a system.

How to uninstall FreeBSD

What, you vant to remee FeeBSD? Wi would you vant to do that?

Seriously if you decide you ant to completely reme FreeBSD from the system, this is
no longer a FreeBSD issuesitn issue of whateer system you use to replace iEor
example, on page 63 wewsdiow to remove a Mcrosoft partition and replace it with
FreeBSD; no Microsoft softare was needed to reme it. In the same way, you dont
need ag help from FreeBSD if you ant to replace it with a ddrent operating system.
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If things go wr ong

In this section, wéf look at the most common installation problenidany of these are
things that once used to happen andeh@ been seen for some timsysinstall has
improved considerably and modern hardare is much more reliable and easy to
con®gure. Yu can ®nd additional information on this topic in the sectorown
Hardware Problemsin the ®IeINSTALL.TXT on the ®rst CD-RM.

Problems with sysinstall

sysinstallis intended to be easy to uset ki is not \ery tolerant of errorsYou may well
®nd that you enter something by mistadd cant get back to where youamt to be.In
case of doubt, if you lvan't yet committed to the install, you camays just reboot.

Problems with CD-R OM installation

If you select to install from CD-B@M, you may get the message:

No CD-ROM device found

This might @en happen if you hee ooted from CD-RM! The most common reasons
for this problem are:

You booted from opp and forgot to put the CD-RM in the drve kefore you
booted. Sorrythis is a current limitation of the boot procegestart the installation
(pressCtrl-Alt-DEL or the resetiitton, or paver g/cle the computer).

You are using an AAPI CD-ROM drive that doesrt' quite ®t the speci®cationin
this case you need help from the FreeBSiEldpers. Sené message t&reeBSD-
questions@FreeBSD.org  and describe your CD®M as accurately as you can.

Can't boot

One of the most terrifying things after installing FreeBSD is if you ®nd that the machine
just won't boot. Thisis particularly bad if you hee important data on the disk (either
another operating system, or data from aipres installation of FreeBSD).

At this point, seasoned haais tend to shrug their shoulders and point out that you still
have the backup you made before you did do the installatibyiou tell them you didn'
do a backup, thetend to shrug ain and mege m to something else.

Still, all is probably not lost.The most frequent causes of boailure are an incorrect
boot installation or geometry problemb addition, its possible that the system might
hang and ner complete the boot procesall of these problems are much less common
than thg used to be, and a lot of the information abouivho address them is a\ie
years old, as tlyehaven't been seen since.
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Incorrect boot installation

It's possible to foget to install the bootstrap, ovem to wipe it the eisting bootstrap.
That sounds lik a g problem, lat in fact it's easy enough to rewer from. Referto the
description of the boot process on page 529, and boot frony digi or CD-ROM.
Interrupt the boot process with the space Mau might see:

BTX loader 1.00 BTX versionis 1.01
BIOS drive A: is diskO

BIOS drive C: is diskl

BIOS drive D: is disk1

BIOS 639kB/130048kB available memory

FreeBSD/i386 bootstrap loader, Revision 0.8
(grog@freebie.example.com, Thu Jun 13 13:06:03 CST 2002)

Loading /boot/defaults/loader.conf

Hit [Enter] to boot immediately, or any other key for command prompt.

Booating [kemel] in 6 seconds... press space bar her

ok unload unload the curent lernel

ok set currdev=disklsla and set the location of thewene
ok load /bootkemelkemel load the lernel

ok boot then start it

This boots from the dre /dev/adOsla assuming that you are using IDE \@$. The
correspondence between the nafaey/adOslaanddisklslagoes via the information at
the top of the xeample: BTX only knas the BIOS names, so yduhormally be looking
for the ®rst partition on dve C:. After booting, install the correct bootstrap with
bsdlabel -B or bootOcfg and you should be able to boot from hard diskiag

Geometry problems

Things might continue a bit further: you elect to indtalbteasyand when you boot, you
get the Boot Manager prompttht just printsF? at the boot menu andon't accept ag
input. Inthis case, you may fia ¢t the hard disk geometry incorrectly in the partition
editor when you installed FreeBSO5o back into the partition editor and specify the
correct geometry for your hard diskfou may need to reinstall FreeBSD from the
beginning if this happens.

It used to be relately common thatsysinstallcouldnt calculate the correct geometry for
a dsk, and that as a result you could install a systamijtlwouldn't boot. Sincethose
days,sysinstallhas become a lot smartéut it's dill barely possible that yoll'run into
this problem.

If you cant ®gure out the correct geometry for your machine, ated & you dont want

to run Microsoft on your machine, try installing a small Microsoft partition at the
begginning of the disk and install FreeBSD after thdie install program sees the
Microsoft partition and tries to infer the correct geometry from it, which usualhkav
After the partition editor has accepted the geomstoy can remee the Microsoft
partition agin. If you are sharing your machine with Microsoft, makire that the
Microsoft partition is before the FreeBSD patrtition.

Alternatively, if you dont want to share your disk with piether operating system, select
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the option to use the entire disk i the partition editor).You're less likely to hae
problems with this option.

System hangs during boot

A number of problems may lead to the system hanging during the boot prédets
known problems hee been eliminated, Ut there$ dways the chance that somethingwne
will crop up. In general, the problems are related to hamwprobes, and the most
important indication is the point at which the boailefd. It's worth repeating the boot
with the \erbose "ag: an, refer to the description of the boot process on page 529.
Interrupt the boot process with the space bar and enter:

Hit [Enter] to boot immediately, or any other key for command prompt.

Booting [kemel] in 6 seconds... press space bar her
ok sethoot verbose set a verbose boot
ok boot then continue

This "ag gves you additional information that might help diagnose the probl&me
Chapter 29 for more details of what the output means.

If you're using ISA cards, you may need to recon®gure the card to matchrtie, lor
change the ®ldboot/devicehints to match the card settingSee the xample on page
608. Olderversions of FreeBSD used tousa pogram calledUserCon®gto perform
this function, loit it is no longer supported.

System boots, b ut doesn't run correctl y

If you get the system installed to the point where you can staditii, #oesnt run quite
the way you vant,don't reinstall. In most cases, reinstallatiorow't help. Insteadiry to
®nd the cause of the problembwith the aid of BreeBSD-questions  mailing list if
necessaryband ®x the problem.

Root ®le system ®lIs up

You might ®nd that the installation completes successfaltlgl you get your system up
and running, bt almost before you kmwit, the root ®le system ®lIs uplhis is relatvely
unlikely if you follow my recommendation to kka ane ®le system fof, /usr and /var,
but if you follow the defult recommendations, st'a ssibility. It could be, of course,
that you just heen't made it big enoughbFreeBSD root ®le systemsgehgot bigger
over the years.In the ®rst edition of this book | recommended 32 MB be on the safe
side! N owadays the defult is 128 MB.

On the other hand, maybe you alreadyehan 128 MB root ®le system, and it still ®lls
up. Inthis case, check where youvkaput your /tmp and /var ®le systems.Theres a
good chance that tifge on the root ®le system, and tisathy it's ®lling up.
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Panic

Sometimes the system gets into so much trouble that it gaminue. Itshould notice
this situation and stop more or less gracefuligu might see a messagedlik

panic: free vnode isn't
Syncing disks 14139555555 5 giving up

dumping to dev 20001 offset 0

dump 16 32 48 64 80 96 112 128 succeeded

Automatic reboot in 15 seconds - press a key on the console to abort
Reboooting...

Just because the system has paddaioesri'mean that you should panic toti's a ®rry
fact of life that softvare contains lgys. Maly commercial systems just crash whenythe
hit a lug, and you neer know why, or they print a message l&kGeneral protection

fautt , which doesrt'tell you very much either When a UNIX system panics, it usually
gives you more detailed informationbin thigample, the reason feee vnode isn' You
may not be anthe wiser for a message dikhis (it tells you that the ®le system handling
has got confused about the current state of storage on a disk}jhbr people mightin
particular if you do get a panic and you ask for help BreeBSD-questions , please
don't just say My system panioid, what do | do?'T he ®rst answerbif you get oneb
will be “"What was the panic string?T he second will be Wheres the dump?'

After panicking, the system tries to write ®le systeuffdrs back to disk so that the
don't get lost. This is not alvays possible, as we see on the second line of Xaisple.

It started of with 14 huffers to write, bt it only managed to write 9 of them, possibly
because it ws confused about the state of the dikis can mean that you will ha
dif®culties after rebooting, ut it might also mean that the systenasmwrong in its
assumptions about the number offers needed to be written.

In addition to telling you the cause of the panic, FreeBSD will optionally tepcurrent
contents of memory to the aw ®le for post-mortem analysighis is calleddumpingthe
system, and is skom on the net two lines. D enable dumping, you need to specify
where the dump should be writtelm /etc/defaultsk.conf you will ®nd:

dumpdev="NO" # Device name to crashdump to (if enabled).

To enable dumping, put somethingdikhis in /boot/loaderconf:

dumpdev="/dev/ad0s1b"

This enables the dumps to bedakesen if a panic occurs before the system reads the
letc/ic.conf ®le. Make are that the name of thdumpdev corresponds to a ap
partition with at least as much space as your total mem¥doy can usestat to check
this:
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# pstat-s

Device 1024-blocks Used Aval Capacity Type
/deviad0s1b 51200 50108 1028 98% Interleaved
[devidaOs1b 66036 51356 14616 78% Interleaved
[devida2s1b 204800 51220 153516 25% Interleaved
Total 321844 152684 169160 A47%

As long as this machine doeshave more than about 192 MB of memoiy will be
possible to ta& a dimp on/dev/da2slb

In addition, ensure that you Ve a drectory called/var/crash After rebooting, the
system ®rst checks the igtéty of the ®le systems, then it checks for the presence of a
dump. Ifit ®nds one, it copies the dump and the currenb&l to/var/crash

It's dways worth enabling dumping, assuming yourapaspace is at least asgaras your
memory You can analyze the dumps wigdbbsee page 622 for more details.

To et the best results from a dump analysis, you negehag lernel This kernel is
identical to a normaldenel, lut it includes a lot of information that can be used for dump
analysis. Sepage 613 for details of oto build a delig kernel. You never know when
you might run into a problem, so | highly recommend that you usewmdebnel at all
times. Itdoesnt haveary effect on the performance of the system.

Fixing a br oken installation

A really massie aash may damage your system to such xen¢ that you need to
reinstall the whole systenfor example, if you @erwrite your hard disk from start to
®nish, you dort haveary other choice.In mary cases, though, the damage is repairable.
Sometimes, though, you castart the system to ®x the problemis this case, you ha

two possibilities:

Boot from the second CD@®M (Live Hlesysten. It will be mounted as the root ®le
system.

Boot from theFixit "oppy. The Fixit oppy is in the distrilution in the same
directory as the boot diske, oppies Just coly oppies/®xit. pto a disk in the
same vay as described for boot detkes on page 85To use the ®xit opp, ®rst
boot with the boot digkte and selectFixit oppy" from the main menuThe Fixit
“oppy will be mounted under the root MFS &snt2

In either case, the hard disks atenbunted; you might ant to do repair ark on them
before ay other access.

Use this option only if you k& a @od understanding of the system installation process.
Depending on the damage, you may or may not be succeskfybu hare a ecent
backup of your system, it might baster to perform a complete installation than to try to

®x what's left, and after a reinstallation you can be more con®dent that the system is
correctly installed.
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Alternative installation methods

The description at the gmning of this chapter applied to the most common installation
method, from CD-RM. In the follonving sections wdl look at the relatiely minor
differences needed to install from other medihe choices you lva ae, in order of
decreasing attrasness:

Over the netwrk. You hae te choice offtp or NFS connection.If you're
connected to the Internet and y@uhot in a hurryyou can load directly from one of
the distrilution sites described in the FreeBSD handbook.

From a locally mounted disk partition, either FreeBSD (if youehdready installed
it) or Microsoft.

From “oppy disk. Thisis only for masochists or people who reallwéamost no
hardware: depending on thetent of the installation, you will need up to 250 disks,
and at least one of them is bound teehan I/0O error And dont forget that a CD-
ROM drive msts a lot less than 250 “oppies.

Preparing boot «oppies

If your machine is no longer the youngest, you may be able to read theD®DdRve,
but not boot from it. In this case, yoli'need to boot from “opp If you are using 1.44
MB “oppies, you will need twor three of them, th&ernel Diskand theMFS Root Disk
and possibly thérivers Disk to boot the installation programdf you are using 2.88
MB “oppies or a LS-120 disk, you can goihe singleBoot Disk which is 2.88 MB
long, instead of theddnel and MFS root disksThe images of these “oppies are on the
CD-ROM distritution in the ®les oppies/lern. p “oppies/mfsvot. p ~oppies/driv-
ers. p and “oppies/boot. prespectiely. If you hare your CD-ROM mounted on a
Microsoft system, the may be called FLOPPIES\KERN.FLP FLOPPIES\MFS-
ROOT.FLP, FLOPPIES\DRIVERS.FLPand FLOPPIES\BOQ.FLP respectiely. The
bootstrap does not rees bad blocks, so the "ogpmust be 100% readable.

The way you get the boot disk image onto a real yopgpends on the operating system
you use.If you are using an avaur of UNIX, just perform something l&k

# dd if=lcdrom/floppies/kem.fip of=/dev/fd0 bs=36b
change the “oppy

# dd if=fedrom/floppies/mfsroot.fip of=/dev/id0 bs=36b
change the “oppy

# dd if=/cdrom/loppies/drivers.flp of=/dev/fd0 bs=36b

This assumes that your softre is on CD-RM, and that it is mounted on the directory
/cdrom It also assumes that your “opprive is clled /dev/fd0. This is the FreeBSD
name as of Release 5.0, and @50 the name that Linux use®Ilder FreeBSD and other
BSD systems refer to it ddev/fdOc

The dd implementation of someevsions of UNIX, particularly older System \é@nants,
may complain about the optidis=36b . If this happens, just lga it out. It might tale
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up to 10 minutes to write the “ogpbut it will work, and it will male you appreciate
FreeBSD all the more.

If you have o create the boot “oppfrom Microsoft, use the prografDIMAGE.EXE
which is in thetools directory of the ®rst CD-RM.

Booting fr om «opp vy

In almost all cases where you dbhbot from CD-FOM, you'll boot from "oppy, no
matter what medium you are installing frotfiyou are installing from CD-RM, put the
CD-ROM in the drivebefore booting. The installation maydil if you boot before
inserting the CD-RBM.

Boot the system in the normal manner from the ®rst yoftipe one containing the
kern. p image). Afterdoading the krnel, the system will print the message:

Please insert MFS root floppy and press enter:

After you replace the “oppand press entethe boot procedure carries on as before.

If you're using the 2.88 MB image on a 2.88 MB "pmp an LS-120 die, you hare
evaything you need on the one disk, so you taet the prompt to change the disk.
Depending on your hardwe, you may later get a prompt to install additionaletsi
from the drver “oppy.

Installing via ftp

The fun way to install FreeBSD is via the Internetitht's not always the best choice.
Theres a bt of data to transfeend unless you he a eally high-speed, nonverloaded
connection to the seey it could tale forever. On the other hand, of course, if youvea
the softvare on another machine on the same LAN, and the system on whiclagbtow
install FreeBSD doesnhhavea CD-ROM drive, these conditions are ful®lled, and this
could be for you. Before you decide, though, read about the altemati NFS
installation belev: if you dont havean ftp serer with the ®les already installed sita bt
easier to set up an NFS installation.

There are tw ftp installation modes you can use:

Regular ftp mode does not ark through most ®mealls but will often work best with
older ftp serers that do not support passimode. Usehis mode if your connection
hangs with pasge node.

If you need to pass through ®valls that do not allev incoming connections, try
passive ftp

Whichever mode of installation and whickier remote machine you choose, you need to
have acess to the remote machinéhe easiest and most commoaywmo ensure access
is to use angmmous ftp. If you're installing from another FreeBSD machine, read tm
install anoymous ftp on page 450This information is also generally correct for other
UNIX systems.
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Setting up the ftp ser ver

Put the FreeBSD disttifbion in the public ftp directory of the ftp serv On BSD
systems, this will be the home directory of ufjer, which in FreeBSD defults to
Ivar/spool/ftp The name of the directory is the name of the release, which in this
example well assume to b&.0-RELEASE You can put this directory in a subdirectory
of /var/spool/ftp for example /var/spool/ftp/keeBSD/5.0-RELEASEbut the only
optional part in thisxample is the parent directoFyeeBSD

This directory has a slightly dérent structure from the CDE&RV distribution. To set it
up, assuming you ka your distritution CD-ROM mounted on‘cdrom, and that you are
installing in the directoryvar/spool/ftp/FeeBSD/5.0-RELEASEperform the follaving
steps:

# cd Nar/spoolftp/FreeBSD/5.0-RELEASE
# mkdir floppies

# cdfloppies
# cp /cdromffioppies’* . don't omit the. at the end
# cd/cdrom the distritution directory on CD-RM

# tarcf-. | (cd ar/spoolftp/FreeBSD/5.0-RELEASE; tar xvf -)

This copies all the directories éfdrom into /var/spool/ftp/fFeeBSD/5.0-RELEASE-or
a minimal installation, you need only the directdsgse To just installbaserather than
all of the distrilution, change the last line of theaenple abwe ©:

# mkdir base
# cp/cdrom/basef* base

Installing via ftp

On page 77 we sathe media select mentkigure 5-16 shes the menu you get when
you selectFTP or FTP Rassive To see the remainder of the sites, use BageDovn
key. Let's assume you ant to install fronprestq a g/stem on the local netwk. presto
isn't on this list, of course, so you selddRL Another menu appears, asking for an ftp
pathname in the URL forrfp:/  hostnamépathname hostnames the name of the
system, in this caseresto.@ampleorg, and pathnameis the path relate  the
anorymous ftp directorywhich on FreeBSD systems is usuallar/spool/ftp The
install program kness its \version numberand it attaches it to the name you supply

You can change theersion number from the options menu, faample to install a snapshot of a
newer release of FreeBSD.

In this case, wee installing Release 5.0 of FreeBSD, and iih the directory
Ivar/spool/ftp/pub/FeeBSD/5.0-RELEASESsysinstall knows the5.0-RELEASESO you
enter onlyftp://presto.eampleorg/pub/FeeBSD The net menu asks you to con®gure
your network. Thisis the same menu that yowwd normally ®Il out at the end of the
installationbsee page 98 for details.

This information is used to set up the machine after installation, so it pays to ®Il out this
information correctly After entering this information, continue witommit(on page
77).
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Please select a FreeBSD FIP distribution site
Please select the site closest to you or "other" if you'd like to
specify a different choice. HAlso note that not every site listed here
carries more than the base distribution kits. Only the Primary site is
guaranteed to carry the full range of possible distributions.

ftp.freebsd.org

URL Specify some other ftp site by URL
4.0 SNAP Server current.freebsd.org
3.0 SHAP Server releng3.freebsd.org

Argentina ftp.ar.freebsd.org
flustralia ftp.au.freebsd.org
Australia #2 ftp2.au.freebsd.org
flustralia #3 ftp3.au.freebsd.org
Australia # ftp4.au.freebsd.org
flustralia #5 ftpb.au.freebsd.org

Brazil ftp.br.freebsd.org
Brazil #2 fip2.br.freebsd.org

vi+)

(I Cancel

[ Select a site that™s close! 1

Figure 516: Selecting ftp sever

Installing via NFS

If you're installing from a CD-RM drive an another system in the local neivk, you
might ®nd an installation via ftp too complicated for your likinigistallation is a lot
easier if the other system supports NFEE®fore you start, makaure you hge the CD-
ROM mounted on the remote machine, and that the remote machixgoigireg the ®le
system (in System V terminologgxporting is calledsharing. Whenprompted for the
name of the directoryspecify the name of the directory on which the COMR is
mounted. Br example, if the CD-RM is mounted on directorjcdrom on the system
presto.eampleorg, enterpresto.example.org:/cdrom . That's dl there is to it!

Older \ersions of FreeBSD stored the distitibn on a subdirectorglists Newer versions store it
in the root directory of the CD®M.

Next, you gie this information tosysinstal] as shown in Figure 5-17.After entering this
information, sysinstall asks you to con®gure an intace. Thisis the same procedure
that you vould otherwise do after installationbsee page @8ter performing this
con®guration, you continue wilBommit(on page 77).

Installing fr om a Micr osoft par tition

On the Intel architecture you can also install from a primary Microsoft partition on the
®rst disk. To prepare for installation from a Microsoft partition, gojfhe ®les from the
distribution into a directory calledC:\\FREEBSD For example, to do a minimal
installation of FreeBSD from Microsoft using ®les copied from a GOMR copy the
directories oppies and base to the Microsoft directorie€:\FREEBSD\FLOPPIES&nd
C:\FREEBSD\BINrespectiely. You need the directorlfLOPPIESbecause that'where
sysinstalllooks for theboot. g the ®rst image inwery installation.
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Choose Installation Media

FreeBSD can be installed from a variety of different installation
media. ranging from floppies to an Internet FIP server. If you're
installing FreeBSD from a supported CDROM drive then this is generally
the best media to use if you have no overriding reason for using other
media.
— Yalue Required —

Please enter the full NFS file specification for the remote

host and directory containing the FreeBSD distribution files.

This should be in the format: hostname:/some/freebsd/dir

lpresto.example.org!/cdroml

L OK ] Cancel

9 Options Go to the Options screen

L OK 1 Cancel
[ Press F1 for more information on the various media types 1

Figure 517: Specifying NFS Ele system

The only required directory ibase You can include as mgrother directories as you
want, but be sure to maintain the directory structule.other vords, if you also anted
to install XF86336and manpaes, you would copy them toC:\FREEBSD\XF8633&nd
C:\FREEBSD\MANRGES

Creating soppies f or a *opp Yy installation

Installation from opp disk is de®nitely the wrst choice you hee. You will need
nearly 50 oppies for the minimum installation, and about 250 for the complete
installation. Thechance of one of them being bad is hidWiost problems on a opp
install can be traced to bad media, ofeténces in alignment between the media and the
drive in which they are used, so:

Before starting, brmat all *oppies in the drie you intend to
use, een if they are prebrmatted.

The ®rst tvo oppies youl need are the &nel opy and the MFS Root “opp which
were described earlier

In addition, you need at minimum as ryanppies as it tads to hold all ®les in thbase
directory which contains the binary disttiion. Readthe ®le LAYOUT.TXT paying
special attention to theDistribution format' section, which describes which ®les you
need.

If you're creating the oppies on a FreeBSD machine, you canfp@le systems on the
“oppies instead:
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# fdformat -f 1440 fd0.1440
# bsdlabel -w fd0.1440 floppy3
# newfs-t2-u18-l1-i65536 /dev/fd0

Next, copy the ®les to the “oppiesThe distritution ®les are split into chunks that will ®t
exactly on a coventional 1.44MB “opp. Copy one ®le to each “opp Make \ery sure

to put the ®lebaseinf on the ®rst “opp; it is needed to ®nd out tnomary oppies to
read.

The installation itself is straightfoawrd enough: follev the instructions starting on page
63, selecFloppyin the installation medium menu on page 76, thenviotlte prompts.



In this chapter:

- Installing additional
software
Adding users
Time zone
Network services
Startup preferences
Con®guring the
mouse
Con®guring X
Rebooting the new
system

Post-installation
con®guration

In the last chapter we loel at the installation of the basic system, up to the point where
it could be rebootedlt's barely possible that this could be enoughimost certainly
though, youl need to perform a number of further con®guration steps before the system
is useful. In this chapter we roughly follothe ®nal con®guration menuubthere are a

few exceptions. Thenost important things to do are:

Install additional softare.

Create accounts for normal users.

Set up netwrking support.

Con®gure the system to start all the services you need.
Con®gure the X Whdow System and desktop.

In this chapterwe'll concentrate on getting the system up and running as quickly as
possible. Lateon in the book wéf go into more detail about these topics.

At the end of the praous chapterwe had a menu asking whether wanted to visit the
“last options' menu. If you answerYES you get the con®guration menu o in
Figure 6-1. If you have rebooted the machine, log in @st and startsysinstall Then
selectConfigure , which gets you into the same menu.

91
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FreeBSD Configuration Menu
If you've already installed FreeBSD, you may use this menu to customize
it somewhat to suit your particular configuration. Most importantly.
you can use the Packages utility to load extra "3rd party”
software not provided in the base distributions.

Exit this menu (returning to previous)

Distributions Install additional distribution sets
Packages Install pre-packaged software for FreeBSD
Root Password Set the system manager's passuord

Fdisk The disk Slice (PC-style partition) Editor
Label The disk Label editor

User Management Add user and group information

Console Customize system console behavior

Time Zone Set which time zone you're in

Media Change the installation media type

Mouse Configure your mouse

Networking Configure additional network services

- ov(+)

L K 1 Cancel

[ Press F1 for more information on these options 1

Figure 6-1: ConCEguration menu

As the markrs under the ard Networking indicate, this menu is lger than the
window in which it is displayed.We'll ook at some of the additional entries belo
Only some of these entries are of interest in a normal install;igrore the rest.

There may be some reasons tuide from the sequence in this chapteor example, if
your CD-ROM is mounted on a d#drent system, you may need to set up peting
before installing additional sofawve.

Installing ad ditional software

The ®rst item of interest iPackages . These are some of the ports in the Ports
Collection, which wdl look at in more detail in Chapter 9.

The Ports Collection contains adarquantity of softare that you may ant to install.

In fact, theres £ much that just making up your mind what to install can be a
complicated process: there anai08,000 ports in the collectionwWhich ones are arth
using? Irecommend the folleing list:

acroread is the Acrobat readga uility for reading and printing PDF ®lesWe look
at it brie'y on page 276.

bash is the shell recommended in this bodke'l | look at it in more detail on page
113. Othepopular shells ar&csh andcsh both in the base system.

cdrecod is a utility to lurn SCSI CD-Rs.We'll discuss it in chapter Chapter 13,
Writing CD-Rs You dont need it if you hae an IDE CD-R drve.
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Emacsis the GNU Emacs editor recommended in this bddk!l | look at it on page
139. Otherpopular editors arevi (in the base system) andm (in the Ports
Collection).

fetchmail is a program for fetching mail from POP maillesx W look at it on page
504.

fvwmz2is a windev manager that you may prefer to a fullAsio desktop.We look at
it on page 118.

galeonis a web bravser We'll look at it brie'y on page 418.

ghostscriptis a PostScript interpreteit can be used to display PostScript on an X
display or to print it out on a non-PostScript printéie'll look at it on page 273.

gpg is an encryption program.

gv is a utility that vorks with ghostscriptto display PostScript on an X displait
allows magni®cation and paging, both of whigihostscriptdoes not do easilywe'll
look at it on page 273.

ispell is a spell check program.

kde is the desktop efronment recommended in this booW/el | ook at it in more
detail in Chapter 7The tools of the &de

mkisofsis a program to create CD-R image&/e look at it in chapter Chapter 13,
Writing CD-Rs

mutt is the mail user agent (MAJ or mail reader) recommended in Chapter 26,
Electronic malil: clients

post®x is the mail transfer agent (M) recommended in chapter Chapter 27,
Electronic mail: serves.

xtset is a utility to set the title of aterm window. It is used by the.bashc ®le
installed with theénstant-workstatiorpackage.

XV is a program to display images, in particijfsag andgif.

Why do | recommend these particular portSinple: because | l&kkthem, and | use most
of them myself. That doesrt' mean thg're the only choice, thoughOthers prefer the
Gnomewindow manager tckde or the pine or elm MUAs to mutt, or the vim editor to
Emacs This is the stdf of holy wars. Seehttp://cathorg/~esr/jagon/html/H/holy-
wars.htmlfor more details.

Instant w orkstation

The ports mentioned in the pieus section are included in thaisc/instant-workstation
port, which installs typical softare and con®gurations for aovkstation and alles you
to be productie right avay. At a later point you may ®nd that you prefer other safey
in which case you can install it.
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It's possible that the CD set you get will not includstant-workstation That's not such
a problem. Dueto space restrictions, some CD diafitibns includeinstant-workstation-
lite instead. Ifthat's not there eitherjust install the indiidual ports from this list.You

can also do this if you danlike the list of ports.

Changing the default shell f or root

After installation, you may ant to change the daflt shell for &isting users tdash If
you hae installed instant-workstation you should cop the ®le /usr/lo-
cal/shae/dot.bashr to root 's home directory and call it.bashc and .bash_po®le.
First, start

presto#  cp fustllocal/share/dot.bashrc .bashrc
presto#  In .bashrc .bash_profile

presto#  bash

=== root@presto (/devityp2) ~ 1 > chsh

The last command starts an editor with the feifg content:

#Changing user database information for root.
Login: root

Password:

Uid [#: 0

Gid [# or name]: 0
Change [month day year]:
Expire [month day year]:
Class:

Home directory: /root
Shell: fbin/csh

Full Name: Charlie &
Office Location:

Office Phone:

Home Phone:

Other information:

Change th&hell line to:

Shel:  /usrflocalbinbash

Note that thebash shell is in the directoryusr/local/bin this is because it is not part of
the base systeniThe standard shells are in the directdy.

Adding user s

A freshly installed FreeBSD system has a number of users, nearly all for system
components. Thenly login user isoot , and you shouldri'log in agoot . Instead you
should add at least one account for yoursHlfyou're transferring anastempasswd®le

from another system, you domeed to do aything naw. Otherwise select this item and
then the menu iterdser , and ®ll out the resulting menu kkthis:
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User and Group Management
fidd a new user

Login ID: UID: Group: Password:

bz } 1001 } fred } D }

Full name: Member groups:

Fred Blogps w heel,operator}

Home directory: Login shell:

/home /fred w fusr/local /bin/bash

@ CANCEL

Figure 6-2: Adding a user

You should not need to enter the ®eld® andHome directory  : sysinstall does this
for you. It's important to ensure that you are in grougeel so that you can use thsel
command to beconreot , and you need to be in grouperator  to use theshutdown
command.

Don't bother to add more users at this stage; you can do it Isifelll look at user
management in Chapter 8, on page 112.

Setting the r oot pass word

Next, selectRoot Password . We'll talk about passerds more on page 144&elect this
item to set the pas®d in the normal manner

Time zone

Next, select the entrime zone . The ®rst entry asks you if the machine CMOS clock

(i.e. the hardware clock) is set to UTC (sometimes incorrectly called GMHich is a
British time zone). If you plan to run only FreeBSD or other UNIX-+ikagperating

systems on this machine, you should set the clock to UT@ou intend to run other
software that doeshunderstand time zones, such as ynhticrosoft systems, you ka

to set the time to local time, which can cause problems with daylighgsaime.
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United States Time Zones
Select a zone which observes the same time as your locality.

Eastern Time — Michigan - most locations

Eastern Time — Louisville, Kentucky

Eastern Standard Time - Indiana - most locations
Eastern Standard Time - Indiana — Crawford County
Eastern Standard Time - Indiana - Starke County
Eastern Standard Time - Indiana — Switzerland County
Central Time

Central Time — Michipan - MWisconsin border
Hountain Time

Mountain Time - south Idaho & east Oregon
Mountain Time - Navajo

Mountain Standard Time - Arizona

Pacific Time

Alaska Time

Alaska Time - Alaska panhandle

LK ] Cancel

Figure 6-3: Time zone select menu: USA

The ne&t menu asks you to select aegion, w hich roughly corresponds with a
continent. Assumingou are Wing in Austin, TX in the United States of America, you
would selectAmetrica — North and South and then (after scrolling @) United
States of America The net menu then looks l& this: SelectCentral Time  and
selectYes when the system asks you whether the alisitien CSTsounds reasonable.

This particular step is relaly cumbersome.You may ®nd it easier to look in the
directory/usr/shae/zoneinfoafter installation.There you ®nd:

# cd /usr/share/zoneinfo/

#Is

Africa Australia Etc MET WET
America CET Europe MST posixrules
Antarctica CST6CDT Factory MST7/MDT zonetab
Arctic EET GMT PST8PDT

Asia EST HST Pacific

Atantic ESTSEDT Indian SystemV

If you want to set the time zone to, s&ngapore, you could enter:

# cd Asia/

#ls

Aden Chungking Jerusalem Novosibirsk Tehran
Amaty Colombo Kabul Omsk Thimbu
Amman Dacca Kamchatka Phnom_Penh Tokyo
Anadyr Damascus Karachi Pyongyang Ujung_Pandang
Aqtau Dili Kashgar Qatar Ulaanbaatar
Aqtobe Dubai Katmandu Rangoon Ulan_Bator
Ashkhabad Dushanbe Krasnoyarsk ~ Riyadh Urumgji
Baghdad Gaza Kuala_Lumpur  Saigon Vientiane
Bahrain Harbin Kuching Samarkand Vladivostok
Baku Hong_Kong Kuwait Seoul Yakutsk
Bangkok Hovd Macao Shanghai Yekaterinburg
Beirut Irkutsk Magadan Singapore Yerevan
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Bishkek Istanbul Manila Taipei
Brunei Jakarta Muscat Tashkent
Calcutta Jayapura Nicosia Thilisi

# cp Singapore /etc/localime

Note that the ®les in/usr/shae/zoneinfo/Asia(and the other directories) represent
speci®c tavns, and these may not correspond with tiventin which you are located.
Choose one in the same country and time zone.

You can do this at antime on a running system.

Network ser vices

Network Services Menu
You may have already configured one network device (and the other
various hostname/gateway/name server parameters) in the process
of installing FreeBSD. This menu allows you to configure other
aspects of your system's network configuration.
<<€ X Exit Exit this menu {returning to previous)
[ 1 Interfaces Configure additional network interfaces
[ 1 AMD This machine wants to run the auto-mounter service
[X]1 AMD Flags Set flags to AMD service (if enabled)
[ 1 Anon FIP This machine wishes to allow anonymous FTP.
[ 1 Gateway This machine will route packets between interfaces
[ 1 inetd This machine wants to run the inet daemon
L 1 HNFS client This machine will be an NFS client
[ 1 NFS server This machine will be an NFS server
[ 1 HNipdate Select a clock-synchronization server
[ 1 PCNFSD Run authentication server for clients with PC-NFS.
[ 1 porimap This machine wants to run the portmapper daemon
[ 1 Routed Select routing daemon (default: routed)
[ 1 Ruwhod This machine wants to run the ruwho daemon
0L ]
[X1 $Ss This machine wants to run the ssh daemon
[X]1 [CP Extensions Allow RFC1323 and RFC1644 TCP extensions?
L 0K 1| Cancel

Figure 64: Network services menu

The net step is to con®gure your natvking equipment.Figure 6-4 shas the Netwrk
Services MenuThere are a number ofays to get to this menu:

If you're running the recommended Custom installation, lyget it automatically
after the end of the installation.

If you're running the Standard and Express installations, you denlt at all: after
setting up your netark interfaces,sysinstall presents you with indidual items from
the Netvork Services Menu instead.
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If you're setting up after rebooting, or if you missed it during installation, select
Configure  from the main menu and th&letworking

The ®rst step shouldwabys be to set up the netvk interfaces, so this is where you ®nd
yourself if you are performing a Standard or Express installation.

Setting up netw ork interfaces

Figure 6-5 shas the netwrk setup menu.On a standard 80x25 display it requires
scrolling to see the entire menlif.you installed via FTP or NFS, you will alreadyviea
set up your netark interfaces, andysinstall won't ask the questions agn. Theonly
real netvork board on this list ixIO, the Ethernet boardThe others are standard
hardware that can also be used as mekwinterfaces. Dort' try to set up PPP here;
theres more to PPP con®guration thasysinstall can handle. We'll look at PPP
con®guration in Chapter 20.

Network interface information required
If you are using PPP over a serial device, as opposed to a direct
ethernet connection, then you may first need to dial your Internet
Service Provider using the ppp utility we provide for that purpose.
If you're using SLIP over a serial device then the expectation is
that you have a HARDWIRED connection.

You can also install over a parallel port using a special “laplink"
cable to another machine running a fairly recent (2.0R or later)
version of FreeBSD.

- 1OMESCON 3c90x / 3c90xB PCI ethernet card

1p0  Parallel Port IP (PLIP} peer connection

s10  SLIP interface on device /dev/cuaal (COM1)
pppd PPP interface on device /dev/cuaa® (COM1)
s10  SLIP interface on device /dev/cuaal (COM2)
ppp? PPP interface on device /dev/cuaal (COM2)

Cancel
I Press F1 to read network configuration manual 1

Figure 65: Network setup menu

In our case, we choose the Ethernet bodrde net menu asks us to set the internet
parameters. Figuré-6 shavs the netwrk con®guration menu after ®lling in thalues.
Specify the fully quali®ed local host name; when you tab toDbmain: ®eld, the
domain is ®lled in automaticallyThe names and addresses correspond toxidimpe
network that we look at in Chapter 16, on page 2%% havechosen to call this machine
prestg and the domain i®xampleorg. In other words, the full name of the machine is
presto.@ampleorg. Its IP address i823.147.37.2 . In this con®guration, all access to
the outside wrld goes viagw.example.org , which has the IP addre283.147.37.5

The name seer is located on the same hagstesto.@ampleorg. The name seer isnt
running when this information is needed, so we specify all addresses in nhumeric form.
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What happens if you danhave a domain name?If you're connecting to the global
Internet, you should go out and get onebsee page BiBin the meantime, donfake

it. Justleave the ®elds empty If you're not connecting to the Internet, of course, it
doesnt make much diference what name you choose.

Network Configuration
Host: Domain:

presto.example.org } example.org
IPv4 Gateway: Name server:

223.147.37.5 223.147.37.2

Configuration for Interface x10
IPv4 Address: Netmask :

223.147.37.21 255.255.255.0

Extra options to ifconfig:

0K CANCEL

[ The IPv4 address to be used for this interface

Figure 6-6: Network con@Eguration menu

As is usual for a class C nairk, the net mask 55.255.255.0 . You dont need to ®II
in this informationbif you lege tis ®eld without ®lling it in, sysinstall inserts it for
you. Normally as in this case, you auldn't need ag additional options tdfcon®g.

Other netw ork options

It's W to you to decide what other natvk options you wuld like to use. Noneof the
following are essential, and none need to be done right m you may possibly ®nd
some of the folleing interesting:

inetd allows connections to your system from outsitféel | ook at it in more detail
on page 448.Although it's very useful, its dso a security risk if is con®gured
incorrectly If you dont want to accept gnconnections from outside, you can
disableinetd and signi®cantly reduce possible securipasures.

NFS client If you want to mount NFS ®le systems located on other machines, select
this box. An X appears in the boxubnothing further happenssee Chapters 24 and
25 for further details of NFS.

NFS server If you want to allav other systems to mount ®le systems located on this
machine, select this boxYou get a prompt asking you to create the @ec/exports

which describes the conditions under which other systems can mount the ®le systems
on this machine.You must enter the editpbut there is no need to change/tuing at

this point. We'l | ook at/etc/exports in more detail on page 463.
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ntpdate and ntpd are programs that automatically set the system time from time
seners located on the InterneSee page 156 for more detailé.you wish, you can
select the semr at this point.

rwhod broadcasts information about the status of the systems on therketvou
can use theuptime program to ®nd the uptime of all systems runnimadhod, and
rwho to ®nd who is running on these systen@n a normal-sized displayou need
to scroll the menu den to ®nd this option.

You don't need to seledshd : it's dready selected for youSee page 453 for further
details ofsshand sshd

You don't need to specify ary of the remaining con®guration options during
con®guration. Sethe online handbook for further details.

Startup preferences

The net step of interest is thStartup  submenu, which alles you to choose settings
that tale dfect wheneer you start the machineSee Chapter 29 for details of the startup
®les.

Startup Services Menu

This menu allows you to configure various aspects of your system's
startup configuration. Use [SPACE] or [ENTER] to select items. and
[TAB] to move to the buttons. Select Exit to leave this menu.

E< =

[ 1 APH Auto—pouwer management services (typically laptops?

[ 1 wushd Enable USB daemon (detect USB attach / detach)

[ 1 wusbd flags Set default flags to ushd (if enabled)

[X] startup dirs Set the list of dirs to look for startup scripts

[ 1 named Run a local name server on this host

[ 1 named flags Set default flags to named (if enabled)

[ 1 nis client This host wishes to be an NIS client.

[X] nis domainname Set NIS domainname (if enabled)

[ 1 nis server This host wishes to be an NIS server.

[ 1 accounting This host wishes to run process accounting.

L1 lpd This host has a printer and wants to run lpd.

[X] linux This host wants to be able to run linux binaries.

[X1 SCO This host wants to be able to run IBCS2 binaries.

L 1 SVR4 This host wants to be able to run SYR4 binaries.

[X]1 quotas This host wishes to check quotas on startup.

L OK 7 Cancel

Figure 67: Startup conCEguration menu
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The most important ones are:

SelectAPMif you're running a laptoplt enables you to peer the system dan in
suspend to RAMr suspend to disknode, preserving the currently running system,
and to resumexecution at a later date.

If you have USB peripherals, seleatsbd to enable theusbd daemon, which
recognizes when USB diees are added or rewesl.

named starts a name daemoblse this if youte connecting to the Internet at allee

if you dont havea DNS con®guration: the dafilt con®guration is @acing name
server which males name resolutioraster Just select the box; you damieed to do
arnything else.We'l | look atnamedin Chapter 21.

Selectlpd , theline printer daemonif you have a pinter connected to the machine.
We'll look atlpd in Chapter 15.

Selectlinux if you intend to run Linux binariesThis is almost certainly the case,
and by dedwult the box is already tiekl for you.

Select SVR4 and SCO if you intend to run UNIX System {8VR4) or SCO
OpenDesktop or OpenSen(SCO) binaries respegtly.

Con®guring the mouse

FreeBSD detects PS/2 mice at boot time cmythe mouse must be plugged in when you
boot. If not, you will not be able to use itTo con®gure, selecMouse from the
con®guration menuThe menu in Figure 6-8 appears.

Please configure your mouse
You can cut and paste text in the text console by running the mouse
daemon. Specify a port and a protocol type of your mouse and enable
the mouse daemon. If you don’t want this feature, select 4 to disable
the daemon.
Once you've enabled the mouse daemon, you can specify "/dev/sysmouse”
as your mouse device and "SysMouse” or "MouseSystems" as mouse
protocol when running the X configuration utility (see Configuration
menu) .

X Exit Exit this menu (returning to previous)
 nob1d

3 Type Select mouse protocol type

4 Port Select mouse port

5 Flags Set additional flags

6 Disable Disable the mouse daemon

Cancel

Figure 6-8: Mouse menu
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With a modern PS/2 mouse, you donéted to do an con®guration at all. You just
enable themouse daemomr moused Select the menu itenknable : you hae the
chance to mee the mouse and note that the cursor feio Thekeys dont work in this
menu: selectes and «it the menu.That's dl you need to do.

If you're running a serial mouse, choose the if#iect mouse port and set it to
correspond with the port youv& if you have an unusual protocol, you may also need to
set it with theType menu . For even more e&otic connections, read the man page for
mousedand set the appropriate parameters.

Con®guring X

You should hae installed X along with the rest of the systembsee pagelf7§ou
haven't, install the packagell/XKee86 In this section, wel look at what you need to
do to get X up and running.

X con®guration has changed a lot in the course of time, asdiiit' changing. The

current method of con®guring X uses a program cakébcfg which is still under
development, and it shes a fev strangenesses. Quipossibly the grsion you get will

not behse identically with the follaving description. The diferences should be
relatively clear, howeve.

If your mouse doez not work. use
the numeric keypad. following
the diagram bellow,

E Configure Layout | Expert Hode
£

= | _
- Lock Bm‘mnr‘ &.-rtonz‘ Mon.‘t“
= 7 L] L) *
T v a~ N
I Hirée

4‘5

4

Ao

Figure 6-9: xf86¢fg main menu

The con®guration is stored in a ®le call¥#86Con®g though the directory has changed
several times in the last fe years. Itused to be in/etc/X11/XF86Con®g or
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letc/XF86Con®ghut the current preferred place/issr/X11R6/lib/X11/XF86Con®gThe
sener looks for the con®guration ®le in multiple places, so if ywipgrading from an
earlier \ersion, mak are you remee atiy dd con®guration ®les.Well look at the
contents of the ®le in detail in Chapter 2B\ this section, wdl just look at haev to
generate a usable con®guration.

From the con®guration menu, sele@ree86 and thenxf86cfg . There is a brief delay
while xf86c¢fg creates an initial con®guration ®le, then you see the main menu of Figure
6-9. Thisapplication runs without kwaing what the hardere is, so the rendering is
pretty basic.The windav on the left shavs the layout of the haradwe, and the winde

on the right is wailable in case your mouse isnworking. Selectthe indvidual
components with the mouse or the numerggplad. FBr example, to con®gure the
mouse, select the image at top left:

G Configure Layout | Expert Hode

=]

" fidd new uuse
Configure nouse{s}
Figure 610: xf86¢cfg mouse menu

In all likelihood that wen't be necessary The con®guration ®le thatf86cfg has already
created may be sBItient, so you could jusixé and s&e the ®le. You'll probably want to
change some things, thougn the follaving, we'll go through the more Idy changes
you may vant to mak.

Con®guring the ke yboard

You can select a number of options for thefkoard, including alternate key layouts.
You probably won't need to change gthing here.

Identifier: [Reyboardo

®kb rules: Exfree8b

Keyboard nodel: B Generic 101-key PC

Hkb variant; B

|
|
Keyboard layout: EU,S. English |
|
|

¥kb options: &
Hone
G Group Shift/Lock behavior

0O o ol G Third level choosers
LLL

G Control Key Position
' Gl Use keyboard LED to show

Apply changes|

<< fack | Hexy 23| Ok| Cancel

Figure 6-11: xf86c¢cfg keyboard menu
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Describing the monitor

Probably the most important thing you need to change are the de®nitions for the monitor
and the display cardSome modern monitors and mosGR display cards supply the
information, lut older deices do not.In this xkample well con®gure a Hitachi CM813U
monitor, which does not identify itself taf86cfg Select the monitor image at the top
right of the windav, thenConfigure Monitor(s) . You see:

Identificr: [Honitoro

Horizontal sync m

Standard YGA, 640x480 2 60 Hz

Super YGA, 800x600 2 56 H=

1024x768 B 87 Hz int., (no B00xE00)
1024x768 2 87 Hz int., B00x600 B 56 Hz
BO0x600 @ B0 Hz, B40xdB80 B 72 Hz
1024x768 2 60 Hz, BOONBOO B 72 Hz
High Frequency SYGA, 1024x768 B 70 Hz
Honitor that can do 128011024 @ 60 Hz
Honitor that can do 1280x1024 @ 74 Hz
Honitor that can do 1280x1024 B 76 Hz

Yertical sync m
50 - 70 50 - 90 50 - 100 40 - 150 MM

Select card connected to monitor
G Card0 |

<< faok | Hexy 23| 0Ok| Cancel

xf86¢fg doesnt know anything about the monitpso it assumes that it can only display
standard GA resolutions at 640x480The important parameters to change are the
horizontal and ertical frequencies.You can select one of the listed possibilitiesit b
unless you dom' know your's nonitor speci®cations, you should sexaetly the
frequencies it can doln this case, the monitor supports horizontal frequencies from 31
kHz to 115 kHz andertical frequencies from 50 Hz to 160 Hz, so thatat we enter

At the same time, we change the identi®er to indicate the name of the monitor:

Identifier: [Hitachi CHELZU[]

Horizontal sync B17115D

Standard YGA, 640x480 2 60 Hz

Super YGA, 800x600 2 56 H=

1024x768 B 87 Hz int., (no B00xE00)
1024x768 2 87 Hz int., B00x600 B 56 Hz
BO0x600 @ B0 Hz, B40xdB80 B 72 Hz
1024x768 2 60 Hz, BOONBOO B 72 Hz
High Frequency SYGA, 1024x768 2 70 Hz
Honitor that can do 128011024 @ 60 Hz
Honitor that can do 128011024 @ 74 Hz
Honitor that can do 1280x1024 @ 76 Hz

Yertical sync ﬁO—IBOI
50 - 70 50 - 90 50 - 100 40 - 150 MM

Select card connected to monitor
G Card0 |

<4 Baok | Hexy 3¢ 0Ok| Cancel

Figure 6-12: xf86¢fg monitor menu



Con®guring X 105

Select OK to return to the pfieus menu.

Con®guring the displa y card

xf86¢fg recognizes most modern display cards, including probablyGif gards, so you
probably dort need to do aything additional to con®gure the display caiélyou ®nd
that the resultant con®guration ®le doesmow about your card, yoll' have © slect the
card symbol at the top of the scredfven if the card has been recognized, you get this
display:

Identifiers [Dard0d

Card nodel filter ﬁ

3dfs Interactive 3dfx Banshee mm
3dfx Interactive 3dfx Yoodoo3
3dfx Interactive 3dfx Yoodooh
3Dlabs pn

3Dlabs pn2

30labs pn2v

30labs pn3

3D0labz pnd

3Dlabs rd

RAlliance Seniconductor APG422
Alliance Seniconductor AT24
Alliance Seniconductor AT3D
ARK Logic arkl00dpw

ARK Logic ark2000nt

Driver Enga
BusID [ACI:1:0:0

<< faok | Hexy 23| 0Ok| Cancel

The only indication you hee that xf86cfg has recognized the card (here a Matrox G200)
is that it has selectedgafor the driver name. Ifyou need to change it, scrollwp the
list until you ®nd the card:

Identifiers [Hard0

Card nodel filter Eatroa HGA G200 PCT {ng:

Intel i815

Intel i830H

Hatrox HGA G100 PCT (mgaglOd PCI)
Hatrox HGA G100 PCT {mgaglO0} ”m
Hatrox HGA G200 PCI {mpag200 PCI}

Hatrox HGA G200 PCI {ngagd0(}

Hatrox ngalObdsg

Hatrox nga2064dw

Hatrox ngaZlbdu

Hatrox nga?lbdu AGP

Hatrox mgaghhl

Heonagic neo2070

H ic_neo2030

Driver Enga

BusID [ACI:1:0:0

<4 Baok | Hexy 3¢ 0Ok| Cancel

Figure 6-13: xf86c¢fg card select menu
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Selecting displa y resolutions

The display resolution is de®ned Mode Lineswhich well look at in detail on page
513. Thenames relate to the resolution yhaffer. By default, xf86cfg only gives you
640x480, so yoll' certainly want to add moreFirst, select the ®eld at the top left of the

screen:

E Configure Layout | Expert Hode

Configure Layout
Configure Screen g E @
Configure Hodeline e

Configure Accessi

Figure 6-14: xf86cfg con(Eguration selection

From this menu, sele@pnfigure ModeLine . You see:

[ Configure Hodeline I Expert Hode

G Add standard YESA node to current screen |
<<| @ 6401480 @ 60 H= bl

6] 18.0
Auto Apply| Restore| Update| Test|
HSyncStarts 656 YSyncStart: 494
HEyncEnd 752 WSyncEndt 492
HTotali 800 YTotald 528

Flagsi —hsync —wsync
Pixel Clock (MHz)$ 25,20
Horizontal Sync (kHz)t 31,50
Wertical Sunc (Hz)i B0, O

Add | node to B Honitor0 as: [F40x4B0RE0
Bl et | [fFreeB6 Configured Help| Quit |

Figure 6-15: xf86¢cfg mode line menu

If you pass the cursowver the image of the screen, ytisee this varning:

HARHING
Using the controls here nay damage your
monitor. You can safely skip this section
of the configuration process.,

Press ESC if your monitor goes out of sync,
Auto Fl_pp_lg' Restore| Update | Test

Figure 6-16: xf86¢cfg mode line waning

Take it seriously We'll look at this issue ajn in Chapter 28 on page 51Bor an initial
setup, you shouldhuse this interdice. InsteadselectAdd standard VESAmode  at the

top. We get another menu:
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[l Configure Hodeline I Expert Hode

HAdd standard YESA node to current screen
6401350 B 85Hz (YESA} hsync: 37,9kH=

640x400 @ B5Hz (YESA} hsync: 37.9kHz
720x400 @ B5Hz {(YESA} hsync: 37.9kHz
640x480 B BOHz {(Industry standard} hsync: 3
640x480 B 72H= (YESA} hsync: 37.9kHz
B640x480 B 75Hz (YESA} hsync: 37.5kHz
640x480 @ B5H= (YESA} hsync: 43.3kHz
800x600 B 56Hz (YESA} hsync: 35.2kHz
800x600 B BOHz (YESA} hsync: 37.9kHz
B800x600 B 72Hz (YESA} hsync: 48.1kHz
B800x600 B 75Hz (YESA} hsync: 46.9kHz

800x600 @ 85H= (VESA} hsync: 53.7kHz
102447681 2 43Hz {industry standard} hsync:
1024x768 B G0Hz {VESA} hsync: 48.dkHz
10241768 B F0Hz {VESA} hsync: 56.5kHz
10241768 B 75Hz (VESA} hsync: 60.0kHz
10241768 B 85H= {VESA} hsync: 68.7kHz
Horizontal Sync (kHz)i 31,50

Vertical Synoc (Hz)i LRl

Add | node to [ Honitor0 as: [H0xdB0RB0O
Eh§ st @:reeﬂﬁ Configured Help| Quit |

Figure 617: xf86¢cfg VESA mode lines

Select the resolutions youant with the highest frequepnthat your hardware can handle.
In this case, you might select 1024x768 @ 85 Hz, becasstlitivell within the range
of the monitor AnswerYes to the question of whether youamt to add it. You can
select as mapresolutions as you ant, but the ModeLine winde does not shw them.

You can also use the ModeLine wingldo tune the displaybut it's easier with another
program,xvidtune We'll look at those details in Chapter 28.

Finally, selectQuit at the bottom right of the displayfou get this winde:

g KFBEConfig
& Hrite configuration to

|i.|srfHllRE!lih;’Hll!HFBBEunFig

Yes| Ho Cancel

Figure 6-18: xf86¢fg quit

When you answeYes, you get a similar question asking whether yantvto sae te
keyboard de®nition.Once youwe cone that, youe ®nished.
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Desktop con®guration

Next, selecDesktop from the Con®guration menurou get this menu:

Please select the default X desktop to use.

By default. XFree86 comes with a fairly vanilla desktop which

is based around the twm{1) window manager and does not offer
much in the way of features. It does have the advantage of
being a standard part of X so you don't need to load anything
extra in order to use it. If. however, you have access to a
reasonably full packages collection on your installation media.
you can choose any one of the following desktops as alternatives.

X Exit Exit this menu (returning to previous)
2 KDE] The K Desktop Environment.

3 GNOME + Sawfish GNOME + Sawfish window manager.
4 GNOME + Enlightenment GNOME + The E window manager

5 Afterstep The Afterstep window manager

6 Hindowmaker The MWindowmaker window manager
7 fvum The fvum window manager

[E o Cancel

Figure 6-19: Desktop select menu

Which one do you install?¥ou havethe choice.If you knov what you vant, use it.
There are manmore windav managers than sthm here, so if you dohsee what youe
looking for, check the cagory x11-wmin the Ports CollectionThe select menu gs
you the most popular one&nome Afterstep EnlightenmentKDE, Windowmakr and
fvwm2 In this book, wdl consider theKDE desktop and thévwm2window manager
KDE is comfortable, bt it requires a lot of resource&nome is similar in size to KDE.
By contrastfvwm2is much &ster but it requires adir amount of con®gurationWe'l |
look at KDE andivwmz2in Chapter 7.

Additional X con®guration

At this point, wete nearly done A few things remain to be done:

Decide hav you want to start X.You can do it eplicitly with the startx command,
or you can log in directly to X with thedm display managerIf you choosestartx
you dont need to do anadditional con®guration.

For each user who runs X, create an X con®guration ®le.
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Con®guring xdm
To enablexdm edit the ®le/etc/ttys By default it contains the follwing lines:

tyv8  "fusr/X11R6/Mbin/xdm -nodaemon” xterm off secure

Using an editgrchange the te off toon:

tywv8  "fusr/X11R6/bin/xdm -nodaemon” xterm on secure

If you do this from a running system, send a HUP signatitoto cause it to re-read the
con®guration ®le and staxidm

# Kil-11
This causes ardm screen to appear ddev/ttyv8 You can switch to it witi\t-F9.

User X con®guration

If you're starting X manually wittstartx create a ®le.xinitrc in your home directory
This ®le contains commands that ameemited when X starts.Select the line that
corresponds to your windomanager or desktop from the follng list, and put it in

Xinitre:

startkde for kde
exec gnome-session for Gnome
fuwm?2 for fvwm?2

If you're using xdm you put the same content in the ®ksessionin your home
directory

Rebooting the ne w system

When you get thisaf, you should hee a fuinctional systemlIf you're still installing from
CD-ROM, you reboot by xting sysinstall If you haie dready rebooted, youxd
sysinstalland reboot with:

# shutdown -r now

Don't just press the resetiton or turn the peer of. Thatcan cause data los¥Ve'l |
look at this issue in more detail on page 541.






In this chapter:

- Users and groups
Gaining access
The KDE desktop
The fvwm2 window
manager
Changing the X
display
Getting a shell
Files and ®le names
Differences from
Microsoft
The Emacs editor
Stopping the system

The tools of the
trade

So nav you have installed FreeBSD, and it successfully boots from the hard disk.
you're nav to FreeBSD, your ®rst encounter with it can be rather puzzl¥au probably
didn't expect to see the same things youwrfoom other platforms, Ut you might not
have expected what you see either:

FreeBSD (freebie.example.org) (tyv0)
login:

If you hare installedxdm you'll at least get a graphical dispjdyt it still asks you to log
in and preide a passard. Wheredo you go from here?

There isnt space in this book toxplain everything there is about evking with FreeBSD,
but in the follonving few chapters i like to make the transition easier for people who
have prior experience with Microsoft platforms or with otheroars of UNIX. You can
®nd a lot more information about these topicsUNIX for the Impatientby Paul W,
Abrahams and Bruce R. LarsddNIX FPower Dols by Jerry Peek, im O'Reilly, and
Mike Loukides, andUNIX System Adminisgition Handbook by Evi Nemeth, Garth
Sryder, Scott Seebass, andént R. Hein. The third edition of this book also wa&s
FreeBSD Release 3.5ee Appendix ABibliography, for more information.

If you've @mme from Microsoft, you will notice a lge number of dierences between
UNIX and Microsoft, loit in fact the tvo systems hae nore in common than meets the
eye. Indeedpack in the mid-80s, one of the stated goals of MS-DOS a90tavmak it
more UNIX-like. You be the judge of hosuccessful that attemptas, lut if you knav
the MS-DOS command-line intade, youl notice some similarities in the foliing
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sections.

In this chapterwe'll look at FreeBSD from the perspeetid somebody with computer
experience, bt with no UNIX backgroundIf you do have a INIX background, you may
still ®nd it interesting.

If you're coming from a Microsoft platform, ydube used to doing just abouteeything

with a graphical integfice. Inthis book | recommend that you use X and possibly a
desktop, bt the vay you use it is still ery different. FreeBSDlike aher UNIX-like
systems, places much greater emphasis on the use.offtds may seem primitie, but

in fact the opposite is trudt's easier to point and click than to typeytlyou can gpress
yourself much more accurately and often more quickly witktineerface.

As a result, the tavymost important tools you will use with FreeBSD areghelland the

editor. Use the shell to issue direct commands to the system, and the editor to prepare
texts. We'll look at these issues in more detail in this chaptarChapter 8,Taking

control, we'll look at other aspects of the systefirst, though, we need to get access to

the system.

Users and gr oups

Probably the biggest didrence between most PC operating systems and FreeBSD also
takes the longest to get used to: FreeBSD is a multi-usdti-tasking system.This
means that manpeople can use the system at once, and each cawalal $kings at the
same time.You may think "Why would | want to do that?. O nce youve ¢t used to

this idea, though, yoll'never want to do without it agin. If you use the X \Mdow
System, youl ®nd that all windevs can be acte & the same timebyou danhaveto

select them.You can monitor some aeity in the background in another windavhile
writing a letter testing a program, or playing ame.

Before you can access a FreeBSD system, you mustdgisered as auser The
registration de®nes a number of parameters:

A user nameadso often calleduser ID. This is a name that you use to identify
yourself to the system.

A passwod, a ®curity deice to ensure that other people daaiuse your user ID.
To log in, you need to specify both your user ID and the correct pagswWhenyou

type in the passard, nothing appears on the screen, so that people lookengaur

shoulder cart'read it.

It might seem strange to go to such security measures on a system that you alone use.
The incidence of Internet-related security problems in the lasyéars has shen

that it's not strange at all, &' just common senseMicrosoft systems are still subject

to a n@er-ending series of securitxgloits. FreeBSBsystems are not.
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A shell a program that reads in your commands aretetes them.MS-DOS uses
the programCOMMAND.COMto perform this function UNIX has a lage choice of
shells: the traditional UNIX shells are the Bourne skblland the C sheltsh but

FreeBSD also suppliesash tcsh zsh and others.| personally use théash shell,

and the ramples in this book are based on it.

A home diectory. The system can kia multiple users, so each one needs a separate
directory in which to store his pdte ®les. Typically, users hae a drectory
/homelisername whereusernameis the name theuse to log in. When you log in

to the system, the shell sets the current directory to your home direbiaity you

can do what you ant, and normally it is protected from access by other uséasy
shells, including thébash shell used in thesexamples, use the special notatien
(tilde) to represent the name of the home directory

A groupnumber UNIX collects users intgroupswho hare ppeci®c common access
permissions. Whegou add a userou need to makhm a member of a speci®c
group, which is entered in the passd information. Your group number indirectly
helps determine what you are alled to do in the systenAs we'll see on page 181,
your user and group determine what access ywea bahe system.You can belong
to more than one group.

Group numbers generally V& rames associated with therithe group names and

numbers are stored in the ®letc/goup. In addition, this ®le may contain user IDs
of users who belong to another groupt Wwho are allved to belong to this group as

well.

If you ®nd the concept of groups confusing, damdrry about them.You can get by
quite happily without using them at al¥ou'll just see references to them when we
come to discuss ®le permissionsor further information, look at the man page for
group(5)

By the time you get here, you shouldr@ae®ned a user name, as recommended on page
94. Ifyou haven't, you'll have o log in agoot and create one as described there.

Gaining access

Once you hee a ser name, you can log in to the systefdready you hae a doice:
FreeBSD diers bothvirtual terminalsand the X Vihdow System. Theformer displays
plain text on the monitgrwhereas the latter uses the systegéphics capabilitiesOnce
running, you can switch from one to the ottt you hae te choice of which inteatce
you use ®rst.If you dont do anything, you get a virtual terminalf you run xdm you
get X.

It's dill relatively uncommon to usedm and in mary instances you may notant X at
all, for example if youte running the system as a s&rvAs a esult, well look at the
“corventional" | ogin ®rst.

If you're logging in on a virtual terminal, ydusee something li this:
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login:  grog
Password: passwod doesnt show on the se&en
Last login: Fri Apr 11 16:30:04 from canberra
Copyright (c) 1980, 1983, 1986, 1988, 1990, 1991, 1993, 1994
The Regents of the University of Califomia. Allrights reserved.

FreeBSD 5.0-RELEASE (FREEBIE) #0: Tue Dec 31 19:08:24 CST 2002
Welcome to FreeBSD!

You have mail.

erase ", kil "U, intr \C, status T

Niklaus Wirth has lamented that, whereas Europeans pronounce his name
correctly (Ni-klows Virt), Americans invariably mangle it into

(Nick-les Worth). Which is to say that Europeans call him by name, but
Americans call him by value.

=== grog@freebie (/devittyv0) ~ 1 ->

Theres a bt of stuf here. It's worth looking at it in more detail:

The program that asks you to log in on a terminal wintocalled getty. It reads in
your user ID and starts a program callegin and passes the user ID to it.

login asks for the passwd and checks your user ID.
If the user ID and pas®ad are correctlogin starts your designated shell.

While starting up, the shell looks at a number of ®I8ge the man page for your
particular shell for details of what thare for. In this case, though, we can see the
results: one ®le contains the time you last logged in, another one contains the
Message d the day(/etc/motd, and a third one informs you that yowarail. The

shell prints out the message of the dagbatimbin this case, it contains information
about the name of theeknel and a welcome messag&he shell also prints
information on last login time (in this case, from a remote system) and whether you
have mail.

The line “erase "H, kill U, intr ~C, status T " | ooks strange.lt's
telling you the current editing control characte¥ell look at these on page 131.
At this point, the shell changes the current directory to fioate diectory There is
no output on the screen to indicate this.

The shell runs thdortune program, which prints out a random quotation from a
database of fortune cookies. | n this case, we get a message about Niklaugh\V
the inventor of the Rscal programming language.

Finally, the last line is a prompt, the information that tells you that the shell is ready
for input.

The prompt illustrates a number of things about the UNMrenment. Bydefault, sh
and friends prompt with &, and csh and friends prompt with % You can change it to
just about aything you want with the UNIX shells.You don't haveto like nmy particular
version, hut it's worth understanding whatsttrying to say

The ®rst part===, is just to mak it easier to ®nd in a lge list on an X displayAn
xterm window on a tigh resolution X display can contain up to 120 lines, and searching
for command prompts can be nonvgi.
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Next, grog@freebie  is my user ID and the name of system on which | arking, in
the RFC 2822 format used for mail IDBlultiple systems and multiple users can all be
present on a single X displayrhis way, | can ®gure out which user | am and what
system | am running on.

/devittyv0 is the name of the terminalvdee. Thiscan sometimes be useful.

~ is the name of the home directorivost shells, bt not all of them, support this
symbolism.

1 is the prompt numberEach time you enter a command, it is associated with this
number and the prompt number is incrementedne vay to re-e&ecute the command is

to enterl!ll (two exclamation marks and the number of the commantigl | ook at
more comfortable ones on page 131.

To gart X from a virtual terminal shell, use tB&artx command:

$ startx

If you usexdm you bypass the virtual terminals and go straight intd®dter your user
name and passwd to the login prompt or thedm login screen, and pre&ster. If you
use thexdm login, youll go straight into X.

File MNew Bookmarks Deskiop Windows Help |

a e (?_cq example.ory
Il Niklaus Wirth has lamented that, whereas Europeans pronounce his name File Edit Options Buffers Tools Help
correctly (Mi-klows Wirt), Americans invariably mangle it into
(Nick-lez lorth). Which is to say that Eurcpeans call him by name, but y o
fner icans call hin by value, @ x O@F 5 0GP
=== grogRandante (/dew/ttupd) © 1 > I £
¥
— Run Command - KDeskto
& L [BIGF] GNU Emacs is one component of the GRLU operating system
Enter the name of the application you want to run ol can cio basic editing with the menu bar anel scrol bar using the mouss
or the URL you want to view:. Inportant Help menu items:
Emacs Tutorial Learn-by-doing tutorial for using Emacs efficiently
Emacs FAQ Frecuently asked questions and answers
Command; ‘x{erm '| {MonWarranty GHU Emacs comes with ABSGLUTELY WG WARRANTY
s = Copying Conditions  Conditions for reclistributing and changing Emacs
Orcleting Manuals Haw to order Emacs manuals from the Free Softwars Foundation
R options »l | Eun | x Qance\l
& FreeB3D Project -

- Edit ¥iew Go Bookmarks Tools Seftings Window Help

%20 %0 Febd SRARD

‘| E» Location: | ¥ hitp:fess freebsdorgd

hitp:fiwvmw.freebsd.org
FrecBSD st v sy
IPvB Austria f1Go

Language: Japanese, Spanish, Russian, Other

[P What is FreeRSMN?

LSOEORVEB %S B2 B e T8
Figure 7-1: KDE display
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Either way, assuming that yowe installed and con®gurettde you'll get a display
similar to that in Figure 7-1This ekample includes four windwes that are not present on
startup. Onstartup the central part of the screen is empt¥e'll look at the windavs
further belov.

The KDE desktop

KDE is a complicated system, and good documentation vsilable at
http://wwwkdeorg/documentation/ Once you hae KDE running, you can access the
same information via the help icon on the panel at the bottom (the life ring ior).
following description gies a hrief introduction.

The KDE display contains a number of distinct areasthe top is an optional menu, at
the bottom an almost optionglane| and the middle of the screen is resatvfor
windows.

The Desktop Men u

The Desktop Mendus at the ery top of the screenit provides functionality that is not
speci®c to a particular applicatioiselect the indidual catgories with the mousekor
example, theNewmenu looks lile this:

File Mew | Bookmarks Desktop Windows Help

o ) ot d that, whereaz Eurcpeans pronounce his name
o Link to Application "
i < i » Americans invariably mangle it into

. ﬂ} Link to Location (URL) ;2 to say that Europeans call him by name. but
& Flappy Device 3} 1=l
P
(oL © Hard Disc
Bl (5) CO/DVD-ROM Davice...

) TextFile...

@] HTHIL File

8 Presentation Document...
@ Text Docutment

2 Spread Sheet Document
ﬁ llustration Document

I
Figure 7-2: KDE desktop menu

As the menu indicates, you can use these menus to crea®ew

The Panel
At the bottom of the screen is the panel, which consists of a number of @élddeft-

hand section is used for starting applications.
-9 i

BSOBED R G 2

The stylized letter K at thexereme left is theApplication Starter When you select it, a
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long ‘ertical menu appears at the left of the screen anssaljmu to start programs
(Tapplications) or access just about wiether function.

Next comes an icon calledshav desktop. T his is a comenient way to iconify all the
windows currently on the desktop.

The remaining icons on this part of the panel represeidus applications.
The konsole terminal emulator
Thecommand centewhich you use to con®gure KDE.
The help system.
Access to the home directory with the wserkonqueor.
Access to the &b, also with the bmserkonqueor.
The Kmail MUA.
The KWord word processqmwhich can understand Microsoftdhd documents.
The Kspread spreadsheet.
The Kpresenterpresentation package.
The Kate editor

The net section of the panel contains some contidgtdns and information about the
current desktop layout:

The FreeBSD
X uroy ittyp3)

The section at the left siws the current contents of four screens, numbered 1 to 4.
Screen 1 is the currently displayed screen; you can select one of the othersrigythe
cursor in the corresponding direction, or by selecting the ®eld with the mouse.

S RMACSE A

To the right of that are icons for the currently aetiwindows. Thesize &pands and
contracts depending on the number ofedént kinds of windw active. If you select one

of these icons with the left mousetton, it will iconify or deiconify (minimize" or
“maximize") the window. If you hare multiple xterms ective, you will only hare ;e

icon. Inthis case, if you select the icon, you will get another pop-up selection menu to
allow you to choose the speci®c wingo

The right part of the panel contains a further three ®elds:

- ‘J"l ;’:H::ﬂ::!ﬁ: .

(30103
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The ®rst one shes a stylized padlock (for locking the session when youeldae

machine; unlock by entering your passd) and a stylized b6witch, for logging out
of the session.

The net section shars a stylized pwer connectqrwhich displays the current per
status of the machine, and a clipboard.

The right side shaes a digital clock.

Probably the most useful part of this section of the panel isergtalvious: the right-
pointing arrev allows you to remee the panel if you ®nd i in the way. The entire
panel is replaced by a single left-pointing ara the extreme right of the display

Using the mouse

By default, kde only uses the left and the right mousgtbns. Ingeneral, the leftdtton
is used to select a particulartton, and the rightuiton is used for an auxiliary menu.

Manipulating windo ws

You'll notice that each windw has a frame around it with a number of featurls X
terminology they're calleddecomtions Speci®cally:

Theres atitle bar with the name of the prograntf you select the bar itself, you raise
the windav above dl others. If you hold davn the lutton on the title baryou can
move the windav.

At the left of the title bar there is an X logtf.you select this logo, you get a menu
of window operations.

At the right of the title barthere are threeuftons that you can selecthe left one
iconi®es the windw, the middle onemaximizesghe windav, making it tale up the
entire screen, and the one on the right kills the applicatfoiine windaw is dready
maximized, the middleuiton restores it to its prmus size.

You can select ancorner of the windw, or any o the other edges, to change the size
of the windav.

The fvwm2 windo w manager

If you come from a carentional PC background, you shoultiiave much dif®culty
with KDE. It's a elatively complete, intgrated emironment. Butit isn't really UNIX.
If you come from a UNIX evironment, you may ®nd it too all-encompassingu may
also ®nd that there are signi®cant delays when you stargpglications.

UNIX has a ery different approach to winees. Thereis no desktop, just a windo
manager It takes up less disk space, less processor time, and less screen reaBgstate.
default, XFree86 comes with thevm window manageybut thats really a little primitive.

With modern machines, thesa'o reason to choose such a basic wimdonanager You
may, howeve, ®nd thatfvwm2is more your style than KDE.
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Starting fvwm?2

Like KDE, you install fvwm2 from the Ports Collectionlt's not designed to wark
completely correctly out of the box, though it doesrkv Aswith KDE, the ®rst thing
you need to do is to create.ssessionor .xinitrc ®le, depending on whether yoe'
runningxdm It must contain at least the line:

fwm2

Start X the same ay you did for KDE. This time you see, after starting the same
applications as before:

[E F [ emacs@andante.example.org
Wiklaus Uirth has lanented that, uhereas Eu
|correctly (Ni-klows Virt), Anericans invariably mangle it into

(Mick-les lorth], Which is to say that Europsans call hin by nams, but y " y
[mericans call hin by valus @ x OF 5 o WGP

== grogBandante (fdev/trups) * 1 =5 1

File Edit Options Buffers Tools Help

| GNL Emacs iz ane component of the G operating system.
“¥ou £an o basic editing with the menu bar and serol bar using the mouse.

Useful File menu items:
Exit Emacs (O type Control follawsdt by Control-c)
| Recaver Session Recaver files you were editing before a crash

The FreeBSD Project - Galeon
File Edit ¥iew Tab Setfings Go Bookmarks Tools Help

o =
<4 ;B @ ® o < 0 [hitpsAww Tresbsd org/ /| |tz
1 il Back Fonward Reload  Home Etop

http:iiwvww reebsd.org

s- Select a server near you:
FreeBSD [ S

Language: Japanese, Spanish, Russian, Other

News enacs@andante.exanple.org
Amnouncements -
grog {Ltup3? andante:
. In the Press Frd s
| e Pré] _The FreeBSD Project — Galeon
U :
| Software Ca R |

This picture shers both similarities with and dédrences from KDE.The similarities
include:
Each windav has a frame and a titleThe eact form of the decorations is fdifent,
but the purpose is the sam&here is no“tlose application'button: for most UNIX
applications, you should get the programxib ether than killing it.

There is a task bar at the bottom right, taking up only half the width of the screen.
The currently actie window (the xterm at the left in this xample) is highlighted.

The deéult fvwm2 display also has four screens, and the task bavsstiee position
of the windavs on the task bar
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Still, there are a number of thfences as well:
Unless you hee a bp-end machine, #'mud faster in what it does.

The background (theoot window doesnt have ary pattern; its just a grg cross-
hatch.

You can mae from one screen to the other using the curaod windavs can
overlap. Inthis example, thegaleon web bravser windev goes dan to the screen
belowv, and the Emacs windo goes @er al four screens, as the display on the task
bar shavs. Wth KDE, the only vay to display the rest of these wingois to mee

the windav.

Paadoxically you can do a lot more with the mous@n the root windw, the left
mouse btton gves you a menu for startingavious programs, both locally and
remotely and also arious windev utilities. The middle hutton gives you direct
access to the wingomanipulation utilities, and the rightubbon gves a dop-dovn
list to select ay of the currently actie windows:

The menus ah@ $owv one of the problems: look at those system names on the left
submenu dopey, snoopyand friends). They don't exist on our sample netwk, and the
chance of themxésting on your netark are pretty lov as well. They're hard-coded in

the sample con®guration ®lé&sr/X11R6/etc/system.fvwro2rTo use fvwm? effectively,
you'll have o modify the con®guration ®leThe best thing to do is to mala ©py of
Jusr/X11R6/etc/system.fvwm2in your avn directory as ~/.fvwm2/.fvwm2r Then you

can hae lots of fun tweaking the ®le to doactly what you want it to do. Clearly, KDE

is easier to set up.

Changing the X displa y

When you set up youXF86Con®g ®le, you may hee gpeci®ed more than one
resolution. Br example, on page 107 we selected the additional resolution 1024x768
pixels. Whenyou start X, it automatically selects the ®rst resolution, in this case
640x480. Yu can change to the preus resolution (the one to the left in the list) by
pressing theCtrl -Alt -Keypad - key, and to the folleving resolution (the one to the right

in the list) withCtrl -Alt-Keypad +. Keypad +andKeypad -refer to thet and- symbols

on the numeric &ypad at the right of theegboard; you cart'use thet and- symbols on
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the main leyboard for this purposeThe lists wrap around: in ouxample, if your
current resolution is 640x480, and you pr€sd -Alt-Keypad -, the display changes to
1024x768. It a \ery good idea todep the defult resolution at 640x480 until youvsa
delhugged youiXF86Con®gparameters: 640x480 almostvals works, so if your display
is messed up, you can just switch back to askngood display with a singlesistroke.

Selecting pix el depth

You can con®gure most display boards to display a number fafrelift pidel depths (a
different number of bits per ¥ which translates to a tfent number of colours).
When you start X, hoever, it defaults to 8 bits per pel (256 colours), which is aewy
poor rendition. To dart it with a diferent numberspecify the number of planeg-or
example, to start with 32 bits per pix4,294,967,296 colours), enter:

$ statx- - - bpp32

With older display boards, which had relaly limited display memorythere vas a
tradeof between maximum resolution and maximumepidepth. Modern display cards
no longer hae tis limitation. We'l | ook at this issue in more detail on page 522.

Getting a shell

As we sa at the bginning of the chapteyour main tools are the shell and the edlitor
and that what we sa on the sample screen®ut when you start X, tlyére not there:
you need to start them.

In KDE, you hae two ways to start a terminal wingo

You can select the icon stwing a monitor with a shell in front of it, third from the
left at the bottom of thexample abwe. This starts théonsole terminal emulator

You can start anxterm by pressingAlt-F2. You see a winde like the one in the
centre left of Figure 7-1, enter thxteterm (as shan) and pres®un or theEnter
key.
Obviously the ®rst is the intended approach, argleét'sier Nevetheless, | recommend
using xterm at least until youe sure you ant to stick withkde there are some subtle
differences, andkonsole is intended to wrk with kde only. If you do stick with KDE,

you should change the con®guration of Kuasole button to startxterm instead; thag
relatively straightforvard.

In fvwm2 you start arxterm from the left mouse menu, as shabwe.
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Shell basics

The most basic thing you can do with the shell is to start a progtamsider program
names to be commands:dikou might ask somebody tawash the dishesdr “mow the
lawn," y ou can tell the shell toremove those ®les:

$ mfilel file2 file3

This starts a program calledn (remove), and gves it a list of three ®le names to
remove.

If you're remwing a whole lot of ®les, this could taka while. Consideremoving the
entire directory hierargh/usr/obj which is created whenuilding a nev version of the
system (see page 595)This directory hierarch contains about 15,000 ®les and
directories, and if take a while to reme@e it. You can do this with the folaing
command:

# m-rf Jusrfobj &

In this xkample, we hee a ouple of options led in by ayphen {) and also the character
& at the end of the line.

The r option tells rm to recursively descend into subdirectoriedf you didn't
specify this, it vould remwee dl ®les in the directory/usr/obj and then i,
complaining that it cat'delete directories.

Thef (force) option tellsrm to continue on error; otherwise ifyghing goes wrong,
it will stop.

The& character at the end of the line tells the shell (mjtto continue after starting
the program.It can run for some time, and thexeb need to vait for it.

Options

In the preious xample, we sa a couple of options.By corvention, they come between
the command name and other parameters, agtf¢hdenti®ed because thetart with a
hyphen character-§. Theres a bt of variation, though, depending on the iidual
program.

Sometimes, as in the pieus &xample, options consist of a single letter and can
often be joined together

Some programs, liktar and ps don't insist on the yphen lead-in.In Chapter 8,
we'll see the command:

# pswaux
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This command could equally well be written:

# ps-waux

You may also come across programs that refuse to accepggherhat all.

Sometimes options canvevalues. Br example, in Chapter 23 wlesee:

# tcpdump -i ppp0 host hub.freebsd.org

Here,ppp0 is an agument to theé option. Insome cases, it must be written with a
space; in others, it must be written without a space; and in othairs, #gcan be
written either vay. Pay attention to this detail when reading man pages.

In other cases, tgecan be lkeywords, in which case tgeneed to be written
separately The GNU project is particularly fond of this kind of optidRor example,
when luilding the system you may see compilesocations lile these:

cc -O -pipe -Dinline=mpcgen_inline -Wall -Wno-format-y2k -Wno-uninitialized \
-D__FBSDID=__RCSID -c /ust/src/usr.binfrpcgen/ipc_main.c

With the eception of the last parametell of these t&ts are options, as thejhen
suggests.

Options are speci®c to particular commands, though oftemadecommands attempt
to use the same letters to mean the same sort of thyqgcal ones arg for verbose
output,q for quiet output (i.e. less than normal).

Sometimes you can run into problems when you supply a parameter that leaks lik
option. For example, hav do you remae a ®e called-rf? There are a number of
solutions for this problemin this example, you could write:

$ m Hf
This is an alternate ®le naming cowention that well look at agin on page 126.

Shell parameter s

When you inoke a pogram with the shell, it ®rgtarsesthe input line before passing it
to the program: it turns the line into a number of parameters (caiyemnentsn the C
programming languageNormally the parameters are separatedvhite spaceether a
space or a tab charactdfor example, consider the prieus xample:

$ mfilel file2 file3

the program recegs four aguments, numbered 0 to 3:
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Table 7-1: Program aguments

Argument | \alue

0 m

1 | flel
2 | file2
3 | file3

What happens if you ant to pass a name with a spad&® example, you might ant to
look for the tet ~Mail rejected "in alog ®le. UNIX has a standard program for
looking for text, calledgrep. The syntax is:

grep  expression files

Argument 1 is thexpression; all additional guments are the names of ®les to search.
We oould write:

$ grep Mail rejected Avarflog/imaillog

but that would try to look for the tet Mail in the ®lesrejected(probably causing an error
message that the ®le did notist) and /var/log/maillog (where just aboutvery line
contains the t¢ Mail ). That's not what we vant. Insteadwe do pretty much what |
wrote aboe:

$ grep "Mail rejected" varflog/maillog

In other words, if we put quote charactéfs around a group of ards, the shell will
interpret them as a single paramet&he ®rst parameter that is passedjtep is Malil
rejected , not "Mail rejected”

This behaiour of the shell is aary good reason not to use ®le names with spaces in
them. Its perfectly legitimate to embed spaces into UNIX ®le namas, ibs a @in to

use. If you want to create a ®le name that containgese words, for gample

All ®les updated since last weekconsider changing the spaces to underscores:
All_®les_updated_since_last week

It's even more interesting to see what happens when you pass a globbing character to a
program, for gample:

$ cc-ofoo*c

This invocation compiles all C source ®le'sq) and creates a prografoo. If you do this

with Microsoft, the C compiler gets four parameters, and it has to ®nd the C source ®les
itself. In UNIX, the shell &pands the t& *.c and replaces it with the names of the
source ®les.If there are thirty source ®les in the directoitywill pass a total of 33
parameters to the compiler
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Fields that can contain spaces

The solution to the Mail rejected’ problem isnt ideal, lut it works well enough as long
as you dort'haveto handle ®elds with blanks in them too oftdn.mary cases, though,
particularly in con®guration ®les, ®elds with blanks are redliticommon. As a result, a
number of system con®guration ®les use a colgnaé a celimiter. This looks ery
confusing at ®rst, Wt it turns out not to be as bad as the alteresiti We'll see some
examples in the®PATHervironment \ariable on page 130, in the passd/ ®le on page
144, and in the login class ®le on page 570.

Files and ®le names

Both UNIX and Microsoft emronments store disk data @les, which in turn are placed

in directories A ®le may be a directory: that is, it may contain other ®léhe
differences between UNIX and Microsoft start wile names Traditional Microsoft ®le
names are rigid: a ®le name consists of eight characters, possiblyefllny a period
and another three characters (the so-ca®éxl name gtensiorn). Thereare signi®cant
restrictions on which characters may be used to form a ®le nhame, and uppewvand lo
case letters @ the same meaning (internaliicrosoft cowerts the names to UPPER
CASE). Directorymembers are selected with a backslaghahich con’icts with other
meanings in the C programming languagebsee page 138 for more details.

FreeBSD has aery «ible method of naming ®lesFile names can contain yan
character xcept/ , and the/ can be up to 255 characters longhey are case-sensitive

the name$0OO, Foo andfoo are three dferent names.This may seem silly at ®rstub

ary dternatve means that the names must be associated with a speci®c character set.
How do you upshift the German namengleidméali® What if the same characters
appear in a Russian namé&d they still shift the same?The eception is because tliie
character represents directorié3x example, the naméhome/fed/longtet-with-a-long-
namerepresents:

1. Firstcharacter is &, representing theoot ®le system

2. homeis the name of a directory in the root ®le system.
3. fredis the name of a directory ithome
4

Thename suggests thaingtext-with-a-long-nameis probably a ®le, not a directory
though you can'tell from the name.

As a result, you cah'use/ in a ®le name. In addition, binary Os (the ASGIUL
character) can confuse a lot of prograrttss dmost impossible to get a binary 0 into a
®le name apway: that character is used to represent the end of a string in the C
programming language, andsitif®cult to input it from the &yboard.

Case sensitity no longer seems as strange as it once did: welysers hae made
UNIX ®le names more popular witbniform Resowe Indicatos or URIs which are
derived from UNIX names.
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File names and e xtensions

The Microsoft naming camention (name, period andiension) seems similar to that of
UNIX. UNIX also usesxensions to represent speci®c kinds of ®lgébe diference is
that these xdensions (and their lengths) are implemented byetion, not by the ®le
system. InMicrosoft, the period between the nhame and ttteresion is a typographical
feature that only»asts at the display \&l: it's not part of the nameln UNIX, the period
is part of the name, and nameseliwo.barbazzotare perfectly alid ®le names.The
system doeshassign ag particular meaning to ®le nameatensions; instead, it looks for
magic numbes, speci®c \alues in speci®c places in the ®le.

Relative paths

Every directory contains twdirectory entries, and.. (one and tw periods). Thesare
relative directory entries. is an alternatie way to refer to the current directognd ..
refers to the parent directorfror example, in/home/fed, . refers to/home/fed and ..
refers to/home The root directory doesnhavea parent directoryso in this directory
only, .. refers to the same director\We'll see a number of cases where this is useful.

Globbing ¢ haracter s

Most systems he a nethod of representing groups of ®le names and other names,
usually by using special characters for representing an abstractienmost common in
UNIX are the characters, ? and the square bragts[] . UNIX calls these characters
globbing daracters. The Microsoft usage comes from UNIXutbthe underlying ®le
name representation mexkfor big diferences. able 7-2 gres some examples.

Table 7-2: Globbing kamples

Name Micr osoft meaning UNIX meaning
CONFIG.* All ®les with the nameCONFIG, | All ®les whose name starts with
no matter what theingension. CONFIG, no matter what the rest
is. Notethat the name contains a
period.

CONFIGBA? | All ®les with the nameCONFIG | All ®les that start with CON-
and an gtension that starts with FIG.BA and hae ane more char
BA, no matter what the last acter in their name.

character
* Depending on the Microsofter | All ®les.
sion, all ®les without anxgéension,
or all ®les.
*x All ®les with an etension. All ®les that hae a period in the

middle of their name.

1. Interestingly the Microsoft ®le systems alsoveatis feature.
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foo[127] In older \ersions, imalid. In nev- | The three ®lesfool, foo2 and
er \ersions with long ®le name foo7.
support, the ®le with the name
foo[127].

Input and output

Most programs either read input data or write output datamake it easier the shell
usually starts programs with at least three open ®les:

Standad input, often abbrgiated tostdin is the ®le that most programs read to get
input data.

Standad output, or stdout is the normal place for programs to write output data.

Standad error output or stderr, is a ®parate ®le for programs to write error
messages.

With an interactie shell (one that wrks on a terminal screen, dikve're seeing here), all
three ®les are the samevim, in this case the terminal yo&i'working on.

Why two autput ®les? Well, you may be collecting something important.eli kackup
of all the ®les on your systenif something goes wrong, youant to knev about it, hut
you dont want to mess up the backup with the message.

Redirecting input and output

But of course, een if you're running an interasté shell, you dont want to back up your
system to the screerYou need to changstdoutto be a ®le.Many programs can do this
themseles; for @ample, you might maka kackup of your home directory kkhis:

$ tar -cf Martmp/backup ~

This creates (option) a ®le (optionf) called /var/tmp/ba&up and includes all the ®les
in your home directoryy. Any error messages still appear on the terminalstderr
hasnt been changed.

This syntax is speci®c ttar. The shell preides a more general syntax for redirecting
input and output streamgzor example, if you vant to create a list of the ®les in your
current directoryyou might enter:

$ Is-
drawxr-xr-x 2 root wheel 512 Dec 20 14:36 CVS
WH- 1 root wheel 7928 Oct 23 12:01 Makefile
-W-—— 5 root wheel 209 Jul 26 07:11 amd.map
-IW-T-— 5 root wheel 1163 Jan 31 2002 apmd.conf
WH-- 5 root wheel 271Jan 31 2002 auth.conf
AW-r-r—- 1 root wheel 741 Feb 19 2001 crontab
-IW-T-— 5 root wheel 108 Jan 31 2002 csh.cshrc
-W-r—r— 5 root wheel 482 Jan 31 2002 csh.login

(etc)
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You can redirect this output to a ®le with the command:

$ Is > Nartmpletclist

This puts the list in the ®lévar/tmp/etclist The symbob tells the shell to redirestdout
to the ®le whose name folls. Similarly you could use the to redirectstdin to that
®le, for exkample when usingrep to look for speci®c tets in the ®le:

$ grep csh < Marfmpletclist

-Wr-r— 5 root wheel 108 Jan 31 2002 csh.cshrc
-W-r—r— 5 root wheel 482 Jan 31 2002 csh.login
-W-r—r— 5 grog lemis 110Jan 31 2002 csh.logout

In fact, though, thers'a letter way to do that: what weg doing here is feeding the
output of a program into the input of another prograrhat happens so often that there'
a pecial method of doing it, callgapes

$ Is-I|grepcsh
-W-r—-r— 5 root wheel 108 Jan 31 2002 csh.cshrc
W-—1— 5 root wheel 482 Jan 31 2002 csh.login
-W-I-— 5 grog lemis 110Jan 31 2002 csh.logout

The| symbol causes the shell to starbtgrograms. The®rst has a special ®le,mpe as
the output, and the second has the same pipe as iNpthing gets written to disk, and
the result is muchekter

A typical use of pipes are to handle quantities of output datacess of a screenful.
You can pipe to théess program, which enables you to page baaidhvand fonard:

$ Isd|less

Another use is to sort arbitrary data:

$ psaux|sort-n+1

This command tads the output of th@s command and sorts it by the numerical )(
vaue of itssecondcolumn ¢1). The®rst column is numbered ONeT | look atps on
page 148.

Environment v ariables

The UNIX programming model includes a concept caledronment variables This
rather unusual sounding name is simply a handy method of passingehelatig-lived
information of a general nature from one program to anotitereasier to demonstrate
the use than to describ@able 7-3 talkes a look at some typical\eronment \ariables.
To st ervironment \ariables from Bourne-style shells, enter:

1. Why les® COriginally there vas a program callechore, but it isn't as powerful. lessis a nev program with
additional features, which pres beyond doubt thatessis more.
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$ export TERM=xterm

This sets the alue of theTERMvariable toxterm . The word export tells the shell to
pass this information to gprogram it starts.Once its exported, it stays»gorted. Ifthe
variable isnt exported, only the shell can use it.

Alternatively, if you want to set theariable only once when running a program, and then
forget it, you can set it at thedianing of a command line:

$ TERM=xterm-color muit

This starts thenutt mail reader (see page 474) witernis colour features enabled.

For csh andtcsh set ewironment \ariables with:

% setenv TERM xterm

To dart a process with thesanables, enter:

% env xterm-color mutt

Table 7-3: Common emironment \ariables

Name Pumose

BLOCKSIZE | The size of blocks that programsdikif count. Thedefault is 512 bytes,
but it's dten more cowmenient to use 1024 oven 1048576 (1 MB).

DISPLAY When running X, the name of the X servFor a local system, this is
typically unixO . For remote systems, $tin the form

system-name :server-number  .screen-number . For the systembum-
ble.exampleorg, you would probably writdoumble.example.org:0

EDITOR The name of youravaurite editor Various programs that start editors
look at this variable to knav which editor to start.

HOME The name of your home directory

LANG The locale that you use.This should be the name of a directory in
l/usr/shae/locale

MAIL Some programs use thianable to ®nd your incoming mail ®le.

MANPATH | Alist of path names, separated by colonsthat speci®es where thean
program should look for man pagesA typical string might be
fust/share/man:/usr/local/man , and speci®es that there are man
pages in each of the directoriesr/shae/manand/usr/local/man

NTAPE The name of the nonawénding tape deice. Seepage 252 for more
details.
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Name Pumpose

PATH A list of path names, separated by colonsthat speci®es where the shell
should look for gecutable programs if you specify just the program name.

PS1 In Bourne-style shells, this is the prompt strings wsually set tdb, but
can be changedSee page 114 for a discussion of a possible prompt for
bash

PS2 In Bourne-style shells, this is the prompt string for continuation lifies.
usually set te.

SHELL The name of the shelSome programs use this for starting a shell.

TAPE The name of the véinding tape deice. Seeage 252 for more details.

TERM The type of terminal emulation you are usinBhis is \ery important:
there is no other ay for an application to kmowhat the terminal is, and
if you set it to the wrong alue, full-screen programs will bela
incorrectly

TZ Time zone.This is the name of a ®le itusr/shae/zoneinfothat describes

the local time zoneSee the section on time&ping on page 155 for more
details.

Note particularly thé®’ATHvariable. Oneof the most popular questions in theeBSD-

questions

mailing list is | have owmpiled a program, and | can see it in my diregtory

but when 1 try to run it, | get the messageommand not found ." This is usually
becaus®ATHdoes not include the current directory

It's good practicenot to have your current directory or your home directory in B#TH if you do,

you can be subject to security compromisésr example, somebody could install a program
called ps in the directory/var/tmp Despite the name, the program might do something else, for
example remue dl ®les in your home directorylf you change directory tévar/tmp and runps,

you will remove dl ®les in your home directoryObviously much more subtle compromises are

possible.

Instead, run the program &khis:

$ Jprogram

You should set youPATHvariable to point to the most commoRreeutable directories.
Add something lile this to your.pro®le ®le (for Bourne-style shells):

PATH=/usr/in:/usrflocalbin:/ust/sbin:/bin:/sbin:ust/X11R6/in

export PATH

This variable is of great importance: one of the leading problems thatriees hee is to
have an incorrectPATHvariable.
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Printing out en vironment v ariab les

So you cart start a program, and yae wondering whether youPATH ervironment
variable is set correctlyYou can ®nd out with thecho command:

$ echo $PATH
oin:/usr/bin

The$ at the bginning of $PATHtells the shell to substitute thalue of the evironment
variable for its name.Without this, the shell has noaw of knaving that its an
ervironment \ariable, so it passes thet®ATHto echo, which just prints it out.

If you want to print out all the efronment \ariables, use thprinterv command:

$ printenv | sort

BLOCKSIZE=1048576
CLASSPATH=/usr/localjavallib:/usrlocaljavalib/classes.zip:homelgrog/netscape/
CVSROOT=/home/ncvs

DISPLAY=freebie:0

EDITOR=emacs

HOME=/home/grog

PAGER=less
PATH=.:/usr/bin:/usr/shin:/bin:/sbin:/usr/X11R6/bin:/usr/localbin:/ustlocal/sbin
XAUTHORITY=/home/grog/.Xauthority

This example sorts theariables to mak it easier to ®nd themln all probability you'll
®nd mary more \ariables.

Command line editing

Typing is a pain.If you're arything like me, youte continually making mistas, and
you may spend more time correcting typing errors than doing the typing in the ®rst place.
It's particularly frustrating when you enter somethinglik

$ groff -rex=7.5 -1$$ -rL -rW -N2 -mpic tmac.M unixerfmm
troff: fatal error: can't open “unixerf.mm': No such file or directory

This commandshould create the PostScripeksion of this chaptebut unfortunately |
messed up the name of the chapter: it shoulk Hazen unixrefmm and | typed
unixerfmm

Yes, | knaw this looks terrible.In fact, UNIX has ways to ensure you almostvee need to write
commands lik this. Thecommand | really use to format this chapterrisake unixref

It would be particularly frustrating if | had to type the whole command @&nagJUNIX
offers a number of ays to mak life easier The most obious one is so atious that you
tend to tak it for granted: th&ackspacekey erases the last character you enterdail,
most of the time.What if youtre running on a machine withoutBackspacekey? You
won't havethat problem with a PC, of coursaytta lot of workstations hae aDEL key
instead of aBackspacekey. UNIX lets you specify whatdy 0 use to erase the last
character enteredBy default, the erase character reallyD&L, but the shell startup
changes it and prints out a message saying what it has done:
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erase AH, kil AU, intr AC, status AT

in the xample on page 113'H (Ctrl-H ) is an dternatve representation foBackspace

The three other functiondll , intr , and status  perform similar editing functions.
kil erases the whole line, amit  stops a running program.

More correctly intr  sends asignal called SIGINT to the process.This normally causes a
program to stop.
You'll notice that it is set t€trl-C , so its function is ery similar to that of the MS-DOS

Break key. status is an oddball function: it doegnthange the input, it just displays a
statistics messagebashdoesnt in fact use it: it has a better use €irl-T .

In fact, these control characters are justvadta large number of control characters that
you can set.Table 7-4 gves an overview of the more common control characteFor a
complete list, see the man pagiy (1)

Table 7-4: Terminal control characters

Name Default | Function

CR \r Go to bginning of line. Normally, this also terminates input (in
other words, it returns the complete line to the program, which
then acts on the input).

NL \n End line. Normally, this also terminates input.

INTR Ccul-C Generate &IGINT signal. Thisnormally causes the process to
terminate.

QuUIT CtrH Generate ®IGQUIT signal. Thisnormally causes the process to

terminate andore dump to savea opy of its memory to disk for
later analysis.

ERASE DEL Erase last characteFreeBSD sets this tBackspaceon login, lut
under some unusual circumstances you might ®nd it still set to
DEL.

KILL cul-u Erase current input line.

EOF Cul-D Return end-of-®le indication.Most programs stop when the

receve an EOF

STOP cul-S Stop output. Use this to amine tat that is scrolling dster than
you can read.

START culQ Resume output after stop.

SUSP c-Z Suspend processThis key generates &SIGTSTP signal when
typed. Thisnormally causes a program to be suspendéal.
restart, use thég command.
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Name Default | Function

DSUSP Ctrl-y Delayed suspendGenerate &IGTSTP signal when the character
is read. Otherwise, this is the same Sl4SP

REPRINT | C-R Redisplay all characters in the input queue (in otherds;
characters that ke been input bt not yet read by anprocess).
The term "print" recalls the days of hargoferminals. Mag
shells disable this function.

DISCARD | Ct-O Discard all terminal output until anothddISCARD character
arrives, more input is typed or the program clears the condition.

To =t these characters, use 8tgy program. Br example, if youte used to erasing the
complete input line witlCtrl-X , and specifying an end-of-®le condition wi€trl-Z , you
could enter:

$ stty susp\377 kil *X eof "Z

You need to seSUSPto something else ®rst, because byadéfit is CitZ , <o the
system wouldn't know which function to perform if you preg&Z.

The combination\377 represents the character octal 377 (this notation comes from the C
programming language, and its origin is lost in the mists of time, back in the days when UNIX ran
on PDP-11s).This character is thenull" character that turns the corresponding function.
System V uses the charact@rfor the same purpose.

In this particular caséiX really does mean the characefollowed by the letteX, and
not Ctrl-X , the single character created by holdingvdothe Control character and
pressingX at the same time.

Command histor y and other editing functions

Nowadays, most shells supply@mmand historyunction and additional functionality
for editing it. We'l | take a brief look at these features herebfor more details, see the man
pages for your shell.

Shell command line editing has been through a numbewrafiteonary phases.The
original Bourne shell supplied no command line editing at all, though é¢ngion
supplied with FreeBSD gés you maty of the editing features of more modern shells.
Still, it's wnlikely that youll want to use the Bourne shell as your shiefish ksh and
zsh are all compatible with the Bourne shelltlthey also supply better command line
editing.

The net phase of command line editingass introduced with the C sheltsh By
modern standards, stdso rather pitiful. It's described in thesh man page if you really
want to knav. About the only part that is still useful is the ability to repeat &ique
command with thel! construct. Modernshells supply command line editing that
resembles the editoxs or Emacs In bash sh ksh and zshyou can mak the choice by
entering:
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$ set-oemacs
$ set-ovi

for Emacs-style editing
for vi-style editing

In tcsh the corresponding commands are:

% bind emacs
% bind vi

Normally you put one of these commands in your startup ®le.

In Emacsmode, you enter the commands simply by typing themirinvi mode, you
have o pressESC ®rst. Table 7-5 shas an @erview of the more typical Emacs-style
commands irbash Mary other shells supply similar editing support.

As the name suggests, tBenacseditor understands the same editing characté@dso
understands mgnmore commands than are sWo here. In addition, mag X-based
commands, including web hwsers, understand some of these characters.

Table 7-5: Emacs editing characters

Key Function

Ctrl-A Move o the bginning of the line.

LeftArr ow Move 1 previous character on line.

Ctrl-B Move b previous character on line (alternad).

Ctrl-D Delete the character under the cursBe careful with this character:
it's dso the shelk end-of-®le characterso if you enter it on an empty
line, it stops your shell and logs you out.

Ctrl-E Move b the end of the line.

RightArr ow Move b next character on line.

Ctrl-F Move © next character on line (alternag).

Ctrl-K Erase the rest of the linélhe contents are wad to aring buffer of
erased tet and can be restored, possibly elsere, withCtrl-Y .

Ctrl-L Erase screen contents (shell) or redvandow (Emacs.

DownArr ow Move b next input line.

Ctrl-N Move b next input line (alternatie).

UpArr ow Move 1o previous input line.

Ctrl-P Move 1o previous input line (alternate).

Ctrl-R Incremental search baclkwd for tet.

Ctrl-S Incremental search foawd for text.

Ctrl-T Transpose the character under the cursor with the character before the
cursor

Ctrl-Y Insert preiously erased witlCtrl-K or Alt-D .

Ctrl-_ Undo the last command.

Alt-C Capitalize the follving word.

Alt-D Delete the follaving word.

Alt-F Move forward one verd.

Alt-L Corvert the folloving word to lover case.
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Key Function
Alt-T Transpose the ovd before the cursor with the one after it.
Alt-U Corvert the follaving word to upper case.

Ctrl-X Ctrl-S Save ®le (Emacsonly).
Ctrl-X Ctrl-C Exit the Emacseditor.

You'll note a number of alternatis to the cursor kys. Thereare two reasons for them:
®rstly, the shell andEmacsmust work on systems without amokeys on the keyboard.
The second reason is not immediatelyiobs: if youte a touch-typeiit's easier to type
Ctrl-P than tale your hands way from the main &yboard and look for the amokey.
The arrovs are good for lggnners, It if you get used to the controéys, youll never
miss the arre keys.

File name completion

As we hae en, UNIX ®le names can be much longer than traditional Microsoft names,
and it becomes a problem to type them correclity address this problem, ner shells
provide ®le name completianin Emacsmode, you typically type in part of the name,
then press th&ab key. The shell checks which ®le nameglrewith the characters you
typed. Ifthere is only one, it puts in the missing characters for yothere are none, it
beeps (rings theterminal bell’). If there are more than one, it puts in as yrlatters as

are common to all the ®le names, and then beé&ps.example, if | hae a drectory
doccoin my home directoryl might enter:

=== grog@freebie (/devittyp4) ~ 14 ->cd doc co/

=== grog@freebie (/devi/ttyp4) ~/docco 15 -> Is

freebsdfaq freebsd.foc freeware

=== grog@freebie (/devittyp4) ~/docco 16 -> emacsf ree beesdf beemq
Remember that my input is gonstant width bold font, and the shel' autput is in

constant width font. Onthe ®rst line, | entered the charactedsioc followed by a
Tab characterand the shell completed with thexteeo/ . On the last line, | entered the
characteremacs f and aTab. In this case, the shell determined that thees wore
than one ®le name that startedelitiis, so it added the lettere and rang the belll
entered the letteb and pressedab again, and the shell added the lettedd and
beeped agin. Finally | added the letteraq to complete the ®le nanfeeebsd.faq

Command line completion i mode is similar: instead of pressifgb, you pres€ESC
twice.

Shell star tup ®les

As we sa& above, there are a lot of ays to customize your shelllt would be
incorvenient to hae b st them eery time, so all shells prdde a means to set them
automatically when you log inNearly eery shell has its wn startup ®le. Table 7-6
gives an overview.
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Table 7-6: Shell startup ®les

Shell | startup Ele
bash .po®le, then.bashc

csh ain on login, alvays .cshc
sh .po®le
tcsh Jain on login, alvays .tcshg .cshi if .tcshic not found

These ®les are shell scriptsbin othesrds, straight shell commandBigure 7-3 shas
a typical .bashc ®le to set the anronment \ariables we discussed.

umask 022
export BLOCKSIZE=1024 # fordf
export CVSROOT=/src/nevs
export EDITOR=/opthin/emacs
export MANPATH=/usr/share/man:/usr/local/man
export MOZILLA_ HOME=/ust/localinetscape
export PAGER=less
export PATH=/usr/bin:/usr/local/kin:/usr/shin:/bin:/shin:/usr/X11R6/bin
PS1="===\u@\ (tty’) \w ¥ >"
PS2="u@\h\Ww\l ++"
export SHELL=/usrflocalbin/bash
export TAPE=/devinsa0 # note non-rewinding as standard
if["STERM"=""]; then
export TERM=xterm

fi
if["$DISPLAY" =""]; then
export DISPLAY=:0

fi
Jusrigamesffortune # print a fortune cookie

Figure 7-3: Minimal .bashrc Ge

It would be tedious forvery user to put settings in their pate initialization ®les, so the
shells also read a system-widealéf ®le. For the Bourne shelldmily, it is /etc/po®le,
while the C shell dmily has three ®les/etc/csh.lgin to be eecuted on login,
letc/csh.cshr to be eecuted when a e shell is started after you log in, and
letc/csh.lgout to be &ecuted when you stop a shellhe start ®les arexecuted before
the corresponding indidual ®les.

In addition, login classes (page 570)eofanother method of setting wwonment
variables at a global \e&l.

Changing y our shell

The FreeBSD installationgsroot a C dell, csh This is the traditional BSD shellub

it has a number of disadrtages: command line editing isry primitive, and the script
language is signi®cantly dirent from that of the Bourne shell, which is the facto
standard for shell scripts: if you stay with the C shell, you may still need to understand
the Bourne shellThe latest grsion of the Bourne sheth also includes some command
line editing. See page 133 for details ofvinto enable it.
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If you want to stay with acshlike shell, you can get better command line editing with
tcsh which is also in the base systeiYou can get both better command line editing and
Bourne shell syntax withash in the Ports Collection.

If you have root access, you can usgpw to change your shell,ub theres a nore
general vay: usechsh (Chang Shell). Simplyrun the programlt starts your &vaurite
editor (as de®ned by tEDITORervironment \ariable). Heres an example before:

#Changing user database information for velte.
Shell: bin/csh

Full Name: Jack Velte

Location:

Office Phone:

Home Phone:

You can change aithing after the colonsFor example, you might change this to:

#Changing user database information for velte.
Shel:  /usrflocalbinbash

Full Name: Jack Velte

Location: On the road

Office Phone: +1-408-555-1999

Home Phone:

chsh checks and updates the paseiv®les when you s& the modi®cations andxé the
editor The ne&t time you log in, you get the weshell. chsh tries to ensure you dan’
male any mistakesbfor éample, it won't let you enter the name of a shell thattisn'
mentioned in the ®ldetc/shell®but it's a very good idea to check the shell before
logging out. You can try this withsu, which you normally use to become super user:

bumble# su velte
Password:
su-2.00$ note the ne& prompt

You might hear objections to usingash as a root shell. The agument goes something
like this: bash is installed in/usr/local/bin so it's not available if you boot into single-
user mode, where only the root ®le systemvalable. Ewen if you cop it to, say /bin,
you cant run it in single-user mode because it needs librariéssirilib.

In fact, this isrt a problem. Ifyou install the system theay | recommend in Chapter 5,
lusr ison the root ®le systemEven if it isnt, though, you don'haveto usebash in
single-user mode When you boot to single-user mode, you get a prompt asking you
which shell to start, and suggestiftgn/sh
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Diff erences fr om Micr osoft

If you're coming from a Microsoft background, there areva getchas that you might
trip over.

Slashes: bac kward and forward

| (slash) and\ (backslash) are confusingAs weve sen, UNIX used to delimit
directories. Thdackslash is called arescape kearacter. It has seeral purposes:

You can put it in front of another special character to sdgn't interpret this
character in anspecial vay" We've ®en that the shell interprets a space character

as the end of a parametdn the pre&ious xample we changellail rejected to
"Mail rejected” to stop the shell from interpreting ¥We muld also hae written:
Mail\ rejected

A more common use for thiguotingis to tell the shell to ignore the end of a lirlé.
a command line in a shell script gets too long, you migh tiksplit it up into seeral
lines; hut the shell sees the end of a line as a go-ahead to perform the con8tmd.
it from doing so by putting a backslashmediatelybefore the end of the line:

$ grep\
"Mail rejected" \
Narflog/maillog

Don't put ary spaces between theand the end of the line; otherwise the shell will
interpret the ®rst space as a parameter by itself, and then it will interpret the end of
line as the end of the command.

In the C programming language, the backslash is used to repregeat sentrol
characters. For example,\n means hew line! T his usage appears in nyaather
places as well.

Using\ as an escape character causes problemsdbave put a\ character on a
line? Theanswer: quote it.Write \ when you mean. This causes particular
problems when inteating with Microsoft: if you gie a Mcrosoft path name to a
shell, it needs the doubled backslasi@E8WINDONS

Tab character s

Weve seen that the shell treatsvhite spacé,either spaces or tab characters, as the
same. Unfortunatelysome other programs do nomake, sendmailand syslgd malke a
distinction between the twkinds of characters, and thell require tabs (not spaces) in
certain places.This is areal nuisance, because hardlyyaeditor males a distinction
between them.
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Carriage contr ol character s

In the olden days, the standard computer termirz & Eletype, a kind of computer
controlled electric typeriter. When the carriage, which contained the print head, got to
the end of a line, it required bamechanical operations to w® o the bginning of the
next line: thecarriage return control character told it to me the carriage back to the
beginning of the line, and thiae feedcharacter told it turn the platen to thehine.

Generations of computer systems emulated thisvilmimaby putting both characters at
the end of each xéline. This males it more di®cult to recognize the end of line, it uses
up more storage space, and normally it ddelsmy you much. The implementors of
UNIX decided instead to use a single charaethich it calls thenew line character For
some reason, thechose the line feed to representwnéine, though the character
generated b¥nter is a carriage returnAs we sa above, the C programming language
represents it as .

This causes problems transferring data between FreeBSD and Microsoft, and also when
printing to printers that stilbgect both characterdlell look at the ®le transfer issues
on page 260 and the printer issues on page 266.

The Emacs editor

Apart from the shell, your second most important tool iethitor, a program that creates
and changes x¢s. Another divergence of concept between UNIX and Microsoft
ernvironments is that UNIX gies you a choice of editors in just abouty#iring you do.
Microsoft products frequently try to rede®ne the wholgiremment, so if you change
mailers, you may also ti@ © change the editor you use to write maithis has a
profound efect on the vay you work. In particular the Microsoft vay males it
uninteresting to write a really good edjtbecause you canuse it all the time.

The standard BSD editor g, about which people speak with a mixture of admiration,
awe and horror vi is one of the oldest parts of BSIOt is a \ery paverful editor but
nobody wuld say that it is easy to learfihere are tw reasons to usei:

1. Ifyou're already angeriencedsi hacler, you probably wn't want to change.

2. If you do a lot of wrk on diferent UNIX systems, you can rely o being there.
It's ebout the only one on which you can rely

If, on the other hand, you ddrknow vi, and you only verk on systems whose sotive
you can control, you probably shoultlose vi. Emacsis much easier to learn, and it is
more paverful thanvi.
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.
= emacs@freehie.example.org [

File Edit Options Buffers Tools Help

CPrxOE 40 BRIE?

A

(4

GHU Emacs is one component of the GHU operating system.
You can do basic editing with the menu bar and scroll bar using the mouse.

Important Help menu items:

Emacs Tutarial Learn-by-doing tutarial for using Emacs efficiently

Emacs FAG Frequently asked questions and answers

(Man)Warranty GMU Emacs comes with ASSOLUTELY MG WARRANTY

Copying Conditions  Conditions for redistributing and changing Emacs

Ordering Manuals  How to order Emacs manuals from the Free Software Foundation@
-1

;’I This is GNU Emacs 21.2.1 (i386--freebsd, X toolkit, Xawdd scroll bars)

J— ol Emacs —— |
For information about the GMU Project and its goals, type C-h C-p,

Figure 7-4: Emacs main menu

When running under XEmacsdisplays its wn window (vi uses anxterm under these
circumstances). Aa result, if you starEmacsfrom an xterm you should use thé&
character to start it in the background:

$ emacs &

Figure 7-4 shas the resulting displayAs you can see, the ®rst thing tHamacsoffers
you is a tutorial. You should tale it. You'll also notice the menu bars at the top.
Although thg look primitve mmpared to graphics toolbars, yheffer all the
functionality of graphics-oriented menui addition, thg will tell you the leystrokes
that you can use tovnke the same functionsFigure 7-5 gies an example of theiles
menu.

There is a lot of documentation f&macs much of it on line. The completeEmacs
handbook is eilable via theinfo mode ofEmacs which is described in the tutorialf
that's ot enough, readlearning GNU Emacshy Debra Cameron, Bill Rosenblatt and
Eric Raymond.
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emacs@freebieexamplecry

Open File...
Open Directory,..
Inseft'File.,,

Cloze (current buffer)

(C—x
(L=
(C=x

Filal Edit Options Buffers Tools Help

)
d)
i)

Rt G P

t to zave, and for Lizp evaluation,
at file with C-x C-f,

= | buffer,

Wew Frame on Display...

AT A U

(C=x C-uw)
Print EyFFer
Postgcript Print Buffer
Postscript Print Buffer (B+)
SR e e e f
Split Window (C=x2)
New Frame (C-x & 2)

(C-x

Ezit Emacs
rf.
==3== w=scratche fLizp Interaction)——L5—All

Faor information about the GMU Project and its goals, type C-h C-p,

Figure 7-5: Emacs ®les menu

Stopping the system

To qop X, press thedy combinationCtrl -Alt-Backspace which is deliberately chosen

to resemble thedy combinationCtrl -Alt-Deleteused to reboot the machin€trl -Alt -
Backspacestops X and returns you to the virtual terminal in which you startdélybu
run fromxdm it redisplays a login screen.

To dop the system, use tlehutdownprogram. © do S0, you need to be a member of

groupoperator

By default, KDE uses théalt program. Onlyoot can use this program, so you should

recon®gure KDE to usshutdown After this, you can shut do from KDE with the
keystroke combinationCtrl-Alt-P ageDavn.
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support
PC Card devices
Emulating other
systems
Emulating Linux
Emulating SCO UNIX

Emulating Microsoft Taklng COntr OI

Windows

In Chapter 7 we sathe basics of wrking with FreeBSD.In this part of the book, wk'
look at some more system-speci®c issuBsis chapter discusses the feliog topics:

UNIX is a multi-user operating systenWe've already skimmed\er creating user
accounts, bt on page 144 wk'look at it in more detail.

Not all users are created equ#h particular the system administration loginot
has paver over al other users.We'll look atroot on page 146.

UNIX implements multi-tasking via a mechanism call@dcesses We'll look at
them on page 148.

Timekeeping is gtremely important in a nevking system.If your system has the
wrong time, it can cause all sorts of strandeat§. Onpage 155 wdl' look at hav to
ensure that your system is running the correct time.

A number of gents are of interest indeping a machine running smoothlyhe
system can help byeleping track of what happen@ne mechanism for this isg
®les, ®les that contain information about what has happened on the madti@ié.
look at them on page 157.

On page 159, w#'look at hav FreeBSD handles systems with more than one
processar This is also calleymmetrical Multi-Pocessoror SMP support.

Nearly every modern laptop has as speciaklfor plugin cardslt used to be called
PCMCIA an acrorym for the rather unlié&y namePersonal Computer Memory Cdr
International Association Nowadays its called PC Cad. It was later upgraded to a
32 bit lus calledCardBus We'll look at hav FreeBSD supports PC Card and
CardBus on page 159.
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Starting on page 162, wklook at FreeBSDs support for emulating other operating
systems.

Other aspects of FreeBSD are steasie that well dedicate separate chapters to
them. We'll look at them in Chapters 9 to 15.

Starting and stopping the system is straightéody kut there are a surprising number
of options. Mary of them are related to netrking, so Chapter 29 is located after the
networking section.

Users and gr oups

We've already lookd at users in Chapter T this chapterwe'll take a deeper look.

In traditional UNIX, information about usersa® lept in the ®le/etc/passwd As the
name suggests, it included the pamsl8, which were stored in encrypted forsny

user could read this ®leubthe encryption as strong enough that itasnt practical to
decrypt the passwds. Navadays processors are mu@ster and it's too easy to crack a
passvord. Asa result, FreeBSD deps the real information in a ®le calléetc/mas-
terpasswd and for performance reasons it also @kt aailable in database form in
/etc/pwd.dband/etc/spwd.db None of these ®le are useradable./etc/passwdemains

for compatibility reasons: some third-party programs access it directly to get information
about the evironment in which thgare running.

Choosing a user name

So what user name do you choodéSer names are usually related to your real name and
can be up to eight characters longiike ®e names, thgre case-sensite. By
corvention, theg are in all lover case, en when thg represent real namedlypical
ways to form a user name are:

First name.In my personal case, thisowld begreg .
Last namel¢hey ).

First name and initial of last namgrégl ).

Initial of ®rst name, and last namgiehey ).

Initials (gp! ).

Nickname (for gample grog ).

| choose the last possibilitgs we will see in the follaving discussion.
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Adding user s

Welve already seen hoto use sysinstallto create a usert's ot the only vay. There
are at least tavother methodsOne is the prograradduser

# adduser
Use option ~-verbose" if you want see more wamings & questions
or try to repair bugs.

Enter usemame [a-z0-9]: yana

Enter full name [J: Yana Lehey

Enter shell bash csh date no sh [bash]: accept the default
Uid [1000]: accept the default
Enter login class: default [J: accept the default
Login group yana [yana): home

Login group is “home". Invite yana into other groups: no

[no]:  wheel to be able to use su
Enter password [J: no edo

Enter password again [I: no eto

Name: yana

Password: **+*

Fullname: Yana Lehey

Uid: 1000

Gid: 1001  (home)

Class:

Groups: home  wheel

HOME: /homelyana

Shell:  /binbash

OK? (yIn) [yl: accept the default
Added user “yana"

Add another user? (y/n) [y]: n

An alternatve way of adding or remang users is with th@ipw program. Thigs a more
typical UNIX-hackish approachuipw starts your dvaurite editor and alls you to edit
the contents of the ®letc/mastepasswd After you hae @nished, it checks the contents
and reliilds the passerd databaseFigure 8-1 shas an &ample.

= emacs@freshieexample.crg =

File Edit Options Buffers Tools Help

OCw X2 AE s AU REGHE ?

3 newsi¥;B818:10;0:News Subsystem:s:/sbin/nologin
© mani*:3:9 ister Man Pagesi/usr/share/mani/sbin/nologin
Secure Shell DaemoniAvarsemptyi/sbinfnologin
tSendmail Submizsion User:iduar/zpool/clientmgueue:s/sbindnologin
0:035endmail Default User:dvar/spool/mqueue:/sbin/nologin
iBind Sandboxis:/sbindnologin
O:UUCP pzeudo—user:varsspool/uwicppublictfusr/libexec/uucp/uucico
0:¥-10 daemons usr/localsxtens/sbin/nologin
Post Office Owner:/nonexistenti/zhinfnologin
1%180:802 10:0¢lor1d Wide Web Owner:/nonexistent:/sbindnologin

nobody:#: 65534 :65034 5 1050t Unprivileged user:/nonexistent:/sbin/nologin

i ane 1 $1$calli Thj Y HEA5VPAETYNRS i oY sYnaull/ 11001110013 10101 User &1/ home/dianes Ausr/local /bin/bash

grogi $1%crHR1VuBWERBACFSZLAZN0EL Yqn, 0110041 1000 root 030t Greg 'grogoy’ Lehey,Echunga SA,+61-8-8388-8286,+61-8-8385-820 @
&0 homedgrog: Ausr/local /bindbash

yvonne: $1$BaTro0f BfyZpEkOpCAnROfcd Tei tek/ 1 1005110013 002 Yvonne Lehey, Echunga, +61-8-8388-82501 home/ywonnet usr/local /@
Sbin/bash

mailnull #1268

£
Jo=3#% pw YFTOTD {Furidamental Serveri—-L23-Rot Il
Auto-zaving, . .done

Figure 81: vipw display
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You might be wondering wly would you &er want to do things this &y, and you might
®nd it funry that most gperienced UNIX administrators prefer ithe reason is that you
get more of anerview than with a peephole approach that graphicalrenments gre
you, hut of course you need to understand the format bdtterless confusing once you
know that each line represents a single utet the lines are dided into®elds (which
may be empty), and that each ®eld is separated from #icopea colon (). Table 8-1
describes the ®elds you see on the line on which the cursor is positidoedan read
more about the format détc/mastepasswdin the man pagpasswd(5)

Table 8-1:/etc/mastepasswd format

Field Meaning

yvonne User name.

(gibberish) Encrypted passerd. Whenadding a ne user, leare this ®eld empty
and add it later with thpasswdprogram.

1005 User number

1001 Group number

(empty) Login class, which describes a number of parameters for the user
We'll ook at it in Chapter 29, on page 57Dhis ®eld is not included
in /etc/passwd

0 Password change timelf non-0, it is the time in seconds after which
the passwrd must be changedThis ®eld is not included in
letc/passwd

0 Account &piration time. If non-0, it is the time in seconds after which
the user gpires. This®eld is not included iretc/passwd

Yvonne Lehey The so-calledyecos ®eld, which describes the usefhis ®eld is used
by a number of programs, in particular mail readersxti@et the real
name of the user

/homefyvonne The name of the home directory

linbash The shell to be started when the user logs in.

The super user

FreeBSD has a number of yiteged users for arious administration functionsSome

are just present to be theviers of particular ®les, while others, suchdasmon and
uucp , exist to run particular programgOne user stands aldl others, havever: root

may do just about gthing. Thekernel givesroot special piwileges, and you need to
becomeoot to perform a number of functions, including adding other uddeske sure

root has a passwd if there is ay chance that other people can access your system (this
is a must if you hae ay kind of dialup access)Apart from thatyoot is a user like ay

other but to quote the man page(1)
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By default (unless the @mpt is eset by a startup ®le) the super usesmppt is
set to# to remind one of its awesome power

Becoming super user

Frequently when yowe logged in normallyyou want to do something that requires you
to beroot . You can log out and log in apy asroot , of course, bt theres an easier

way:

$ su become super user
Password: as usual, it doeshecho
# root prompt

To use sy, you must be a member of the groufpeel . Normally you do this when you
add the userbut otherwise just put the name of the user at the end of the line in
letc/goup:

wheel*:0:root ,grog add the tgt in bold face

BSD treatssu somevhat diferently from System VFirst, you need to be a member of the group
wheel , and secondly BSD ges you more of the super uservonment than System.\See the
man page for further information.

Having a singleroot passverd is a security risk on a system where multiple people
know the passwrd. If one of them leges the project, you need to change the pasdw

An alternatve is the sudo port (usr/ports/security/sudo It provides ®ne-grained access
to root privileges, all based on the usedwvn passwrd. Nobodyneeds to kne the

root passverd. If a user le@es, you just remee hHs account, and that cancels his access.

Adding or ¢ hanging pass words

If your system has grconnection with the outsideasld, it's a good idea to change your
passverd from time to time.Do this with thepasswdprogram. Thenput doesrt' look
very interesting:

$ passwd

Changing local password for yana.

Old password: doesnt echo
New password: doesnt echo
Retype new password: doesnt echo
passwd: rebuilding the database...

passwd: done

You haveto enter the old pas®wsd to male are that some passky doesrt change it
for you while youte avay from your monitorand you hae o enter the ne/ passvord
twice to male wure that you don'mistype and lock yourself out of your accouitt this
does happen gway, you can log in agsoot and change the passwd: root doesnt
have o enter the old passwvd, and it can changeody's passvord. For example:
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# passwdyana

Changing local password for yana.

New password: doesnt echo
Retype new password: doesnt echo
passwd: rebuilding the database...

passwd: done

In this case, you specify the name of the user for whom you change thefassw

If you are changing thmot passverd, be careful: i8 easy enough to lock yourself out
of the system if you mess things up, which could happen if X@mple, you mistyped
the passwrd twice in the sameay (dont laugh, it happens)lf you're running X, open
another windw and usesu to becomeaoot . If you're running in character mode, select
another virtual terminal and log in a®t there. Onlywhen youte sure you can still
accessoot should you log out.

If you do manage to lose threot passwverd, all may not be lostReboot the machine to
single-user mode (see page 540), and enter:

# mount-u/ mount pot ®le systemead/write

# mount /usr mount /usr ®le system (if sejgde)

# passwd root change the passwat for root

Enter new password:

Enter password again:

# AD enter ctrl-D to continue with startup

If you have a gparate/usr ®le system (the normal case), you need to mount it as well,
since thepasswdprogram is in the directorjusr/bin Note that you shouldxglicitly

state the nammot : in dngle-user mode, the system do¢dmvethe concept of user
IDs.

Processes

As we hae en, UNIX is a multi-usemulti-tasking operating systemin particular

you can run a speci®c program more than onde. uise the ternprocessto refer to a
particular instance of a running progrargach process is \gn a process ID more
frequently referred to aBID, a rumber between 0 and 99999 that uniquely identi®es it.
There are manthings that you might li& to know about the processes that are currently
running, such as:

How mary processes are running?

Who is running the processes?

Why is the system so sie?

Which process is blocking my access to the modem?

Your primary tool for iwestigating process belimur is the ps (process statys
command. Ithas a lage number of command options, and it can tell you a whole lot of
things that you will only understand when yowédnvestigated hav the kernel works,

but it can be ery useful for a number of thingslere are some typical uses:
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What pr ocesses do | ha ve running?

After starting a lage number of processes in a number of wivglaunder X, you
probably cart remember what is still runningMaybe processes that you thought had
stopped are still runningTo dsplay a brief summary of the processes yowehanning,
use theps command with no options:

$ ps
PID TT STAT TIME COMMAND
187 pO Is+ 0:01.02 -bash (bash)
188 pl Ss 0:00.62 -bash (bash)
453 pl R+ 0:00.03 ps

This display sha's the follaving information:
The PID of the process.

TT is short forteletype and shavs the last fe letters of the name of tteontolling
terminal the terminal on which the process is runnimg this ekample, the terminals
are/dev/ttyp0O and/dev/ttypl

STAT shaws the current process statuss invdved and requires a certain amount of
understanding of e the kernel runs to interpret itbsee the man page p®rfor
more details.

TIME is the CPU time that the process has used in minutes, seconds and hundredths
of a second.Note that may other UNIX systems, particularly System anly shav
this ®eld to the nearest second.

COMMAND normally the command you enteredt klont rely on this. In the net
section, youl see thatsendmailhas changed itSOMMANBeld to tell you what it is
doing. You'll notice that the command on the last line is gsethat performs the
listing. Dueto some complicated timing issue in trermel, this process may or may
not appear in the listing.

What pr ocesses are running?

There are manmore processes in the system than the lisvaldoons. To show them
all, use thea option tops To show daemons as well (see thexhsection for a de®nition
of daemon, use thex option. T show much more detail, use theor| options. er
example:

$ pswaux

USER PID %CPU%MEM VSZ RSS TT STAT STARTED TIME COMMAND

root 12 957 00 0 12 ?? R 1Jan70 1406:43.85 (idle: cpuO)

root 11 951 00 0 12 ?? R 1Jan70 1406:44.64 (idle: cpul)

root 1 00 00 708 84 ?? ILs 1Jan70 0:09.10 /shin/init -

root 12 00 00 0 12 72?7 W 1Jan70 15:04.95 (swil: net)

root 13 00 00 0 12 ??7 W 1Jan70 21:30.29 (swib: tty:sio clock)
root 15 00 00 0 12 ?? DL 1Jan70 2:17.27 (random)

root 18 00 00 0 12 72?2 W 1Jan70  0:00.00 (swi3: cambio)

root 20 00 00 0 12 ??7 W 1Jan70  0:00.00 (irg11: ahcO uhciO++)
root 21 00 00 0 12 ??7 W 1Jan70 39:00.32 (irg5: 0

root 22 00 00 0 12 72?7 W 1Jan70 7:12.92 (irg14: ata0)

root 23 00 00 0 12 ??7 W 1Jan70 0:47.99 (rg15: atal)
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root 24 0.0 00 0 12 ?? DL 1Jan70 0:00.08 (usb0)

root 25 00 00 0 12 ?? DL 1Jan70  0:00.00 (usbtask)

root 26 00 00 0 12 ?? DL 1Jan70  0:00.07 (ush1)

root 27 0.0 00 0 12 ?? DL 1Jan70 0:00.08 (usb2)

root 340 00 01 1124 280 ?? S 18Dec02 16:41.11 nfsd: server (nfsd)
root 375 00 00 1192 12 7?2 Ss 18Dec02 0.0L.70 Jusr/sbinfipd
daemon 408 00 00 1136 152 ?? Ss 18Dec02 0:11.41 Jusr/shinfrwhod
root 420 00 01 2648 308 ?? Ss 18Dec02 0:04.20 Jusr/shin/sshd
root 491 00 01 2432 368 ?? Ss 18Dec02 0:38.61 [usrflocal/shin/httpd
root 551 00 00 1336 12 ?7? Ss 18Dec02 0:.02.71 Jusr/shinfinetd -WW
root 562 00 00 1252 216 ?? Is 18Dec02 0:1550 Just/shin/cron
root 572 0.0 00 1180 8 v2 |Ws+- 0:00.00 /usrfibexec/getty Pc
WWW 582 00 00 2432 8 ?? Iw - 0 :00.00 /usrflocal/shin/httpd
grog 608 0.0 01 1316 720 VO | 18Dec02 0:00.04 -bash (bash)

root 2600 0.0 00 1180 8 vl |Ws+- 0:00.00 /usrflibexec/getty Pc
root 33069 00 03 5352 1716 ?? Ss 29Dec02 0:01.30 xterm -name xterm
grog 33081 00 01 1328 752 p8 Is+ 29Dec02 0:00.09 /usrflocalbin/bash

This list is just anxcerpt. Een on a freshly booted system, the real list of processes will
be much lager, about 50 processes.

Weve seen a number of these ®elds alreatlye others are:
USERs thereal user IDof the process, the user ID of the person who started it.

%CPUs an approximate count of the proportion of CPU time that the process has
been using in the lastieseconds. Thigs the column toxamine if things suddenly
get slav.

%MENS an approximate indication of the amount ofgibal memory that the process
is using.

VSZ (virtual sizq is the amount of virtual memory that the process is using, measured
in kilobytes.

RSS (resident sgment sizpis the amount of pysical memory currently in use,
measured in kilobytes.

STARTEDSs the time or date when the process\started.

In addition, a surprising number of processes duawea mntrolling terminal. They are
daemonsand well look at them in the n& section.

Daemons

A signi®cant part of the wrk in a FreeBSD system is performeddaemons A daemon
is not just the BSD mascot described on page 2480 a process that goes around in
the background and does routineriv such as sending maisgndmall, handling
incoming Internet connectionmétd), or starting jobs at particular timesdn).

To quote theOxford English Dictionary Demon Also deemon ME [In form, and in sense |, a. L.
deemorn(med. L.demon)...] la.ln ancient Greek mythology (gaimwr): A supernatural being of
a mature intermediate between that of gods and men, an infeviaityli spirit, genius (including
the souls of deceased persa@spdei®ed heros) Often writtendsemorfor distinction.
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You can recognize daemons inpa waux listing by the &ct that thg don't have a
controlling terminalDinstead you see the charac®@rs Each daemon has a man page
that describes what it does.

Normally, daemons are started when the system is booted and run until the system is
stopped. Ifyou stop one by accident, you can usually restart th@ne eception isinit,

which is responsible for starting other procesdésiou Kill it, you effectively kill the
system. Unlile traditional UNIX systems, FreeBSD does notwliimit to be killed.

cron

One of the more useful daemonsadson, named after &her Tme. cron performs
functions at speci®c timeds-or example, the system runs the scriptc/periodic/daily
evay day at 2:00 am, the scrifgttc/periodic/weeklyeveay Saturday at 3:30 am, and the
script/etc/periodic/monthlyon the ®rst day ofwvery month at 5:30 am.

To tell cron to perform a function at a particular time, you need a ®le calledtah
The system &eps the reatrontab where you can'get at it, lut you can kep a cop. It's
a good idea to call itrontab as well.

Let's look at the format of the dadlt systentrontaly located in/etc/ciontah

# | etc/crontab - root's crontab for FreeBSD
#

# $ld: crontab,v 1.10 1995/05/27 01:55:21 ache Exp $
# From: Id: crontab,v 1.6 1993/05/31 02:03:57 cgd Exp

#
SHELL=hin/sh
PATH=/etc:/bin:/sbin:/usr/bin:/usr/sbin

HOME=Nar/log

#

#minute hour mday  month wday  who command
#

*5 * * * * r oot /usribexec/atrun
#

# r otate log files every hour, if necessary
* * * *

#0 r oot /fusrhin/newsyslog

#

# do dailyweekly/monthly maintenance

0 2 * * * r oot /etc/daily 2>&1
30 3 * * 6 r oot /letchveekly 2>&1
30 5 1 * * r oot /fetc/monthly 2>&1
#

# t ime zone change adjustment for wall cmos clock,
# See adjkemtz(8) for details.
131 04 *

* r oot /shinfadikemtz -a

As usual, lines starting witth are commentsThe others hae fven ®elds. The®rst ®ve
®elds specify the minute, the hotine day of the month, the month, and the day of the
week on which an action should be performétie charactet meansevery." Thus,0

2 * * * (for /etc/daily) means 0 minutes, 2 o'clock (on the 24 hour clockyes day

of the month, eery month, eery weekday'

Field number six is special: it onlyists in /etc/ciontal not in private crontaks. It
speci®es the user for whom the operation should be perforiban you write your
own crontab ®le, dont use this ®eld.
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The remaining ®elds de®ne the operation to be perforneesh doesnt read your shell
initialization ®les. In particular this can mean that itemn't ®nd programs youxpect it to
®nd. It's a good idea to put imxglicit PATHde®nitions, or specify an absolute pathname
for the program, as is done in thisample. cron mails the output to you, so you should
checkroot 's mail from time to time.

To install or list acrontah use thecrontab program:

$ crontab crontab install a contab

$ crontab -l list the contents of an installedarttab
DO NOT EDIT THIS FILE - edit the master and reinstall.

( crontab installed on Wed Jan 1 15:15:101997)

( Cron version - $ld: crontab.c,v 1.7 1996/12/17 00:55:12 pst Exp $)

0 * * * | homelgrog/Scripts/rotate-log

Processes in FreeBSD Release 5
Some of the processes in th@mple abge ae speci®c to FreeBSD Release 5:

FreeBSD Release 5 has #ite processto use up the xeess processor time and
perform certain aatities needed when no process is\atiThis example machine
has two processors, so there areotaf them:

root 12 957 00 O 12 7?2 RL 1Jan70 1406:43.85 (idle: cpuO)
root 11 951 00 O 12 7?2 RL 1Jan70 1406:44.64 (idle: cpul)

A number of the processesveamames starting witlig  or swi :

root 12 00 00 0 12 2?2 W 1Jan70 15:04.95 (swil: net)
root 13 0.0 00 0 12 2?2 W 1Jan70 21:30.29 (swi6: ty:s
root 18 00 00 0 12 ?? W 1Jan70  0:00.00 (swi3: cambi
root 20 00 00 0 12 ?? W 1Jan70  0.00.00 (rg11: ahcO
root 21 0.0 00 0 12 2?2 W 1Jan70 39:00.32 (irg5: ri0)
root 22 00 00 0 12 ?? W 1Jan70 7:12.92 (Irq14: ata0)
root 23 00 00 0 12 2?2 W 1Jan70 0:47.99 (rg15: atal)

These processes handle haadsvinterruptsiy ) or software interruptssvi ). The
text which follows gives an idea of which déces or softvare services tlyesupport.

top

Another tool for iwestigating system performance tep, which shavs a number of
performance criteria, including the status of the processes are using the most resources.
Start it with the number of processes yaanivdisplayed.Figure 8-2 gies an example.
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$ top-S10
last pid: 3992; load averages: 0.59,0.17,0.06 up 0+23:54:49 17:25:13
87 processes: 3 r unning, 73 sleeping, 8 waiting, 3 lock

CPU states: 10.2% user, 0.0% nice, 18.8% system, 1.7% interrupt, 69.4% idle
Mem: 43M Active, 36M Inact, 31M Wired, 7460K Cache, 22M Buf, 2996K Free
Swap: 512M Total, 512M Free

PIDUSER PRINICE SIZE RES STATE C TIME WCPU  CPUCOMMAND

12 root 16 0 OK 12K RUN 0 23.7H55.32% 55.32% idle: cpu0

11 root 16 O OK 12K CPU1 1 23.7H54.49% 54.49% idle: cpul
2854 grog 97 0 4940K 3932K *Giant 1 0:04 388% 3.86% xterm

20 root 64 -183 OK 12K WAIT 1 008 0.83% 0.83% irgl4: atal
2925 root 9% 0 712K 608K select1 0:01 0.15% 0.15% make
3193 grog 9% 0 2220K1304K CPUO 0 001 015% 015%  top
3783 root % 0 520K 416K select1 0:00 0.10% 0.05% make
167 root 96 0 13876K2112K selectO 1:02 0.00% 0.00% xcpustate

25 root -68-187 OK 12K WAIT 0 028 0.00% 0.00% irq9: xI0
110 root 9% 0 1528K 956K selectl 0:26 0.00% 0.00% ntpd

Figure 82: top display

By default, the display is updatedeey two seconds and contains a lot of information
about the system state:

The ®rst line gies information about the last PID allocated (you can use this to
follow the number of processes being created) andothe avenge which gives
information about hw mary processes areaiting to be scheduled.

The net line gives an overview of process statistics, and in what stateythee. A
process \aits for external eents to complete; it aits on a lock if some other process
has a krnel resource which itants.

The third line shars the percentage of time used in user mode, in systeme(k
mode and by interrupts.

The fourth line shas memory usage.

The ®fth line shars swap statistics.When svapping actiity occurs, it also appears
on this line.

The remaining lines shothe ten most aaté processes (because the parameter 10
was eci®ed on the command line)lhe -S option tellstop to include system
processes, such as the idle and the interrupt proceBsestate can be:

RUNwhen the process isaiting for a processor to run on.
CPUOor CPU1 when the process is aatly executing.

*lock , wherelock is the name of adtnel lock. In this ekample, thexterm is
waiting on the lockGiant .

A wait string which indicates anvent on which the process isaiting.

See the man pagep(1)for more details.
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Stopping pr ocesses

Sometimes you may ®nd that yowamt to stop a currently running proce3here are a
number of vays to do this, lt the easiest are:

If the process is running on a terminal, ang &cepting input, hitting the EOFel
(usuallyCtrl-D ) will often do it.

If EOF doesrt do it, try the INTR ley (usuallyCtrl-C).

If the process is ignoring INTR, or if it is not associated with a terminal, uddlthe
command. Br example, to ®nd who is using all the CPU time, yseand look at
the%CPWeld:

# pswaux | grep cron
root 105 973 11 236 340 ?? Is 9:11AM 137:14.29 cron

Here, cron is using 97% of the CPU time, and has accumulated2hours of CPU
time since this morninglt's doviously sick, and we should put it out of its misery
To dop it, enter:

# kill 105

This command sends a signal cal®#@TERM(terminate) to the procesdhis signal
gives the process time to tidy up beforgiteng, so you should alays try to use it
®rst. Thel05 iscron's PID, which we got from thegs command.

If the process doesrjo away within a fev seconds, it probably ignoringSIGTERM
In this case, you can use the ultimate weapon:

# kil -9105

The-9 is the number oBIGKILL , a ggnal that cannot be caught or ignorethu can
®nd a list of the signals and their numeraues in/usr/include/sys/signal,lwhich is
part of the soft@re deelopment package.

FreeBSD also has a script callédlall. As the name implies, it kills a group of
processes, by naméf you ®nd that you hee, say, a whole lot of runavay sendmail
processes, you mightwsathe day by writing:

# killall sendmail

As wel'll see elsehere, you can also usdlall to send a signal to a single process when
you knav that only one is presentFor example, to causeinetd to re-read its
con®guration ®le, you could write:

# killall -1 inetd
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Timekeeping

FreeBSD is a netarking system, sodeping the correct time is more important than on a
standalone systemApart from the olious problem of keping the same time as other
local systems, i$ dso important to kep time with systems in other time zones.

Internally FreeBSD leeps the time as the number of seconds sincesjploé, the
beginning of recorded history: 00:00:00 UTC, 1 January 19J0C is the international
base time zone, and meatniversal Coodinated Tme despite the initials. It
corresponds ery closely but not eactly, to Greenwich Mean ime (GMT), the local
time in England in the winterlt would be incomenient to leep all dates in UTC, so the
system understands the concept of time zof@s.example, in Vélnut Creek, CA, the
time zone in the winter is callddST (Paci®c Standad Time), and in the summer it is
PDT (Paci®c Daylight Tme). FreeBSDcomes with a set of time zone description ®les in
the directory hierargh /usr/shae/zoneinfo We've dready seen on page 95 that when
you install the system, it stores information about the local time zone in the ®le
/etc/localtime If you move time zones, you should change the time zone, not the time,
either by running thézsetupprogram, or simply by cgpng the ®le. For example, if you
travel with a laptop from Adelaide, South Australia, to San Francisco CA, yalovwdo:

# cp lusrishare/zoneinfo/AmericalLos_Angeles /etcllocaltime

When you get home ag, you wuld do:

# cp lusr/share/zoneinfo/Australia/Adelaide /etc/localtime

At no time do you need to change the date or time directly

Why Los Angeles and notSan Francisco ? The deelopers of the time zone package
chose the layest city in the time zoneYou need to haee a @rtain understanding of the
time zones to choose the correct one.

The TZ environment v ariab le

An alternate means of describing the time zone is to set thmment \ariable TZ,

which we looled at on page 128You might use this form if youe connected to a
remote system in a dérent time zone, or maybe just to ®nd the time at some other place.
For example, in Adelaide, SA | might ®nd:

$ date

Sun Apr 14 13:31:15 CST 2002

$ TZ=America/lLos_Angeles date
Sat Apr 1321:01:15 PDT 2002

Set theTZ variable to the name of the time zone info ®le in thisr/shae/zoneinfo
hierarcly. For example, the alue of TZ for Berlin, Germawy is Europe/Berlin in
FreeBSD.
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This is not the same as the usage of Thevariable in UNIX System V System V

doesnt havethe time zone de®nition ®les itusr/shae/zoneinfoso the TZ variable tells
it information about the time zonéf you were using System V in Berlin, yowwuld set

your TZ variable toMEZ1IMSZ2indicating time zone names andisets from UTC.

Keeping the correct time

If you're connected to the Internet on a reasonalgylae basis, there are a number of
programs which can help you synchronize your time vianth¢Network Tme Potocol)
service.

A number of systems around therd supply time information via thap service. Look
athttp://wwweecis.udel.edu/~mills/ntp/sersdatml to ®nd one near you.

Your choice of program depends on the nature of your connection to the Intérnet.
you're connected full time, yoll' probably prefer ntpd which keeps the system
synchronized. Otherwisgu can usertpdate which you can run as you feel dilt.

ntpd

ntpd performs periodic queries toe&p the system synchronized with a time eerv
There are manways to run itbsee the man paged(8) In most cases, you can set up
one system on the netvk to connect to arxéernal time reference, and the other systems
on the same Ethernet can get the time information from the ®rst system.

To get the time from anxgernal source and broadcast it to the other systems on the
network, create a ®léetc/ntp.confwith a content like this:

server 227.21.37.18 this addess is imalid; chedk what's near you
driftfile /etc/ntp.drift
broadcast 223.147.37.255

The ®rst line de®nes the serv The walue in this gample is ivalid , so dont try to use
it. It's important to get one near you: netW delays can signi®cantly impair the
accurag of the results. ntpd uses the ®ldetc/ntp.drift to record information about the
(in)accurag of the local systers' dock. You only need the ®nal line if you Y& cher
systems on the nebtwk which wait for a broadcast messagk.speci®es the broadcast
address for the netwk and also tellsitpd to broadcast on this address.

After setting up this ®le, you just need to staid:
# ntpd

To ensure thatntpd gets startedwery time you reboot, mak aure that you hae the
following lines in/etc/rc.conf;

ntpd_enable=" YES # Run ntpd Network Time Protocol (or NO).

The comment on the ®rst line is misleading: tledug ofntpd_enable  must beYES
You don't need ag ags. Yu put &actly the same %t in the /etc/rc.conf on the other
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machines, and simply omit the ®letc/ntp.conf This causesitpd on these machines to
monitor broadcast messages.

In previous \ersions of FreeBSDntpd was aalled xntpd so you may ®nd things li&
xntpd_enable  in your /etc/rc.conf If you do, youll have to change the name.

ntpdate

If you connect to the Internet infrequenthitpd may become discouraged and neeg
good time. In this case, i better to usentpdate Simply run it when you ant to set the
time:

# ntpdate  server

You can't use bothntpdate and ntpd at the same time: tidoth use the same porhtpd
takes quite some time to synchronize, and if the time is wildly outoit'tveven try, so
it's diten a good idea to runtpdateon startup and then startpd manually

Log ®les

Various components of FreeBSD report problems or items of interestydsafiygen. Br
example, there canwbys be problems with mail debry, so a nail sener should kep
some kind of record of what it has been doifighardware problems occuthe kernel
should report themlf somebody tries to break into the machine, the compondetied
should report theaict.

FreeBSD has a generalized systemlégging such @ents. Thesysl@d daemon tags
messages from multiple sources and writes them to multiple destinations, usually log ®les
in the directory /var/log. You can change this behaur by modifying the ®le
letc/syslg.conf See sysla.conf(5) for further details. In addition to syslagd, other
programs write directly to ®les in this directoryhe folloving ®les are of interest:

XFee86.0.lg contains the log ®le for the last (or current) X session started on
display 0. This is a prime source of information if you run into problems with X.

auth.lag contains information about user authenticatidtar example, you might
see:

Dec 10 10:55:11 bumble su: grog to root on /devittyp0

Dec 10 12:00:19 bumble sshd[126]: Server listening on :: port 22.

Dec 10 12:00:19 bumble sshd[126]: Server listening on 0.0.0.0 port 22.

Dec 10 12:06:52 bumble sshd[167]: Accepted publickey for grog from 223.147.37.80
port 49564 ssh2

Dec 10 12:06:58 bumble su: BAD SU grog to root on /devittypO

The ®rst line is a successfslu invocation; the last line is an unsuccessful one
(because the passevd was mistyped). The messages at 12:00:19 are freshd
startup, and the message at 12:06:52 is a successful remote logashwith
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cron is a log ®le forcron. It's relatively uninteresting:

16:00:00 bumble newsyslog[2668]: logfile tumed over

16:05:00 bumble /usr/shin/cron[2677]: (root) CMD (/usrflibexec/atrun)
16:05:00 bumble /ust/shin/cron[2678]; (root) CMD (/ust/libexec/atrun)
16:10:00 bumble /ust/shin/cron[2683]: (root) CMD (/ust/libexec/atrun)

[
3
goiog

If you have problems withcron, that could change rapidly

dmesgoday and dmesgyesteday are created by aron job at 2 am eery day The
dmesgmessage uffer wraps around,v@rwriting older entries, so tlyecan be of use.

lastlog is a binary ®le recording last login informatioMou don't normally access it
directly.

maillog contains information about mail dedry.
messges is the main log ®le.

The ®lesmount.todayand mount.yestetay shav the currently mounted ®le systems
in the format needed fdetc/fstab

The ®le ppp.lag contains information on PPP connectio®e look at it on page
353.

The ®lessetuid.todayand setuid.yestetay contain a list ofsetuid ®les. Thedaily
security check compares them and sends a mail message if therg diféesances.

The ®levinum_historycontains information abowinum actiity.

The ®le wtmp contains information about logins to the systeke lastlog, it's in
binary form. Seeutmp(5)for the format of botHastlog andwtmp

A number of the more important log ®les aspkthrough seeral gycles. Asthe example

above dhows, cron runs thenewsyslg command eery hour newsyslag checks the size

of the ®les, and if theare lager than a certain size, it renames the old oneswyggi

them a numericab@ension one higher than the current one, then renames the base ®le
with an extension.0 and compresses ifThe result looks lik this:

-W-r—r— 1 root wheel 31773 Jan 5 13:01 messages
-IW-r-r—- 1 root wheel 8014Jan 2 01.00 messages.0.bz2
SW-r—r— 1 root wheel 10087 Dec 15 14:00 messages.1.bz2
-W-r—r— 1 root wheel 9940Dec 3 17:00 messages.2.bz2
-IW-r-r—- 1 root wheel 9886 Nov 16 11:00 messages.3.bz2
SW-r—r— 1 root wheel 9106 Nov 5 18:00 messages.4.bz2
-W-r—r— 1 root wheel 9545 Oct 15 17:00 messages.5.bz2

newsysl@ has a con®guration ®l&etc/navsyslg.conf which we discuss on page 572.
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Multiple pr ocessor suppor t

FreeBSD Release 5 can support most current Intel and AMD multiprocessor -mother
boards with the ia32 architecturt.also supports some Alpha, ARC64 and Intel ia64
motherboards. Documentation on SMP support is currently rather Soanygu can ®nd
some information atttp://wwwfreebsd.ay/~fsmp/SMP/SMRmL

The GENERICkernel does not support SMB you must bild a nav kernel before you
can use more than one processire con®guration ®léusr/sic/sys/i386/conf/GENERIC
contains the follwing commented-out entries:

# To make an SMP kemel, the next two are needed
#options SMP # Symmetric MultiProcessor Kemel
#options APIC_IO # Symmetric (APIC) /O

For other platforms, you dohheedAPIC IO . See ChapteB3 for information on he to
build a nev kernel.

PC Card devices

As we hae dready seen, PC Cardwees are special becauseyttwan be hot-plugged.
They are also intended to be recognized automaticatgrting with Release 5, FreeBSD
recognizes card insertion and rerddn the kernel and ivokes the appropriate drér to
handle thewent. Whenyou insert a card you will see somethingelikis on the system
console:

ata2 at port 0x140-0x14f irq 11 function O config 1 on pccard0
ad4: 7MB <LEXAR ATA FLASH> [251/2/32] at ata2-master BIOSPIO

This is a compact “ash memory card, which the system sees dé alisR.  Thekernel
has created the necessary structures,itocant know how to mount the deice, for
example. V¢'ll look at what we can do about this in thexngection.

devd: The de vice daemon

The deice daemondevd, provides a vay to run userland programs when certamil|
evants happenlt is intended to handle userland con®guration of PC Cardekesuch as
Ethernet cards, which it can do automaticallye'll look at this automatic usage on page
304.

devd reads the &rnel &ent information from the dece /dev/devctl and processes it
according to rules speci®ed in the con®guration ®&te/derd.conf which is installed
with the system.f you want to use it for other gi&es, you must modifyetc/devd.conf
This ®le contains a number of sections, referred &atements the man page:
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The options statement describes ®le paths and a number gilae pressions
(patterns) to look for in the messages it reads ffaewderctl.

attach statements specify what action to perform when dacdeis attached.For
example:

attach 0{
device-name "$scsi-controller-regex”;
action "camcontrol rescan all’;

k

Thedevice-name entry uses the gaillar xpressiortscsi-controller-regex to
recognize the name of a SCSI controller in the attach mes3dgeaction entry
then speci®es what action to galthen such a déce is attached to the systerin
this case, it runs theamcontol program to rescan the SCSides and recognizeyan
new devices that hee been added.

Multiple attach statements can match a speci®eng, but only one will be recuted.
The order in which theare checld is speci®ed by priority, a rumerical \alue after
the lkeyword action . The statements are checkin order of highest to st
numerical priority

detat statements ha the same syntax adgtac statements. Athe name suggests,
they are executed when a déce is detached.

It's mot alays possible or necessary to perforny attions when a déce is
removed. Inthe case of SCSI cards, there isdatad statement. &Il look at this
issue in more detail bedo

Finally, if the kernel was unable to locate a der for the card, it generatesha math
event, which is handled by theomatdt statement.

So what doeslevd do when we insert the compact "ash caBy?default, nothing. The
ATA driver recognizes and con®gures the caldwould be nice to getlevd to mount it
as well. That's relatively simple:

Ensure that you va an entry for the deice in /etc/fstab Digital cameras create a
single MS-DOS ®le system on “ash cards appropriate entry itetc/fstabfor this
device might be:

[deviad4s1 [camera msdos  rw,noauto 0 0
This is a remeable device, so you should use theauto keyword to stop the system
trying to mount it on system startup.

In the optionssection of/etc/devd.conf add an &pression to recognize the names of
ATA controllers:
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set ata-controller-regex

"ata[0-9+";
Add anattac section for the dece:

attach 0 {
device-name "$ata-controller-regex”;
action "mount /camera”;

2
Restartdevd:

# killall devd
# devd

After this, the ®le system will be automatically mounted when you insert the card.

Removing PC Car d devices

The net thing wed like o do is to unmount the ®le system when you reradhe ash
card. Unfortunatelythat isnt possible. Unmountingan irvolve data transferso you

have © do it before you remee te card. If you forget, and remee te card without
unmounting, the system may panixhgme you try to access the card.

After unmounting, you can reme te card.On the console yoli'see something lié&

ad4: removed from configuration

ad4: no status, reselecting device

ad4: imeout sending command=e7 s=ff e=04
ad4: flushing cache on detach failed

ata2: detached

Alternate PC Car d code

The PC Card implementation described here, calefWCARD is rew in FreeBSD
Release 5.At the time of writing, the older implementation, calledlDCARD is 4ill
included in the systemit's possible that you might kia an older card that is supported

by OLDCARD hut not by NEWCARD.In that case, you will need taitd a kernel with
OLDCARD support. Check the NOTES ®les in /usr/sic/sys/conf and
lusr/sic/sysarch /conf wherearch is the architecture of your system, and the man pages
pccadd andpccad.conf

Con®guring PC Car d devices at star tup

A number of entries irletc/rc.conf relate to the use of PC Cardvies, lut nearly all of
them are for OLDCARD.You only need one for NEWCARD:

devd_enable="YES"

This startsdevd at system startup.
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Emulating other systems

A large number of operating systems run on Intel hardwand there is a lot of sotive
that is aailable for these other operating systems, ot for FreeBSD.

Emulator s and sim ulator s

There are a number ofays to &ecute softvare written for a dferent platform. The
most popular are:

Simulationis a process where a prograxegutes the functions that are normally
performed by the nate instruction set of another machinéhey simulate the lov-
level instructions of the tget machine, so simulators dbhaveto run on the same
kind of machine as the code that ythexecute. A good eample is the port
emulatos/p11 which simulates a PDP-11 minicomputise machine for which most
early \ersions of UNIX were written.

Simulators run much more sity than the natie instruction set: for each simulated
instruction, the simulator mayxecute hundreds of machine instructiodsmusingly,
on most modern machines, thpdl emulator still runs dster than the original
PDP-11: modern machines ang01,000 times &ster than the PDP-11.

In generalemulatos execute the program instructions directly and only simulate the
operating system &imonment. Asa result, thg haveto run on the same kind of
hardware, lut the/re not noticeably slwer than the original.If there is ag
difference in performance, st'because of dierences between the host operating
system and the emulated operating system.

Another use for the termamulator is where the hardare understands a fi#ifent
instruction set than the nedi cne. Olviously this is not the kind of emulator we'
talking about here.

FreeBSD can emulate manther systems to a point where applications written for these
systems will run under FreeBSIMost of the emulators are in the Ports Collection in the
directory/usr/ports/emulatcs:

In a number of cases, the emulation support is in>xgeramental stageHeres an
overview:

FreeBSD will run most BSD/OS programs with no problersu don't need an
emulator

FreeBSD will also run most NetBSD and OpenBS{catables, though not mgn
people do this: i safer to recompile them under FreeBSD.

FreeBSD runs Linux »@cutables with the aid of thénux kid (loadable lernel
modulg. We'll look at hav to use it in the net section.
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FreeBSD can run SCO COFKkeeutables with the aid of thbcs2 kld This support
is a little patcly: although the xecutables will run, you may run into problems
caused by dférences in the directory structure between SCO and FreeB&iDI
look at it on page 164.

A Microsoft Vihdowsemulator is gailable. We'll look at it on page 165.

Emulating Lin ux

Linux is a UNIX-like gperating system that in myamvays is ery similar to FreeBSD.
We dscussed it on page 1QAlthough it looks ery UNIX-like, mary of the internal
kernel interfaces are diérent from those of FreeBSD or other UNIX-based systerhe.
Linux compatibility package handles thesdeaté&nces, and most Linux sofive will run
on FreeBSD.Most of the &ceptions use speci®c ders that dort run on FreeBSD,
though there is a considerabléogf to minimize &en this catgory.

To install the Linux emulatoyou must:

Install the compatibility libraries.These are in the portusr/ports/emulatas/lin-
ux_base

Run the Linux emulator kldinux.

Running the Lin ux emulator

Normally you load the Linux emulator when you boot the systeut.the follaving line
in your /etc/rc.conf;

linux_enable="YES"

If you dont want to do this for some reason, you can start it from the command line:

# Kdioad linux
You don't interact directly with the emulator module:sifust there to supply eknel
functionality, so you get a ne& prompt immediately when you start it.

linux is a kId, so it doesh'show up in a ps listing. To check whether it is loaded, use
kldstat

$ Kdstat
Id Refs Address Size Name
1 5 0xc0100000 1d08b0 kemel
2 2 0xc120d000 a000 ibcs2.ko
3 1 0Oxc121b000 3000 ibcs2_coffko
5 1 0xc1771000e000 linux.ko

This listing shavs that the SCO UNIX emulatioib¢s2 has also been loaded.
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The Linux emulator and mgnLinux programs are located in the directory hiergrch
/usr/compat/linux You won't normally need to access them directmt if you get a
Linux program that includes libraries destined fids, you will need to manually place
them in /usr/compat/linux/lib Be very careful not to replace s®les in the/ust/lib
hierarcly with Linux libraries; this wauld male it impossible to run FreeBSD programs
that depend on them, andsitfrequently ery dif®cult to recoer from such problems.
Note that FreeBSD does notveaa drectory/lib, so the danger is relatgly minor.

Lin ux procfs

Linux systems hze a ®&e system calleghrocfs or Process He Systemwhich contains
information used by manprograms. FreeBSRlso has grocfs but it is completely
different. © be ale to run Linux programs which refer pwocfs place the folleving
entry in your/etc/fstab®le:

linproc Icompat/linux/proc linprocfs  rw 0 0

Problems e xecuting Lin ux binaries

One of the problems with the ELF format used by older Linux binaries is thairéne
contain no information to identify them as Linux binari@hey might equally well be
BSD/OS or UnixVdre binaries.That's nrormally not a problem, unless there are library
conicts: the system cdrdecide which shared library to usé.you have this kind of
binary you mustbrand the eecutable using the programrandelf For example, to
brand the Star@jfce progranmswriter3 you would enter:

# brandelf -t Linux /usr/local/StarOffice-3. 1/linux-x86/bin/swriter3

This example deliberately shes a \ery old \ersion of StarGdce: it's not clear that there
are aly modern binaries that cause such problems.

Emulating SCO UNIX

SCO UNIX dso knavn asSCO OpenDesktopnd SCO Open Serveis based on UNIX
System V3.2. Thisparticular ersion of UNIX was current in the late 1980#. uses an
obsolete binary format call€lOFF (Common Objectile Format).

Like Linux support, SCO support for FreeBSD is supplied as a loadabielkmodule.
It's not calledscq though: a number of older Systen8\2 systems, including Interagi
UNIX, also support théocsZ standard. As result, the kid is calleibcs2

Run ibcs2 support lik Linux support: start it manuallgr modify /etc/rc.conf to start it
automatically at bootup:

1. ibcs2stands fointel Binary Compatibility System 2
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ibcs2_enable="YES" # Ibcs2 (SCO) emulation loaded at startup (or NO).

Alternatively, load the kid:

# Kidload ibcs2

One problem with SCO emulation is the SCO shared librafiémse are required to
exeute may SCO eecutables, and tlyére not supplied with the emulatoiThey are
supplied with SCG merating systemsCheck the SCO license to determine whether
you are allaved to use them on FreeBSIXou may also be eligible for a free SCO
licensebsee the SCO web site for further details.

Emulating Micr osoft Windo ws

The wine project has beenarking for some time to pude an emulation of Microsof'
Windows range of gecution ewmironments. It changing continuallyso theres little
point describing it here. You can ®nd up-to-date information at
http://wwwwinehg.com/about/and you can install it from the poemulatos/wine Be
prepared for adir amount of verk.

Accessing Micr osoft ®les

Often youte not as interested in running Microsoft applications as decoding their
proprietary formats.For example, you might get a mail message with an attachment
described only as

[~ Attachment #2: FreeBSD.doc -]
[~ Type: application/octet-stream, Encoding: x-unknown, Size: 15K -]

[ application/octet-stream is unsupported (use V' to view this part) -]

This attachment has an unspeci®c MIME tygmit you might guess that it is Microsoft
Word format because the ®le name endsloc That doesrt' make it any more lgible.
To read it, you need something that understands the formhagood choice is
OpenO®ceorg, a done of Microsofts “Of®ce" product. Install from the Ports
Collection (usr/ports/editos/opena®ce).

OpenO®ce.og is mt a good rample of the UNIX wvay. It breaks a number of
cornventions, and in general #'a bt more di®cult to use than normal FreeBSD toolts
only real adantage is that you can process Microsoft document formats.

1. See Chapter 2@lectonic mail: clients page 489, for more information about MIME.
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The Ports Collection

The Internet is full of free softave that is normally distrilied in source formThat can
be a problem in itself: theay from the source arclg that you get free from the Internet
to the ®nished, installed, running program on your machinebnormally qadigithgb
can be a long and frustrating on®ee my bookorting UNIX Softwae for more details
of the porting process.

To get a softvare package up and running on your system, you need to go through most
of these steps:

1. Getthe source ®les on your machin€hey are usually contained in aarchive, a Rle
containing a number of other ®lesArchives wsed for the ports collection are
generallygzipped tar®les, packaged witllar and compressed withzip, but other
formats are also possibl&Vhaterer the format, you! typically useftp to get them to
your machine.

2. Unpackhe archie into asource treg in this case usingunzip andtar.

3. Con®gurethe packageMost packages include shell scripts to do tlign®guration
performs a threefold adaptation of the package:

1. Itadapts it to the system harale.
2. ltadapts it to the softave erironment youte running (in this case, FreeBSD).
3. Itadapts it to your personal preferences.

4. Build the package.For most packages, thisvolves compiling the source ®les and
creating &ecutables. Themain tool for this purpose imale, which uses a set of
rules, traditionally stored in a ®le callédake®le, to decide hav to build the package.
There is nearly alays aMake®le in the sources,ui the Ports Collection includes a
second one that controls theild at a higher ledl.

167
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5. Installthe packageThis involves mainly coping the &ecutables, con®guration ®les
and documentation created byalth to the correct place in the directory hieratch

6. Con®gurethe installed softare. Thisis similar in concept to package con®guration,
except that it occurs in the run-timevimonment. Thepackage con®guration may
perform all the necessary con®guration for you.

These are a lot of steps, and \baften ®nd the're laid through a mine®eld: onal$e
move, and everything blovs up. To make porting and installing softare easierthe
FreeBSD team created a framuek called thePorts Collection which males it trivial to
perform these stepdt also provides a method of packaging and installing the resultant
ported softvare, calledpackages. The CD-ROM edition of FreeBSD includes a ¢gr
number of pre-bilt packages that can be installed directly

In this chapterwe'll consider the follving points as therelate to the FreeBSD ports
collection:

How to install a pre-compiled packag@/el | ook at this in the ne section.

What the ports tree is, andwdo compile and install {build'") a package.Wel |
look at this on page 169.

How to create and submit a weport, on page 174.

How to install a pac kage

In FreeBSD parlance, a package is simply a specialvardhat contains those ®les
(usually eecutable binary ®les) that are installed when yauldband install a port.
Effectively it's a :iapshot of the portdild process that we saabove, taken after step 4
has completedCompared to the full-blen port, packages are mudster to installbis
usually a matter of second€On the other hand, tiiedon't give you the choice of
con®guration that the complete port do@$e distritution CD-ROMs contain a directory
padkages with a lage number of pre-compiled sofiwe packagesAlternatively, you can
®nd FreeBSD packages on myaservers on the Internetbcheck the online handbook for
some places to look.

To help maintain anwerview, both ports and packages areided into catgories. Thg

are stored in directories named after thegmte See the ®le/usr/ports/INDEX for a
list. For example, emacs under editors is currently in the ®le padkages/edi-
tors/emacs-21.2.tgzhough this name will change with updatestsions ofemacs For

the latest ersion of the packages oniou'll ®nd another cop without the &tension in
padkages/Latest/emacs.tgzlo install it, you enter:

# pkg_add /cdrom/packages/Latestlemacs.tgz

Alternatively, you can install packages from thsysinstall ®nal con®guration menu
shawn in Figure 6-1 on page 92.
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Building a por t

The more general ay to install third-party softare is with goort. The FreeBSD project
uses the ternport to describe the additional ®les needed to adapt a packagsldo b
under FreeBSD.It does not include the source code itself, though the CDMR
distribution includes may code archies in the directory/ports/dist®les spread @er
several of the CD-ROMs.

Before you get started with the ports, you need to install the port information on your
system. Normallythis will be in/usr/ports This directory tree is frequently called the
Ports Tree. There are a number ofays to install them.

Installing por ts during system installation

The simplest \ay to install the Ports Collection is when you install the systérhen
you choose the components to instailsinstall offers to install the Ports Collection for
you as well.

Installing por ts from the ®r st CD-ROM

The ®leports/ports.tgzon the ®rst CD-RM is atar archive mntaining all the portsif
you didnt install it during system installation, use the fallog method to install the
complete collection (about 200 MBMake sure your CD-POM is mounted (in this
example on/cdrom), and enter:

# cd/usr
# tar xzvf lcdrom/ports/ports.tgz

If you only want to &tract a single package, san, which is in the catgory news, enter:

# cd/usr
# tarxzvf fcdrom/ports/ports.tgz ports/news/inn

It takes a surprisingly long time to install the ports; although therenanch data in the
archive, there are about 250,000 ®les in it, and creating thay i®des tales a lot of disk
I/O.

Installing por ts from the live ®le system CD-R OM

Alternatively, the ®les are also on thesdi ®le system CD-RM. Thisis not much of an
adwantage for installation,ud you may ®nd it corenient to bravse through the source
trees in the directorports on the CD-ROM. Let's sssume you ha found a directory
lusr/ports/gaphics/hpscanon the CD-ROM, and it is your current erking directory
You can mwe the data across with the foMng:
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# cd /cdrom/ports/graphics
# mkdir -p fust/portsigraphics
# tarcf-. | (cd /usr/portsigraphics; tar xvf -)

Getting ne w ports

What happens when awmeersion of a port comes out?or example, yowe keen using
Emacs ¥érsion 20 foreer, and nav Version 21.2 becomewailable? It's brand nev, 0
it's doviously not on your CD-RM.

One vay to get the port is vifip. This used to be quite ceenient: you could denload

a tarball directly anddract it locally That is unfortunately no longer possible: currently
you must danload ®les a directory at a timéf you're following the Ports Collection at
all closely you should consider usingvsup which can leep your sources up to date
automatically See ChapteB1, page 585, for more details.

All ports are lept in subdirectories of the URtp://ftp.FreeBSD.og/pub/FeeBSD/ports/
This directory has the folwing contents:

drwxr-xrx 6 1006 1006 512Jun 8 13:18alpha

drwxr-xr-x 209 1006 1006 401408 May 28 14:08 distfles

dwxr-xx 6 1006 1006 1536 May 28 17:53i386

drwxr-xrx 3 1006 1006 512Apr 6 1345ia64

draxr-xr-x - 83 1006 1006 3072 May 20 15:35 local-distfiles

Inxnaxrwx 1 root wheel 13Jun 1 2001 packages ->i386/packages
Inxnaawx 1 root wheel 24Jun 1 2001 ports -> ../FreeBSD-current/ports
Inxnaawx 1 root wheel 5Jun 1 2001 ports-current-> ports
Inxnaxrwx 1 root wheel 5Jun 1 2001 ports-stable ->ports
drwxr-xrx 4 1006 1006 512 Apr 9 10:37 sparc64

The directoriesalpha 1386, ia64 and sparc64 contain packages (not ports) for the
corresponding architecturalist®les contains a laye number of the original sources for
the third-party packages;stintended as alast resort'l ocation if you cart'®nd them at
other locations.

The directorylocal-dist®lesis used by people avking on the Ports Collection; you don’

normally need athing from these directoriesThe important directories for you are

ports, ports-curent and ports-stable Currently these are really all the same directory
but things may not remain lkthat.

Getting back to youremacs port: you wuld ®nd it in the directory/pub/Free-
BSD/ports/ports/editar. Note the ®nal in that directory name: if you lea it out, ftp
prints an error message andt® Heres what might happen:

$ ftp ftp:/fftp.FreeBSD.org/pub/FreeBSD/ports/ports/editors/
Connected to ftp.beastie.tdk.net.

220 ftp.beastie.tdk.net FTP server (Version 6.00LS) ready.
331 Guest login ok, send your email address as password.
230- The FreeBSD mirror at Tele Danmark Intemet.
...mud blurb omitted

250 CWD command successful.

250 CWD command successful.

fip> s

229 Entering Extended Passive Mode ([||55649))

150 Opening ASCII mode data connection for ‘bin/is'.

total 704
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draxr-xr-x 3 1006 1006 512 May 20 10:07 emacs
drwxr-xr-x 4 1006 1006 512 May 20 10:08 emacs20
drwxr-xr-x 4 1006 1006 512 May 20 10:08 emacs20-dl
draxr-xr-x 4 1006 1006 512 May 20 10:08 emacs20-mule-devel
drawxr-xr-x 3 1006 1006 512 May 20 10:08 emacs21

2 1006 1006 512 May 20 10:08 eshell-emacs20

drwxr-xr-x

This shavs that your ®les will be in the directogmacs21 You can get them with the
ftp mget command:

fip> mgetemacs21

mget emacs21ffiles [anpay?]? a answera for all ®les
Prompting off for duration of mget.

ftp: local: emacs21fiiles: No such file or directory

ftp: local: emacs21/Makefile: No such file or directory

(etc)

This happens because you need to create the destination directory maryadlgin:

fip>  !mkdir emacs21 create the local dictory
fip>  mgetemacs21

mget emacs21ffles [anpqy?]? a

Prompting off for duration of mget.

229 Entering Extended Passive Mode (|||57074])

550 emacs21/files: not a plain file.

229 Entering Extended Passive Mode (|[|57085[)

150 Opening BINARY mode data connection for ‘emacs21/Makefile' (2185 bytes).
100% | | 2185 234 MB/s 0000 ETA
226 Transfer complete.

(etc)

You get one of these for each ®le transferr&dit note the error messaget a plain ®le
emacs21/®less a directoryso we reed to get it separately:

fip>  Imkdir emacs21/ffiles

fip>  mgetemacs21files

mget emacs21/files/patch-lib-src:Makefile.in [anpay?]? a

Prompting off for duration of mget.

229 Entering Extended Passive Mode (|[|57258])

150 Opening BINARY mode data connection for ‘emacs21/files/patch-lib-src:Makefile.in

' (908 bytes).

100% | | 908 164 MB/ls 0000 ETA
226 Transfer complete.

(etc)

Note that theftp command speci®es the URL of the directotymust hae a tailing / ,
otherwiseftp will complain. This form is supported by FreeBSip, but matry other ftp
clients will require you to do it in tavteps:

# ftp fip.FreeBSD.org

Connected to ftp.beastie.tdk.net.

(etc)

fp>  cd/publ/FreeBSD/ports/ports/editors
250 CWD command successful.
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What's in that por t?

One problem with the Ports Collection is the sheer numibean be di®cult just to ®nd
out what thg're supposed to ddf you huild all the ports, youl be kusy for weeks, and
theres o way you could read all the documentation in one lifetiméhere can you get
an oerview? Hereare some suggestionsn each case, you shouldvieathe directory

lusr/ports as your current wrking directory

Theres an index in /usr/ports/INDEX If you hare ypdated the ports tree, you can
malke the inde with the folloving commands:

# cd /ustiports
# make index

index is the name of gargd, the part of a rule that identi®es iit's usually either a
®le name or an abbration for an operation to performWe'll see a number of
male targets in the course of the book.

The inde is intended for use by other programs, se\titten as a single long line
per package, with ®elds delimited by thertical bar charactel . Hereare two
lines as anxample, wrappedwer three lines to ®t on the page:

mp3asm-0.1.3}/usr/ports/audio/mp3asm|/usr/iocal|MP3 frame level editor|/usr/port
s/audio/mp3asm/pkg-descriports@FreeBSD.orglaudio| autoconf213-2.13.000227_1||htt
p/imp3asm.sourceforge.net/
mp3blaster-3.0p8J/usr/ports/audio/mp3blaster|/usrlocal|MP3 console ncurses-base

d playerjlusr/ports/audio/mp3blaster/pkg-descrigreid@FreeBSD.orglaudio| http:/
www.stack.nl/Abrama/mp3blaster.html

You'll probably want to process it with other tools.

You can print the indewith the folloving commands:

# cd/usriports
# make print-index | lpr

Note that there are about 1,000 pages of output, which lo@kik

Port  zip-23 1

Path:  /usr/ports/archivers/zip

Info:  Create/update ZIP files compatible with pkzip
Maint: ache@FreeBSD.org

Index: archivers

B-deps: unzip-5.50

R-deps:

You can search for a speci®eyword with thesearch tamget. For example, to ®nd
ports related t&macs you might enter:

# cd/usr/ports
# make search key=Emacs | less

Pipe the output througless it can be quite a lot.
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You can huild a series of nearly 10,008ml pages lile this:

# cd /ustiports
# make readmes

You can then brarse them at the UR®Ile:///usr/ports/README.html

Getting the sour ce archive

You'll see from the abee example that there are not ma®les in the port.Most of the
®les required to hild the softvare are in the original source code arehthe “tarball®),
but that's ot part of the port.

There are a number of places from which you can get the soufcgsu have a O-
ROM set, mary of them are scatteredver the CD-FOMs, in the directory
/cdrom/ports/dist®leson each CD-RM. ThePorts Collection Maé®les look for them
in this directory (another good reason to mount your CRon /cdrom) and also in
lusr/ports/dist®les

If you dont havethe source tarball, thatiot a problem.Pat of the function of the Ports
Collection is to go out on the Net and get them for y®his is completely automatic:
you just typamake, and the lild process gets the source avehior you and hilds it. Of
course, you must be connected to the Internet for thistk. w

If you mount your CD-RM elsavhere (maybe because yowbarore than one CD-
ROM drive, and so you hee © mount the CD-®M on, say/cd4), the Male®les will not
®nd the distrintion ®les and will try to load the ®les from the Intern@mne vay to sole
this problem is to create a symbolic link fraled4/ports/dist®lesto /usr/ports/dist®les
The trouble with this approach is that you will then no longer be able to load ne
distribution ®les into/usr/ports/dist®lesbecause it will be on CD-BM. Insteaddo:

# cd fcdd/ports/distfiles

# mkdir -p /usr/ports/distfiles male aure you have a dist®les déctory
# foriin*,do

> In-s/cdd/iports/distfiles/$i /ust/ports/distfiles/$i

> done

If you're usingcsh or tcsh enter:

# cd /cd4/ports/distfiles

# mkdir -p /usr/ports/distiiles male aure you have a dist®les déctory
# foreachi(*)

?  In-s/cd4iports/distfiles/$i fust/ports/distfiles/$i

? end

This creates a symbolic link to each disitibn ®le, hut if the ®le for a speci®c port isn'
there, the Ports Collection can fetch it and store it in the directory
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Building the por t
Once you hee the sleleton ®les for the port, the rest is simpleist enter:

# cd Jusr/portsieditors/emacs21

# make

# make install

=_===>

====>To enable menubar fontset support, define WITH_MENUBAR_FONTSET
=_===>

>>emacs-21.2.tar.gz doesn't seem to exist in /usr/ports/distfiles/.

>> Attempting to fetch from ftp://ftp.gnu.org/gnu/emacs/.

==> Extracting foremacs-21.2_1

>> Checksum OK for emacs-21.2.tar.gz.

==> emacs212 1 depends onexecutable: gmake - found

==> emacs-21.2 1  dependson executable: autoconf213 - not found
==>  Verifying install for autoconf213 in /ust/ports/devel/autoconf213
==> Extracting for autoconf213-2.13.000227_2

>> Checksum OK for autoconf-000227 tar.bz2.

===> autoconf213-2.13.000227_2 depends on executable: gm4 - not found
==>  \Verifying install for gm4 in /usr/ports/develm4

==> Extracting formd4-14 1

>> Checksum OK for m4-1.4.tar.gz.

==> Patching form4-14 1

==> Applying FreeBSD patches form4-1.4 1

===> Configuring form4-14 1

creating cache ./config.cache

checking for mawk... no

(etc)

It's a gpod idea to perform thenale step ®rst:male install does not alays huild the
package.

Port d ependencies

Sometimes, is ot enough to bild a single port.Many ports depend on other port§.

you hare the complete, up-to-date ports tree installed on your system, the Ports
Collection will tale care of this for you: it will check if the other port is installed, and if it
isn't, it will install it for you. For example,tkdeskdepends ork. tk depends oricl. If

you dont have ary of them installed, and you try touitd tkdesk it will recursively

install tk andtcl for you.

Package documentation

Once you hee installed your port, yol' want to use it.In almost gery case, that
requires documentationMost packages e documentation, it unfortunately i not
always olvious where it is.In some cases, the port dogsnstall all the documentation.

More generallythere are the folleing possibilities:

If the port includes man pages, yheill be installed in/usr/X11R6/manif the
package is related to X, ardsr/local/manif they are not. Typically installing the

man pages is the last thing that happens during the installation, so you should see it
on the screenlf not, or if you want to check, you can ¥ a bok at the package list:
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$ cd Narldblpkg

$ pkg_info-L emacs-21.2_1|grep /man/
fusrflocal/man/manl/ctags.1.gz
Jusrflocal/man/manl/emacs.1.9z
fusrflocallman/manl/etags.1.gz
fusrflocal/man/manl/gfdl.1.gz

You don't need to change the directory Aaar/db/pkg but if you do, you can use ®le
name completion to ®nish the name of the packafe. ise/man/ as the search
string, and not simplgnan, because otherwise other ®les might match as well.

If the package includes GNIlofo pages, you can use the same method to look for
them:

$ pkg_info-L emacs-21.2_1|grep /info/
Jusrflocalfinfo/lada-mode
Jusrflocaliinfo/autotype
Jusrflocalinfo/ccmode

Jusrflocaliinfolcl

(many moe)

This isnt normally necessarghough: if youte using GNUinfo, the inde page will
be updated to include the package.

If the package includes hardgodocumentation, it may or may not be included in
the port. The Emacsdocumentation also includes a usegiide and a programmer’
guide. Theusers quide, all 640 pages of it, is in the directanan of the Emacs
build directory but it doesnt get kuilt during installation. This is typical of most
ports. Inthis case youl have © build the documentation yourself.

Getting binar y-only software

A lot of software doesit'need to be portedFor example, if you vant Netscapeyou can
just davnload it from ftp.netscapeom But hov do you install it? Netscapes
installation procedures are getting betbeit they still leave mething to be desired.

The answes smple: tale the port! Although Netscape comes only in binary form, the
port handles getting the correatrgion and installing it for youAnother adantage to

using a port instead of installing the package manually is that the port installs the

software as a FreeBSD package, which esaik much easier to rew®the softvare later

This method can be used to install some other soéwas well, for )eample StarGice.
The moral is simple: wlays check the Ports Collection before getting a soféwpackage
from the Net.
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Maintaining por ts

Once you install a port, you might consider that to be the end of the Jtoays ldom
the case.For example:

You might need to replace a port with awer \ersion. Haov do you do it? Well
look at that belw.

One dayyou might ®nd your disk ®lls up, so you go looking for old ports you tdon'
use ay more. W&'ll look at some utility commands on page 178.

Upgrading por ts

From time to time, ne versions of softare will appear There are a number of
approaches to upgrading:

You can remee the old \ersion of the port and install aweversion. Thetrouble
here is that remang the old ‘ersion might remee ary con®guration ®les as well.

You can install a n& version without remang the old ersion. Therouble here is
that you end up with taventries in the packages databasar/db/pkg

$ pkg_info | grep emacs
emacs-21.1 5 GNU  editing macros
emacs-21.2 1 GNU  editing macros

Clearly you dort needemacs-21.1_%ry more. Infact, it's not complete aymore,
because the prograrusr/local/bin/emacshas been werwritten by the ne version.
But you cant remove it either: that would remee components ofemacs-21.2_ 1
which you vant to lkeep. Orthe other hand, if you don‘emove it, you are left with
nearly 50 MB of disk space used up in the direcfasy/local/shae/emacs/21.1

You can useportupgiade a program that does some of the upgrading automatically
We'll look at this bela.

Using por tupgrade
Portupgrade isbwhat else?ba pdrtstall it in the usual manner:

# cd Jusr/ports/sysutils/portupgrade
# make install

Before you can perform the upgrade, you should ®rst backandb/pkg then luild a
ports database withkgdh A typical kuild might look like this:
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# cd iar/db

# tar czvf db.pkg.tar.gz pkg/

# pkgdb

[Updating the pkgdb <format:bdbl_btree> in Aar/db/pkg ... - 181 packages
found (-5 492) (i..).cvevveereveesrmsesrressssssrssenees done]

Checking the origin of Abiword-1.0.3
Checking the origin of ImageMagick-5.5.1.1
Checking the origin of ORBit-0.5.17

Checking the origin of xv-3.10a_3

Checking the origin of zip-2.3 1

Checking for origin duplicates

Checking Abiword-1.0.3

Checking ImageMagick-5.5.1.1

Stale dependency: ImageMagick-5.5.1.1 -> ghostscript-gnu-7.05_3:
ghostscript-gnu-6.52_4 (score:64%) ? ([yles/[Injo/[a]ll) [no] y
Fixed. (> ghostscript-gnu-6.52_4)

Checking ORBIt-0.5.17

Checking XFree86-4.2.0_1,1

Checking bonobo-1.0.21 1

Stale dependency: bonobo-1.0.21_1 -> ghostscript-gnu-7.05_3:

ghostscript-gnu-6.52_4 ? ([yles/[njo/alll) [yes] Enter pressed
Fixed. (> ghostscript-gnu-6.52_4)

Checking cdrtools-1.11.a28

Checking xv-3.10a_3

Checking zip-2.3_1

Regenerating +REQUIRED_BY files
Checking for cyclic dependencies

In this ekample, the porghostscript-gnu-7.05_Bad been replaced by the earliersion
ghostscript-gnu-6.52 ,4snce ghostscript Release 7 has some agimg bugs. The
dialogue shars hav pkgdbrecognized the discrepan@nd haw it recovered from it.

Now you can start the upgrad@&o upgrade a speci®c port, simply specify its base name,
without the ersion number This example uses thev option to shw additional
information:

# portupgrade -v bison

-—> Upgrade of develhbison started at: Mon, 04 Nov 2002 13:20:52 +1030
-—> Upgrading ‘hison-1.35_1"to hison-1.75' (develbison)

-—> Build of develbison started at: Mon, 04 Nov 2002 13:20:52 +1030

... normal port kild output

==> Registering installation for bison-1.75

male dean issued by portupgde

==> Cleaning forlibiconv-1.8 2

==> Cleaning forgettext-0.115 1

= Removing the temporary backup files

-—> Installation of develbison ended at: Mon, 04 Nov 2002 13:23:00 +1030 (consume
d 00:00:06)

-—> Removing the obsoleted dependencies

-—> Cleaning out obsolete shared libraries

—> Upgrade of develhbison ended at: Mon, 04 Nov 2002 13:23:01 +1030 (consumed 00:
02:08)

-—> Reporting the results (+:succeeded / -iignored / *:skipped / !:failed)
+ develhbison (bison-1.35_1)
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If the port is already up to date, yisee something lik this:
# portupgrade -v per-5.8.0_3
**No need to upgrade 'per-5.8.0_3' (>= perl-5.8.0_3). (specify -fto force)

-—> Reporting the resullts (+:succeeded / -iignored / *:skipped / !:failed)
- | ang/perl5.8 (pert-5.8.0_3)

To upgrade all ports, use the command:

# portupgrade -a

Contr olling installed por ts

Weve already seen the prograpkg_addwhen installing pre-compiled packageghere
are a number of othgrkg_ programs that can help you maintain installed ports, whether
they havebeen installed bykg_addor by male install from the Ports Collection:

pkg_infotells you which ports are installedor example:

$ pkg_info|less

AbiWord-1.0.3 An open-source, cross-platform WYSIWYG word proces
ImageMagick-5.5.1.1 Image processing tools (interactive optional-misc

ORBIt-0.5.17 High-performance CORBA ORB with support for the C
XFree86-420 1,1 X11/XFree86 core distribution (complete, using min

... etc

bash-2.05b.004 The GNU Bourne Again Shell

bison-1.75 A parser generator from FSF, (mostly) compatible w
bonobo-1.0.21 1 The component and compound document system for GNO
cdrtools-1.11.828  Cdrecord, mkisofs and several other programs to re

... etc

eim-24ME+22 ELM  Mail User Agent

eim-24ME+32 ELM  Mail User Agent

Note that the last tav entries in this gample shw that two versions ofelm are

installed. Thiscant be right; it happens when you install aweersion without
removing the old ‘ersion and without runningortupgrade We'll discuss this matter
further belov.

If you have the ports tree installed, you can yseg_vesion to check whether your
ports are up to dategpkg_vesion is a little cryptic in its output:

AbiWord-gnome
ImageMagick
ORBit

Wingz

XFree86

/\“/\/\ll

XO%-1.28 2

The symbols to the right of the package names liree folloving meanings:
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The installed ersion of the package is current.

The installed ersion of the package is older than the currergion.

The installed ersion of the package iswer than the currentevsion.

This situation can arise with an out-of-date d@de, or when testing

new ports.

?  The installed package does not appear in thexinddis could be due
to an out of date indeor a package that has not yet been committed.

*  There are multipleersions of a particular sofawe package listed in the
index ®le.

I The installed packagexists in the inde but for some reason,

pkg_vesion was unable to compare theeksion humber of the installed

package with the corresponding entry in the xade

vV Al

There are tw ways to remee a mrt: if you've kuilt it from source, and yote in the
build directory you can write:

# make deinstall

Alternatively, you can remee any installed package witpkg_delete For example,
the list abwe fows two versions of theelm mail user agent.To remove the older
one, we enter:

# pkg_delete eim-2.4AME+22

File “/usrllocallman/manl/answer.1' doesn't really exist.

Unable to completely remove file /ustllocal/man/manl/answer.1'
File */usrflocal/man/manl/checkalias.1' doesn' really exist.

Unable to completely remove file Yusrllocal/man/manl/checkalias.1'
... etc

Couldnt entirely delete package (perhaps the packing listis
incorrectly specified?)

In this case, it looks as if somebody has tried to xembe ®les before, so
pkg_deletecouldnt do so.

Another problem withpkg_deleteis that it might delete ®les of the same name that
have been replaced by mer packagesAfter performing this operation, we try:

$ elm
bash: elm: command not found

Oops! W tried to delete the oldersion, it we deleted at least part of themne
version. Nav we reed to install it agin.

The moral of this story is that things areas smple as thg might be. When you
install a nev version of a package, you mayamt to test it before you commit to
using it all the time.You can't just go and delete the olengion. Onepossibility
would be to install the e package, and try it outWhen youve ®nished testing,
deleteboth packages and re-install the one ycanivto leep.
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Keeping trac k of updates

The best wy to ®nd out about updates is to subscribe toFteeBSD-ports  mailing

list. Thatway, you will get noti®cation eery time something changed. you're tracking

the ports tree withCVSup you also get the updates to the ports tree automatically
Otherwise you will hee © download the port.In either case, to update your installed
port, just repeat theuiid.

Submitting a ne w port

The Ports Collection is constantly arimg. Hardlya day goes by without a meport

being added to the listMaybe you vant to submit the & one? If you have ssmething
interesting that ism'aready in the Ports Collection, you can ®nd instructions om two
prepare the port in thereeBSD Brter's Handbook The latest ersion is gailable on the
FreeBSD web site,ub you'll also ®nd it on your system asisr/shae/doc/en/portes-
handbook/inde. html
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File systems and
devices

One of the most @lutionary concepts of the UNIX operating systemsvits®le system
the way in which it stores dataAlthough most other operating systemséaopied it
since then, including Microso#t'patforms, none hae @mme close to the alence with
which it is implemented Many aspects of the ®le system are not immediatelyials,
some of them notven to seasoned UNIX users.

Weve already lookd at ®le naming caentions on page 125Iln the n&t section, wdl
look at the ®le system access, structure and higraaot on page 195 wik'look at hav
the ®le system treats hardve deices as ®les.

File permissions

A UNIX system may potentially be used by maeople, so UNIX includes a method of
protecting data from access by unauthorized pers@wery ®le has three items of
information associated with it that describe who can access it in what manner:

The®le owner the user ID of the person whaos the ®le.
The®le group, the group ID of the group thabwns" the ®le.

A list of what the wner, the group and other people can do with the ®ide
possible actions are reading, writing &eeuting.

For example, you might ha a pogram that accesses \ate data, and you ant to be
sure that only you carxecute it. You do this by setting the permissions so that only the
owner can gecute it. Or you might hge a &xt document in deelopment, and you ant
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to be sure that you are the only person who can chan@nithe other hand, the people
who work with you hae a reed to be able to refer to the documeNbu set the
permissions so that only thevoer can write it, that thenmer and group can read it, and,
because it mot ready for publication yet, you ddralow anybody else to access it.

Traditionally, the permissions are represented by three groupsxofr stands forread
permissiony stands fowrite permission, and stands foexecutepermission. Théehree
groups represent the permissions for thver, the group and others respeely. If the
permission is not granted, it is represented bypdén ). Thus,the permissions for the

program | discussed ab® would berx— (I can read andxecute the program,
and nobody else can doydining with it). The permissions for the draft documertuid
be r-r— (I can read and write, the group can read, and othersacag’ss it).

Typical FreeBSD ®le access permissionsrasgxr-x  for programs anaw-r-r—

for other system ®lesln some cases, haver, you'll ®nd that other permissions are
required For example, the ®le~/.rhostswhich is used by some netvk programs for
user \alidation, may contain the userpassvord in legible form. To help ensure that
other people doh'read it, the netawk programs refuse to read it unless its permissions
are rw—— . The \ast majority of system problems in UNIX can be traced to
incorrect permissions, so you should pay particular attention to them.

Apart from these access permissiongcatables can also ta two hits set to specify the
access permissions of the process when it is Hute setuid (set user ID hit is set, the
process alays runs as if it had been started by ier If the setgid(set goup ID) bit

is set, it runs as if it had been started by its grotigs is frequently used to start system
programs that need to access resources that the user may not access\diedctige an
example of this with theps command on page 185s represents thaetuid bit by
setting the third letter of the permissions string tiostead ofx; similarly, it represents
thesetgidbit by setting the sixth letter of the permissions string ittstead ok.

In addition to this access information, the permissions contain a character that describes
what kind of ®le it representsThe ®rst letter may be a (hyphen), which designates a
regular ®le, the letted for directory or the letters or ¢ for a device node.We'l | look at

device nodes in Chapter 11, page 19here are also a number of other letters that are
less used See the man padg(1) for a full list.

To list ®les and she the permissions, use th& command with thd option:

$ Is4

total 2429 B
AW-wWA— 1 grog wheel 28204Jan 4 14:17 Y%backup%A
drwxrwxr-x - 3 grog wheel 512 Oct 11 15:26 2.1.0-951005-SNAP
dwx—— 4 grog wheel 512 Nov 25 17:23 Mail

AW-wWA— 1 grog wheel 149Dec 4 14:18 Makefile
Sw-wA— 1 grog wheel 108Dec 4 12:36 Makefile.bak
-w-wAr— 1 grog wheel 108Dec 4 12:36 MakefileA
AW-wWA— 1 grog wheel 0 Dec 4 12:36depend
Sw-wA— 1 daemon  wheel 1474560 Dec 14 17:03 deppert.fioppy
SWXEXEX 1 grog wheel 100 Dec 19 15:24 doio

WXWX-X 1 grog wheel 204 Dec 19 15:25 doiovm
SWXIWXEX 1 grog wheel 204 Dec 19 15:16 doiovmA
XXX 1 grog wheel 115 Dec 26 08:42 dovm _

SIWXEXX 1 grog wheel 114 Dec 19 15:30 dovmA
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drwxr-xr-x 2 grog wheel 512 Oct 16 1994 emacs
draxrwxrwx 2 grog wheel 512Jan 3 14:07 letters

This format shas the follaving information:
First, the permissions, which we' dready discussed.

Then, thelink count This is the number of hard links to the ®IEor a regqular ®le,
this is normally 1, bt directories hee & least 2.We look at links on page 186.

Next come the names of thevoer and the group, and the size of the ®le in bytes.
You'll notice that the ®ledeppert. oppybelongs tadaemon. This was probably an
accident, and it could lead to problemacidentally looking at the name of the ®le
and its size, i fairly obvious that this is aimage of a 34 oppy, that is to saya
literal copy of the data on the complete gpp

The date is normally the date that the ®&svast modi®edWith the-u option tols,
you can list the last time the ®leaw accessed.

Finally comes the name of the ®lAs you can see from thixample, the names can
be quite waried.

A couple of the permissions are of intere3te directories all hee te x (execute)
permission bit setThis enables accessing (i.epening) ®les in the directorybthathe
way the termexecuteis de®ned for a directorylf | reset the xecute permission, | can
still list the names of the ®lesubl cant access them.

| am the only person who can access the direckdayl. This is the normal permission
for a mail directory

Changing ®le permissions and o0 wners

Often enough, you mayamt to change ®le permissions avrers. UNIXsupplies three
programs to do this:

To change the ®lewner, use chown For example, to change themership of the
®le deppert. oppywhich in the list abee kelongs tadaemon, root would enter:

# chown grog deppert.floppy

Note that onlyoot may perform this operation.

To change the ®le group, usehgrp, which works in the same ay aschown To
change the groupamership tdemis you would enter:

# chgrp lemis deppert.floppy

chown can also change both thevmmer and the grouplnstead of the ter previous
examples, you could enter:
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# chown grog:lemis deppertfloppy

This changes thenmer togrog , as before, and also changes the grouferas .

To change the permissions, use themod program. chmod has a number of
different formats, bt unfortunately the nine-character representatiornt iamé of
them. Readhe man pagehmod(1)for the full story but you can achiee just about
anything you want with one of the formats siva in table 10-1.:

Table 10-1:chmod permission codes

Speci®cation| Effect

go-w Dery write permission to group and others

=rw,+X Set the read and write permissions to the usuaudtsf lut retain
ary execute permissions that are currently set

+X Make a drectory or ®le searchabledecutable by eeryone if it is
already searchabledecutable by ayone

U=IWX,g0=IX Make a @le readablefeecutable by eeryone and writable by the
owner only

go= Clear all mode bits for group and others

g=u-w Set the group bits equal to the user bitg,dbear the group write bit

Permissions f or new ®les

None of this tells us what the permissions fowr@les are going to beThe wrong
choice could be disastrous:or example, if ®les were automatically created with the
permissiongwxnxrnwx , anybody could access them inyaway. On the other hand,
creating them with—— could result in a lot of ek setting them to what you
really want them to be.UNIX solves this problem with a thing callatmask(User
masKk. Thisis a de&ult non-permission: it speci®es which permission ttsto allow.

As if this werent confusing enough, & geci®ed in the octal number system, in which

the \alid digits are0 to 7. Each octal digit represents 3 bitBy contrast, the more
common hegadecimal system uses 16 diglisto 9 anda tof. The original ersions of

UNIX ran on machines that used the octal number system, and since the permissions
come in threes, it made sense tovéethe umaskvaue in octal.

An example: by dedult, you vant to create ®les that @rody can read,ut only you can
write. You set the mask @22. This corresponds to the binary bit patté®6010010 .

The leadind) is needed to specify that the number is in octal, not teerqakthree digits. If you

want to set the permissions so that byaddtf nobody can read, yali&et it to0222. Some shells
automatically assume that the number is octal, sonyayibe able to omit the, but it's not good
practice.
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The permissions are allted where the corresponding biDis

TWXIWXIWX Possible permissions
000010010 umask
TWXT-XI-X resultant permissions

By default, ®les are created without tRebits, whereas directories are created with the
allowed x bits, so with thisumask a ®le would be created with the permissioms
r—r-

umaskis a shell commandTo st it, just enter:

$ umask 022

It's preferable to set this in your shell initialization ®lebsee page 135 for further details.

Beware of creating a too restrieé unask. fer example, you will get into a lot of trouble
with a umask like 377, which creates ®les that you can only read, and that nobody else
can access at allf you disallav the x (executable) bit, you will not be able to access
directories you create, and yowmit be ale to run programs you compile.

Making a pr ogram e xecutab le

File permissions enable one problem that occurs so often thabith draving attention
to it. Many operating systems require that a@itable program ha& a pecial naming
convention, such asCOMMAND.COM or FOO.BAT, which in MS-DOS denotes a
speci®c kind of binaryecutable and a script ®le, respeely. In UNIX, executable
programs dort'need a special sBi, but they must hae thex bit set. Sometimes this bit
gets reset (turned ff for example if you cop it across the Net witHtp. The result
looks like this:

$ ps
bash: ps: Permission denied
$ Is/bin/ps
- 1 bin kmem 163840 May 6 06:02binfps
$ su you need to be super user to set ps permission
Password: passwod doesnt echo
# chmod +x /bin/ps male it executable
# ps now it works
PID TT STAT TIME COMMAND
226 p2 S 0:00.56 su (bash)
239 p2 R+ 0:00.02 ps
146 v1 Is+ 0:00.06 /ustflibexec/getty Pc tiyvl
147 V2 Ist+ 0:00.05 /usrflibexec/getty Pc tiyv2
# AD ext su
$ ps
ps: /[devimem: Permission denied hey! it's gopped working

Huh? It only worked undersu, and stopped wrking when | became a mere mortal
agin? Whats going on here?

Theres a £cond problem with programs éilps: some \ersions need to be able to access
special ®les, in this caselev/mem a pecial ®le that addresses the system memdoy
do this, we need to set tketgidbit, s, which requires becoming superuseaiag
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$ su you need to be super user to set ps permission
Password: passwod doesnt echo
# chmod g+s hin/ps set the setgid bit
# Is-l/binfps see what it looks lik
x-srx 1 bin kmem 163840 May 6 06:02binfps
# AD ext su
$ ps now it still works
PID TT STAT TIME COMMAND
226 p2 S 0:00.56 su (bash)
239 p2 R+ 0:00.02 ps
146 vl Is+ 0:00.06 /usrflibexec/getty Pc tiyv1
147 V2 s+ 0:00.05 /ustflibexec/getty Pc tyv2

In this exkample, the permissions in the ®nal result really are the correct permissions for
ps It's impossible to go through the permissions feerg standard programlf you
suspect that you kia the permissions set incorrectlyse the permissions of the ®les on
the Live Flesystem CD-®M as a guideline.

setuidandsetgid programs can be a security issWwhat happens if the program called
ps is really something else, adjan Horse?We st the permissions to aloit to break
into the system.As a result, FreeBSD has found an altexgatirethod forps to do its
work, and it no longer needs to be setgid

Mandatory Access Contr ol

For some purposes, traditional UNIX permissions are i®signt. Releaseb.0 of
FreeBSD introduceMlandatory Access Comtr, or MAC, which permits loadabledtnel
modules to augment the system security poliMAC is intended as a toolkit for
developing local and e&ndor security Xdensions, and it includes a number of sample
policy modules, including Multi-Leel Security (MLS) with compartments, and a number
of augmented UNIX security models including a ®le systemnm@lie At the time of
writing it is still consideredxperimental softare, so this book doesmliscuss it further
See the man pages for more details.

Links

In UNIX, ®les are de®ned binodes sructures on disk that you caréccess directly
They contain themetadataal the information about the ®le, such asreer, permissions
and timestampsWhat thg don't contain are the things you think of as making up a ®le:
they don't have ary data, and the don't have names. Insteadthe inode contains
information about where the data blocks are located on the dlisdoesnt know
anything about the name: thathe job of the directories.

A directory is simply a special kind of ®le that contains a list of names and inode
numbers: in other wrds, thg assign a name to an inode, and thus to a ®lere than

one name can point to the same inode, so ®les cam mare than one nameThis
connection between a name and an inode is calletkasometimes confusinglyard

link. The inode numbers relate to the ®le system, so ®les must be in the same ®le system
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as the directory that refers to them.

Directory entries are independent of each other: each points to the inodey'se the
completely equident. Theinode contains dink countthat keeps track of he mary
directory entries point to it: when you remeothe last entrythe system deletes the ®le
data and metadata.

Alternatively, symbolic links sometimes calledoft links are not restricted to the same
®le system (not\en to the same system!), and yheefer to another ®le name, not to the
®le itself. The diference is mostvident if you delete a ®le: if the ®le has been hard
linked, the other names stikist and you can access the ®le by thdfryou delete a ®le
name that has a symbolic link pointing to it, the ®le goeayaand the symbolic link
cant ®nd it ary more.

It's mot easy to decide which kind of link to useb4ddIX Fower ols (O'Reilly) for
more details.

Directory hierar chy

Although Microsoft platforms hee a herarchical directory structure, there is little
standardization of the directory namess tif®cult to knav where a particular program
or data ®le might be UNIX systems hee a sandard directory hierarghthough eery
vendor loves to change it just a little bit to ensure thatyhre not absolutely compatible.
In the course of itswelution, UNIX has changed its directory hierayckevaal times.
It's dill better than the situation in the Microsofovid. Themost recent, and probably
most far-reaching changes, occurredepten years ago with System4vand 4.4BSD,
both of which made almost identical changes.

Nearly every version of UNIX prefers to he & least tvo ®le systems/ (the root ®le
system and /usr, even if they only hare a engle disk. This arrangement is considered
more reliable than a single ®le systens fpssible for a ®le system to crash so badly that
it cant be mounted ag more, and you need to read in a tape backup, or use programs
like fsdk or fsdb to piece them togetheme havealready discussed this issue on page
68, where | recommend Wiag /usr on the same ®le system as

Standar d directories

The plysical layout of the ®le systems does ndedlf the names or contents of the
directories, which are standardizedable 10-2 gves an overview of the standard
FreeBSD directories; see the man phig€7)  for more details.
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Table 10-2:FreeBSD directory hierargh

Dir ectory

name Usage

/ Root ®le system.Contains a couple of system directories and
mount points for other ®le systemdt should not contain
anything else.

/bin Executable programs of general use needed at system startup
time. Thename vas originally an abbwéation for binary, but
mary of the ®les in here are shell scripts.

/boot Files used when booting the system, including thndd and its
associatedtlds

/cdrom A mount point for CD-OM drives.

/compat A link to /usr/compat see belav.

/dev Directory of deice nodes. The name is an ablwiation for
devices From FreeBSD 5.0 onard, this is normally a mount
point for thedevice ®le systeprdevfs We'll look at the contents
of this directory in more detail on page 195.

letc Con®guration ®les used at system startUjmlike System V /etc
does not contain éknel liild ®les, which are not needed at
system startup.Unlike earlier UNIX versions, it also does not
contain eecutablesbthg havebeen mweed to /shin

/home By corvention, put user ®les hereDespite the namé&usr is for
system ®les.

/mnt A mount point for “oppies and other temporary ®le systems.

/proc The process ®le systeniThis directory contains pseudo-®les that
refer to the virtual memory of currently aaipocesses.

/root The home directory of the useot . In traditional UNIX ®le
systemstoot ‘s home directory s/, but this is messy

/sbin System gecutables needed at system startup timéese are
typically system administration ®les that used to be storéetm

/sys If present, this is usually a symbolic link taisr/sic/sys the
kernel sourcesThis is a tradition deved from 4.3BSD.

tmp A place for temporary ®lesThis directory is an anachronism:
normally it is on the root ®le system, though it is possible to
mount it as a separate ®le system or entika symbolic link to
/var/tmp It is maintained mainly for programs thatpect to ®nd
it.

Jusr The “second ®le systefS ee the discussion ab®
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Dir ectory

name Usage

/usr/X11R6 The X Window System.

/usr/X11R6/bin Executable X11 programs.

/usr/X11R6/include| Header ®les for X11 programming.

/usr/X11R6/lib Library ®les for X11.

/usr/X11R6/man Man pages for X11.

/usr/bin Standard xecutable programs that are not needed at system start.
Most standard programs you use are stored here.

/usr/compat A directory containing code for emulated systems, such as Linux.

/usr/games Games.

lusr/include
lusr/lib
lusr/libexec

lusr/libdata
/usr/local

/usr/obj
/usr/ports
/usr/shin

lusr/shae

lusr/sic

Ivar

/var/log
/var/mail

Header ®les for programmers.
Library ®les. FreeBSD does not fia a drectory /lib.

Executable ®les that are not started directly by the, user
example the phases of the C compiler (which are started by
/usr/bin/gcg or the getty program, which is started bigit.

Miscellaneous ®les used by system utilities.

Additional programs that are not part of the operating system.
parallels the/lusr directory in haing subdirectoriedin, include
lib, man sbhin and shawe. This is where you can put programs
that you get from other sources.

Object ®les created whemilding the systemSee Chapter 33.
The Ports Collection.

System administration programs that are not needed at system
startup.

Miscellaneous read-only ®les, mainly infornvati Subdirectories
include dog, the FreeBSD documentatiogames info, the GNU
info documentation,locale, internationization information, and
man the man pages.

System source ®les.

A ®le system for data that changes frequestigh as mail, nas,
and log ®les.If /var is not a separate ®le system, you should
create a directory on another ®le system and synmiliak to it.

Directory with system log ®les
Incoming mail for users on this system
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Dir ectory

name Usage

/var/spool Transient data, such as outgoing mail, print data andyammrs
ftp.

Ivaritmp Temporary ®les.

File system types

FreeBSD supports a number of ®le system tyddwe most important are:

UFS is the UNIX File Systent All native dsk ®le systems are of this typ&ince
FreeBSD 5.0, you va a toice of two different \ersionsUFS 1landUFS 2 As the
names suggest, UFS 2 is a successor to URSlike UFS 1, UFS 2 ®le systems are
not limited to 1 TB (1024 GB) in sizdJFS 2 is relatiely new, S0 unless you require
very large ®le systems, you should stick to UFS 1.

€d9660is the ISO 9660 CD-BM format with the so-calleRok Ridge Extensions
that enable UNIX-like ®le names to be usedJse this ®le system type for all CD-
ROMs, even if they don't havethe Rock Ridge Extensions.

nfs is the Network He Systema means of sharing ®le systems across a ostw
We'll look at it in Chapter 25.

FreeBSD supports a humber of ®le systems from other popular operating systems.

You mount the ®le systems with thmount command and th& option to specify
the ®le system typeFor example:

# mount -t ext2fs /dev/dalsl linux mount a Linux &2 ®le system
# mount -t msdos /devida2sl /C: mount a Micosoft AT ®le system

Here's a ist of currently supported ®le systems:

Table 10-3:File system support

File system mount option
CD-ROM cd9660

DVD udf

Linux ext2 ext2fs
Microsoft MS-DOS | msdosfs
Microsoft NT ntfs

Novell Netware nwis
Microsoft CIFS smbfs

1. Paadoxically dthough BSD may not be called UNIX; its ®le systencalled the UNIX File SystemThe
UNIX System Group, the delopers of UNIX System M, adopted UFS as the standard ®le system for Sys-
tem V and gveit this name.Previously it was called the Begtey Fast Fle Systemor ffs.
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Soft updates

Soft updates change theawthe ®le system performs I/O.hey enablemetadatato be
written less frequently This can gie lise to dramatic performance impements under
certain circumstances, such as ®le deletiBpecify soft updates with the option when
creating the ®le systentor example:

# newfs-U /devidals2h

If you forget this "ag, you can enable them later withefs

# tunefs -n enable /devidals2h

You can't perform this operation on a mounted ®le system.

Snapshots

One of the problems with backing up ®le systems is that you deha consistent we

of the ®le system: while you cgm ®le, other programs may be modifying it, so what
you get on the tape is not an accuratevvid the ®le at ap time. Snapshotsare a
method to create a uni®ed wieof a ®le system.They maintain a relatiely small ®le in

the ®le system itself containing information on what has changed since the snagpshot w
taken. Whenyou access the snapshot, you get this data rather than the current data for
the parts of the disk which ¥ia changed, so you get a weof the ®le system as itas at

the time of the snapshot.

Creating snapshots

You create snapshotwith the mount command and theo snapshot  option. For
example, you could enter

# mount -u -0 snapshot Avar/snapshot/snapl Aar

This command creates a snapshot of/tfae ®le system calledvar/snapshot/snapl
Snapshot ®les lva sme interesting properties:
You can hae multiple snapshots on a ®le system, up to the current limit of 20.
Snapshots h& theschg "ag set, which prents arybody writing to them.
Despite theschg "ag, you can still reme them.

They are automatically updated whenydining is written to the ®le systenT.he viev
of the ®le system doedrthange, bt this update is necessary in order to maintain the
“old" view of the ®le system.

They look like mormal ®le systemsYou can mount them with thend driver. We'll
look at that on page 193.

Probably the most useful thing you can do with a snapshot isa@tickup of it. We'l |
look at backups on page 253.
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At the time of writing, snapshots are still undevalepment. Its possible that you might
still have trouble with them, in particular with deadlocks that can only be cleared by
rebooting.

It takes about 30 seconds to create a snapshot of an 8 GB ®le sy&teny the last ®g
seconds, ®le system adty is suspendedlf there's a bt of soft update aafity going on

in the ®le system (forxample, when deleting a lot of ®les), this suspension time can
become much longetp to sveal minutes. To remove the same snapshot &k about

two minutes, lot it doesnt suspend ®le system agitiy at all.

Mounting ®le systems

Microsoft platforms identify partitions by letters that are assigned at boot filmere is
no olvious relation between the partitions, and youehliitle control over the way the
system assigns thenBy contrast, all UNIX partitions v& a peci®c relation to theoot
®le systemwhich is called simply/. This “&ibility has one problem: you ka the
choice of where in theverall ®le system structure you put your imidiual ®le systems.
You specify the location with thenount command. Br example, you wuld typically
mount a CD-®OM in the directory/cdrom but if you hae three CD-ROM drives
attached to your SCSI controllgiou might prefer to mount them in the directorled0,
/cdl, and /cd2 To mount a ®le system, you need to specify theiaeto be mounted,
where it is to be mounted, and the type of ®le system (unless it isTdfemount point
(the directory where it is to be mounted) must alreadist.e To mount your second CD-
ROM on /cd], you enter:

# mkdir /cdl only if it doesnt exist
# mount -t cd9660 -0 ro /devicdla /cdl

When the system boots, it calls the startup sciépt/ic, which among other things
automatically mounts the ®le systemall you need to do is to supply the information:
what is to be mounted, and wher@his is in the ®le/etc/fstab If you come from a
System V emironment, youll notice signi®cant dierence in formatbsee the man page
fstab(5)for the full story A typical /etc/fstabmight look like:

/deviadOsla / ufs w 11 root®le system
[devfadOs1lb none swap sw 00 swap

/deviadOsle [usr ufs w 2 2 |usr ®le system
[devidalsle /src ufs w 2 2 additional ®le system
[devida2sl  finux ext2fs w 2 2 Linux ®le system
[deviad1sl [C: msdos w2 2 Microsoft ®le system
proc fproc procfs w 0 0 proc pseudo-®le system
linproc fcompat/flinux/proc linprocfs  rw 00

fdevicdOa  /cdrom cd9660 ro 00 CD-ROM

presto/ Iprestolroot nfs w 0 0 NFS ®le systems on other systems
presto:fusr /presto/usr nfs w 00

presto:/home /presto/home nfs w 00

presto/S /S nfs w 00

Ilguest@samba/public  /smb smbfs Iw,noauto 0 0 SMB ®le system
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The format of the ®le is reasonably straightfard:

The ®rst column gies the name of the d&e (if it's a eal ®le system), adyword for
some ®le systems, iproc , or the name of the remote ®le system for NFS mounts.

The second column speci®es the mount poBwap partitions dor'havea mount
point, so the mount point for the apvpartition is speci®ed asne.

The third column speci®es the type of ®le systdmcal ®le systems on hard disk are
always ufs and ®le systems on CD@®M are cd9660 Remote ®le systems are
always nfs. Specify swap partitions withbswap and theproc ®le system wittproc.

The fourth column contains/ for ®le systems that can be read or writtenfor ®le
systems (lik CD-ROM) that can only be read, apd for swap partitions.It can also
contain options lik the noauto in the bottom line, which tells the system startup
scripts to ignore the linelt's there so that you can use the shorthand notetaumt
/smb when you vant to mount the ®le system.

The ®fth and sixth columns are used by thenpandfsck programs. ¥u won't
normally need to change therinterl for a root ®le systen® for other UFS ®le
systems, and O foverything else.

Mounting ®les as ®le systems

So far, our ®les hae dl been on deices, also calledpecial ®les Sometimes, though,
you may vant to access the contents of a ®le as a ®le system:

It's ometimes of interest to access the contents of a snapshatafople to check
the contents.

After creating an ISO image taitm on CD-R, you should check thasitalid.

Also, after devnloading an ISO image from the Net, you may juahtmo access the
contents, and not create a CD-R at all.

In each case, the solution is the same: you mount the ®legrasledevice with themd
driver.

The md driver creates a number of fifrent kinds of pseudo-diee. Seethe man page
md(4) We use thevnodedevice, a special ®le that refers to ®le system ®I8apport for
md s included in the GENERICéknel, lut if you've kuilt a kernel without thend drive,
you can load it asldd. If you're not sure, try loading the kidyamay.

In the folloving example, we associate a vnodevide with the ISO imagéso-image
using the progranmdcon®g

# Kdload md load the kld module if necessary
kidload: can'tload md: File exists already loaded or in thecknel

# mdconfig -a -t vnode -f iso-image and con®gue the device

md0 this is the name assigned inetitory /d&

# mount -t cd9660 /dev/imd0 /mnt then mount it
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After this, you can access the image/mnt as a normal ®le systemyou secify -t
¢d9660 in this case because the ®le system on the image is a CD9660 ®le system.
don't specify this if youte mounting a UFS ®le system, fotaenple a snapshot image.

Older \ersions of FreeBSD used thkia driver, which used dierent syntax.Linux uses
loop mountswhich FreeBSD doeshsupport.

Unmounting ®le systems

When you mount a ®le system, the system assumes it is going to stay there, and in the
interests of écieng it delays writing data back to the ®le systerfhis is also the
reason wki you cant just turn the peer of when you shut den the system.If you

want to stop using a ®le system, you must tell the system about it so that it canyush an
remaining data.You do this with the umount command. Notethe spelling of this
commandbthera'ro n in the command name.

You need to do thisven with read-only media such as COBRIs: the system assumes it
can access the data from a mounted ®le system, and it gets quite yurfhdpgan't.
Where possible, it locks remable media so that you camemove them from the déce
until you unmount them.

Using umountis straightforvard: just tell it what to unmount, either thevibe name or
the directory nameFor example, to unmount the CD& we mounted in thexample
above, you could enter one of these commands:

# umount/devicdla
# umount /cd1

Before unmounting a ®le systemmountchecks that nobody is using it somebody is
using it, it refuses to unmount it with a message Uitount: /cd1: Device busy

This message often occurs because yoe kaanged your directory to a directory on the
®le system you ant to remge. For example (which also shies the usefulness of hiag
directory names in the prompt):

=== root@freebie (/devittyp2) /cdl 16 > umount /cdl
umount: /cd2: Device busy

=== root@freebie (/devittyp2) /cd1 17 -> cd

=== root@freebie (/devittyp2) A 18 > umount /cdl
== root@freebie (/devittyp2) A 19 >

After unmounting a vnode ®le system, ddigrget to uncon®gure the ®le:

# umount/mnt
# mdconfig-d-u0

The parameted refers tomd device 0, in other wrds/dev/mdQ
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FreeBSD devices

UNIX refers to deices in the same manner as it refers to normal @Byscontrast to
normal (‘regular’) ®les, they are calledspecial ®les They're not really ®les at all:
they're information about déce support in thedrnel, and the termdevice nodeils more
accurate. Carentionally, they are stored in the directorfdev. Some deices dont have
device nodes, forxample Ethernet intestes: the are treated dferently by theifcon®g
program.

Traditional UNIX systems distinguish baypes of deice, blodk devices and character
devices FreeBSD no longer has blockulees; we discussed the reasons for this on page
35.

In traditional UNIX systems, including FreeBSD up to Release 4a# mecessary to
create deice nodes manuallyThis caused a number of problems whely tfidn't match
what was in the systemRelease 5 of FreeBSD has smlvthis problem with thedevice

®le systemaso knavn asdevfs devfsis a pseudo-®le system that dynamically creates
device nodes foractly those déces that are in theeknel, which ma&s it unnecessary

to manually create dées.

Overvie w of FreeBSD de vices

Every UNIX system has itsven peculiarities when it comes towilee names and usage.
Even if youte used to UNIX, youl ®nd the follaving table useful.

Table 10-4:FreeBSD deice names

Device Description

acd0 First ata (IDE) CD-RM drive.

ado First ata (IDE or similar) disk dre. See Chapter 2, page 38, for a
complete list of disk dvie rames.

bpf0 Berkeley packet ®lter

cdo First SCSI CD-®M drive.

ch0 SCSI CD-ROM changer (juk box)

console System console, the dee that receies console messagednitially it is
/dev/ttyvQ but it can be changed.

cuaal First serial port in callout mode.

cuaia0 First serial port in callout mode, initial statdote the letter for initial.

cuala0 First serial port in callout mode, lock statgote the lettet for lock.

da0 First SCSI disk dvie. See Chapter 2, page 38, for a complete list of disk
drive rames.

esal First SCSI tape dre, gect on close mode.
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Device Description

fd File descriptor pseudo-diees: a directory containing pseudories that,
when opened, return a duplicate of the ®le descriptor with the same
number For example, if you opendev/fd/Q you get another handle on
your stdin stream (®le descriptor 0).

fdo The ®rst opp disk drive, accessed as a ®le system.

kmem Kernel virtual memory pseudo-dee.

Ipt0 First parallel printer

mem Physical virtual memory pseudo-dee.

nsa0 First SCSI tape dve, no-revind mode.

nul The “bit bucket! Send data to this dée if you neer want to see it
again.

psmO PS/2 mouse.

ptyp0 First master pseudo-terminalMaster pseudo-terminals are named

/dev/ptypO0 through/dev/ptypv /dev/ptyq0 through/dev/ptyqy /dev/ptyrO
through /dev/ptyrv, /dev/ptysO through /dev/ptysy /dev/ptyPO through
/dev/ptyPy  /dev/ptyQO through /dev/ptyQv /dev/ptyRO through
/dev/ptyRvand/dev/ptySOthrough/dev/ptySv

random Random number generator

sa0 First SCSI tape dve, rewind on close mode.

sysmouse System mouse, controlled byoused We'll look at this ag@in on page
519.

tty Current controlling terminal.

ttydo First serial port in callin mode.

ttyid0 First serial port in callin mode, initial state.

ttyld0 First serial port in callin mode, lock state.

ttypO First slare pseudo-terminal. Slee pseudo-terminals are namédkv/ttypO

through /dev/ttypy /dev/ttyq0 through /devittyqy, /dev/ttyrO through
/devittyrv, /dev/ttysO through /dev/ttysy /dev/ttyPO through /dev/ttyPy,
/dev/ttyQO through /dev/ttyQv, /dev/ttyRO through /dev/ttyRv and
/dev/ttySO through/dev/ttySv Some processes, such serm only look
at /dev/ttyp0 through/dev/ttysv

ttyv0 First virtual tty This is the display with which the system stattg to 10
virtual ttys can be aatited by adding the appropriagetty information in
the ®le/etc/ttys See Chapter 19, page 338, for further details.

ugen0 First generic USB dece.
ukbdo First USB leyboard.
ulpto First USB printer
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Device Description

umass0 First USB mass storagewdee.

ums0 First USB mouse.

uscanner0 First USB scanner

vinum Directory for Mhum device nodes.See Chapter 12, for further details.
Zero Dummy deice that alvays returns thealue (binary)) when read.

You'll note a number of diérent modes associated with the serial povt&l | ook at
them a@in in Chapter 19.

Virtual terminals

As we hae ®en, UNIX is a multitasking operating systerat b PC generally only has
one screen.FreeBSD soles this problem witlvirtual terminals When in tet mode,
you can change between up to 1@ed#nt screens with the combination of #hié key
and a function &. The deices are nameddev/ttyvO through /devittyvly and
correspond to thedystrolesAlt-F1 throughAlt-F16. By default, three virtual terminals
are actie: /dev/ttyv0 through /dev/ttyv2 The system console is the virtual terminal
/devittyvQ and thats what you see when you boot the machifie. activate additional
virtual terminals, edit the ®léetc/ttys There you ®nd:

ttyv0  “fusrlibexec/getty Pc' cons25 on secure
ttyvl “fusrlibexec/getty Pc" cons25 on secure
ttyv2  “fusrfibexec/getty Pc" cons25 on secure
ttyv3  “fusrfibexec/getty Pc' cons25 off secure

The keywordson andoff refer to the state of the terminal: to enable one, set its state to
on. To enable etra virtual terminals, add a line with the corresponding terminal name, in
the range/dev/ttyv4 to /devittyvls After you hae dited /etc/ttys you need to tell the
system to re-read it in order to start the terminBls.this agoot with this command:

# Kil-11
Process 1 ignit Bsee page 528 for more details.

Pseudo-terminals

In addition to virtual terminals, FreeBSDfafs an additional class of terminals called
pseudo-terminals They come in pairs: anaster deice aso called apty (pronounced
pity) is used only by processes that use the iaterf and has a namedildev/ptypQ The
slave deicelooks like a rminal, and has a namedikdev/ttypQ Any process can open
it without ary special knavledge of the intedce. Theséerminals are used for netwk
connections such asterm telnet and rlogin. You dont need agety for pseudo-
terminals. Sinc&reeBSD Release 5.0, pseudo-terminals are created as required.






In this chapter:
- Adding a hard disk

Using sysinstall
Doing it the hard way
Creating ®le systems
Moving ®le systems
Recovering from disk
data errors

Disks

One of the most important parts of running aamputer system is handling data on disk.
We havealready lookd at UNIX ®le handling in Chapter 10n this chapterwe'll look

at two ways to add another disk to your system, and what you should put on lihem.
addition, well discuss disk error revery on page 218.

Adding a har d disk

When you installed FreeBSD, you created ®le systems on at least one harétdisk.
later point, you may ant to install additional drés. Thereare two ways to do this: with
sysinstalland with the traditional UNIX command-line utilities.

There vas a time when it as dangerous to ussysinstall after the system had been
installed: there as a signi®cant chance of shooting yourself in the fdberes dways a
chance of doing something wrong when initializing disks,dysinstallhas become a lot
better and naw it's the tool of choice.lt's good to knav the alternaties, though.In this
section wdl look at sysinstall and on page 209 wik'see hev to do it manually if
sysinstallwon't cooperate.

Welve been through all the details of disk layout and slices and partitions in Chapter 2, so
| won't repeat them hereBasically to add a nev disk to the system, you need to:

Install the disk pisically. This usually inolves paver g/cling the machine.

Barely possibly format the disk. Without eception, modern disks come pre-
formatted, and you only need to format a disk if it has defects os ifnitient. In
mary cases the so-calledormat” program doesii'really format at all.

199
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If you want to share with other operating systems, create a PC style partition table on
the disk. We looked at the concepts on page 63.

De®ne a FreeBSD slice (which the PC BIOS callpartition”).
De®ne the partitions in the FreeBSD slice.

Tell the system about the ®le systems and where to mount them.
Create the ®le systems.

These are the same operations that we performed in Chapter 5.

Disk har dware installation

Before you can do gthing with the disk, you he © install it in the systemTo do this,
you must normally shut & the system and turn thewper of, though high-end SCSI
enclosures allw hot-swapping changing disks in a running systerf.the disk is IDE,
and you already ha a1 IDE disk on the controlleryou need to set the second disk as
“slave" drive. Andyou may hae 1 st the ®rst disk asmaster"drive: if you only hae
one drve, you dont set ary jumpers, bt if you hare wo drives, some disks require you
to set jumpers on both disk#. you dont do this, the system will appear to hang during
the paver-on self test, and will ®nally report some kind of disk error

Adding a SCSI disk is more complicatedou can connect up to 15 SCSluiees to a
host adapterdepending on the inteae. Mag systems restrict the number to 7 for
compatibility with older SCSI inteaces. Vpically, your ®rst SCSI disk will hee the
SCSI ID 0, and the host adapter wilveahe SCSI ID 7.Traditionally, the IDs 4, 5, and
6 ae resered for tape and CD®M drives, and the IDs 0 to 3 are resedvfor disks,
though FreeBSD doedrimpose aprestrictions on what goes where.

Whatever kind of disk youte adding, look at the boot messages, which you canweetrie
with the dmesgcommand. Br example, if youte planning to add a SCSlee, you
might see:

symO: <875> port 0xc400-0xcAff mem Oxec002000-Oxec002fff,0xec003000-0xec0030ff irg 10
at device 9.0 on pci0

sym0: Symbios NVRAM, ID 7, Fast-20, SE, NO parity

symO: open drain IRQ line driver, using on-chip SRAM

symO: using LOAD/STORE-based firmware.

sym0: SCAN FOR LUNS disabled for targets O.

sym1: <875> port 0xc800-0xc8ff mem Oxec001000-Oxec0011ff,0xec000000-0xecO000ff irg 9

at device 13.0 on pci0

sym1: No NVRAM, ID 7, Fast-20, SE, parity checking

further down...

Waiting 3 seconds for SCSI devices to settle

sa0 at symO bus O target 3lun0

sa0: <EXABYTE EXB-8505SMBANSH2 0793> Removable Sequential Access SCSI-2 device

sa0: 5.000MB/s transfers (5.000MHz, offset 11)

sal at symObus Otarget4 lun 0

sal: <ARCHIVE Python 28849-XXX 4.CM> Removable Sequential Access SCSI-2 device

sal: 5.000MB/s transfers (5.000MHz, offset 15)

sa2 at symO bus Otarget51lun 0

sa2: <TANDBERG TDC 3800 -03:> Removable Sequential Access SCSI-CCS device

sa2: 3.300MB/s transfers

pass4 at symO bus O target 4 lun 1

pass4: <ARCHIVE Python 28849-XXX 4.CM> Removable Changer SCSI-2 device
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pass4: 5.000MB/s transfers (5.000MHz, offset 15)

cd0 at symO bus O target 6 lun O

cd0: <NRC MBR-7 110> Removable CD-ROM SCSI-2 device

cd0: 3.300MB/s transfers

¢dO: cd present [322265 x 2048 byte records]

da0 at sym1 bus O target 3lun 0

da0: <SEAGATE ST15230W SUN4.2G 0738> Fixed Direct Access SCSI-2 device
da0: 20.000MB/s transfers (10.000MHz, offset 15, 16bit), Tagged Queueing Enabled
da0: 4095MB (8386733 512 byte sectors: 255H 63S/T 522C)

This output shas two Symbios SCSI host adapters véisymOand /dev/sym), three
tape dwes /Mdev/(saQ /dev/sal and /dev/sad, a CD-FOM drive Mdev/(cd0), a tape
changer /d&/(pass4, and also a disk dmé /dev/da0 on ID 3, which is called &arget in

these messaged.he disk is connected to the second host adagtdrthe other deces
are connected to the ®rst host adapter

Installing an e xternal SCSI de vice

External SCSI ddces hae wo cable connectors: one goesvands the host adapteand
the other twards the net device. Theorder of the deces in the chain does notvysabo
have anything to do with the SCSI IDThis method is calledaisy daining At the end
of the chain, the spare connector may be plugged witdrminator, a %t of resistors
designed to &ep noise dfthe hus. Somedevices hae internal terminators, heever.
When installing anxd¢ernal deice, you will have to do one of the follaving:

If you are installing a ®rstxternal deice (one connected directly to the cable
connector on the backplane of the host adapter), you wié kaensure that the
device provides termination.f you already hee & least one internal giece, the host
adapter will no longer be at one end of the chain, so you will alsothatop it from
providing termination. Modern SCSI host adapters can decide whethgrribed to
terminate, bt older host adaptersvyeresistor packsin the latter case, reme these
resistor packs.

If you are adding an additionakternal deice, you hae two choices: you can
remove a @ble in the middle of the daisy chain and plug it into yow device. You
then connect a mecable from your deéce to the deice from which you remeaed the
original cable.

Alternatively, you can add the @i&e at the end of the chailRemawe the terminator
or turn of the termination, and plug your cable into the spare etocksertthe
terminator in your déce (or turn termination on).

You can add gternal SCSI déces to a running system if fyiee hot-pluggble. Itmight
even work if they're not hot-pluggble, hut it's not strictly the correct thing to do, and
theres the risk that you might damage something, possibly irreparddter connecting
the deices, pavering them up and aiting for them to come readyun camcontol
rescan For example, if you added a second diskvdrio the second host adapter in the
example abwe, you might see:
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# camcontrol rescan 1

dal at sym1 bus Otarget O lun O

dal: <SEAGATE ST15230W SUN4.2G 0738> Fixed Direct Access SCSI-2 device
dal: 20.000MB/s transfers (10.000MHz, offset 15, 16hit), Tagged Queueing Enabled
dal: 4095MB (8386733 512 hyte sectors: 255H 63S/T 522C)

Re-scan of bus 1 was successful

Theres a poblem with this approach: note thatev/dal has ID 0, and the already
present/dev/da0 has ID 3. If you naw reboot the system, thewill come up with the
device names the otheray round. We'll ook at this issue in more detail in thexhe
section.

Installing an internal SCSI de vice

Installing an internal SCSI diee is much the same as installing atteenal deice.
Instead of daisy chains, youveaa at band cable with a number of connectdtind one
that suits you, and plug it into thewvitee. Again, you need to think about termination:

If you are installing the déce at the end of the chain, it shouldvéaermination
enabled. Wu should also disable termination for theide that vas preiously at the
end of the chainDepending on the d&e, this may imolve removing the plysical
terminators or setting a jumper

If you are installing the déce in the middle of the chain, makure it does not he
termination enabled.

In this chapterwe'll look at two ways of installing a dvie in an existing SCSI chainWe
could be in for a surprise: theuiee ID we get for the me drive cepends on what is
currently on the chainFor example, consider ourxample abwe, where we hee a dain
with a single dwe a it:

da0 at sym1 bus O target 3lun 0

da0: <SEAGATE ST15230W SUNA4.2G 0738> Fixed Direct Access SCSI-2 device
da0: 20.000MB/s transfers (10.000MHz, offset 15, 16hit), Tagged Queueing Enabled
da0: 4095MB (8386733 512 byte sectors: 255H 63S/T 522C)

This drive m target (ID) 2. If we put our ne/ drive an target 0 and reboot, we see:

da0 at sym1 bus O target O lun 0

da0: <SEAGATE ST15230W SUN4.2G 0738> Fixed Direct Access SCSI-2 device
da0: 20.000MB/s transfers (10.000MHz, offset 15, 16hit), Tagged Queueing Enabled
da0: 4095MB (8386733 512 byte sectors: 255H 63S/T 522C)

dal atsym1 bus O target 3lun 0

dal: <SEAGATE ST15230W SUN4.2G 0738> Fixed Direct Access SCSI-2 device
dal: 20.000MB/s transfers (10.000MHz, offset 15, 16hit), Tagged Queueing Enabled
dal: 4095MB (8386733 512 byte sectors: 255H 63S/T 522C)

At ®rst glance, this looks reasonablef thats anly because both disks are of the same
type. Ifyou look at the tayet numbers, yoll' notice that the ng disk is /dev/daQ not
/dev/dal The taget ID of the ne disk is lowver than the tajet ID of the old disk, so the
system recognizes the waldisk as /dev/daQ and our preious /dev/da0 has become
/dev/idal
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This change of disk ID can be a proble@ne of the ®rst things you do with amelisk

is to create neg disk labels and ®le system®oth offer excellent opportunities to shoot
yourself in the foot if you choose the wrong disk: the resalild/almost certainly be the
complete loss of data on that didkven apart from such catastrophes, Yicheve © edit
letc/fstabbefore you can mount gi®le systems that are on the diskhe alternaties ae

to wire davn the deice names, or to change the SCSI IDs.FreeBSD 5.0, you wire
down device names and usses by adding entries to the boot con®guration ®le
/boot/devicehints We'll look at that on page 574.

Formatting the disk

Formatting is the process ofweting every sector on the disk with a speci®c data pattern,
one that the electronics ®nd most®iifilt to reproduce: if thecan read this pattern, the
can read aything. Microsoftcalls this alow-level format! Obviously it destrgs ary
existing data, so

If you hawe anything you vant to keep, bak it up before
formatting.

Most modern disks don'need formatting unless thiee damaged.In particular
formatting will not help if you’e having con®guration problems, if you camet PPP to
work, or youre running out of disk spaca&Vell, it will solve the disk space problemut
not in the manner you probably desire.

If you do need to format a SCSI disk, wssamcontol. camcontol is a control program
for SCSI deices, and it includes a lot of useful functions that you can read about in the
man page.To format a disk, use the follong syntax:

# camcontrol format dal

Remember thatdrmatting a disk destrgs all data on the disk.
Before using the command, maksure that you need to do so:
there are relatiely few cases that callof formatting a disk.
About the only reasons are if youamt to dange the physical
sector size of the disk, or if you are gettingnedium brmat
corrupted’ errors from the disk in response to read and write
requests.

FreeBSD can format only "oppies and SCSI didksgeneral it is no longer possible to
reformat AA (IDE) disks, though some marmaturers hae pograms that can recer
from some data problemsn most cases, though,stuf®cient to write zeros to the entire
disk:

# dd if=/devizero of=/deviadl bs=128k

If this doesnt work, you may ®nd formatting programs on the mawtdrers web site.
You'll probably need to run them under a Microsoft platform.

1. Microsoft also uses the ternigh-level formatfor what we call creating a ®le system.
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Using sysinstall

If you can, usesysinstall to partition your disk.Looking at thedmesgoutput for our
new disk, we see:

dal at sym1 bus Otarget O lun 0

dal: <SEAGATE ST15230W SUN4.2G 0738> Fixed Direct Access SCSI-2 device
dal: 20.000MB/s transfers (10.000MHz, offset 15, 16hit), Tagged Queueing Enabled
dal: 4095MB (8386733 512 byte sectors: 255H 63S/T 522C)

You e the standard installation screen (see Chapter 5, pag&é@xtindex , then
Pariion  , and you see the folleing screen:

Select Drive(s)
Please select the drive. or drives. on which you wish to perform
this operation. If you are attempting to install a boot partition
on a drive other than the first one or have multiple operating
systems on your machine. you will have the option to install a boot
manager later. To select a drive, use the arrow keys to move to it

and press [SPACE]. To de—select it. press L[SPACE] again.

Select OK or Cancel to leave this menu.

[ 1 ad0 ad
[ 1 dal dad

EE B 6

L K 7 Cancel

—[ Press F1 for important information regarding disk g

Figure 11-1: Disk selection menu

In this case, we ant to partition/dev/dal, so we position the cursor odal (as shan)
and pres€Enter. We e the disk partition menu, which stethat the disk currently
contains three partitions:

The ®rst starts at ffet 0, and has a length of 6Bhis isnot unused, no matter what
the description saydt's the partition table, padded to the length ofti@ck!

The next partition tales up the blk of the drive and is a Microsoft partition.

Finally, we have 803 sectors left wir as a lesult of the partitioning scheme.
Sometimes this can be muchdarbl hare en alues as high as 35 MBThis is
the price we pay for compatibility with PC BIOS partitioning.

We want a FreeBSD partition, not a Microsoft partitioht this point, we hee a umber
of choices:
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Disk name: FDISK Partition Editor
DISK Geometry: 522 cyls/255 heads/63 sectors = 8385930 sectors (4094MB)
Offset Size(ST) End Name PType Desc: Subtype Flags
0 63 62 > 6 unused 0
63 8385867 8385929 dalsl 2 fat 6
8385930 803 8386732 - 6 unused 0

The following commands are supported (in upper or lower case):

A = Use Entire Disk G = set Drive Geometry C = Create Slice
D = Delete Slice Z = Toggle Size Units S = Set Bootable
T = Change Type U = Undo All Changes W = Hrite Changes

Use F1 or ? to get more help. arrow keys to select.

Figure 11-2: Disk partition menu

We @an change the partition type (calleé8ubtype"in the menu).It's aurrently 6,
and we wuld need to change it to 16Bo0 this with the& command.

We muld delete the partition by positioning the cursor on the partition information

and pressing, then create a mepartition, either witha if we want a single partition,
or with ¢ if we want more than one patrtition.

If we're using this disk for FreeBSD onlywe don't haveto waste gen this much
space. Theres an option use whole disk for FreeBSh;,he so-called dangerously

dedicated'mode. Thisterm comes partially from superstition and partially because
some BIOSesxpect to ®nd a partition table on the ®rst sector of a disk, and the

cant access the disk if tlyedon't ®nd one. If your BIOS has this tg, youll ®nd this
one out pretty quickly when you try to bodf. it doesnt fail on the ®rst boot, it
won't fail, though its barely possible that you mightvetouble if you meoe it to a

system with a dférent BIOS. If you want to use this method, use the undocumented

f command.

To use the whole disk, we ®rst delete the current partition: we press the cunsokeio
until it highlights the FreeBSD partitionThen we press, and the three partitions are
joined into one, maddunused .



206 Chapter 11: Disks

The net step is to create awepartition using the entire diskf we press , we get the
following message:

Disk name: FDISK Partition Editor

DISK Geometry: 522 cyls/255 heads/63 sectors = 8385930 sectors (4094MB)

Offset Size(ST) End Name PType Desc: Subtype Flags
0 8386733 8386732 - 6 unused 0

User Confirmation Requested
Do you want to do this with a true partition entry
so as to remain cooperative with any future possible
operating systems on the drive(s)?
(See also the section about " “dangerously dedicated"’
disks in the FreeBSD FAQ.)

The followi
L Jles ] No
A = Use Ent
D = Delete Sl
T = Change Type U = Undo All Changes W = Hrite Changes

Use F1 or ? to get more help. arrow keys to select.

We dbn't get this message if we use theommand: it just automatically assuméss.
In this case we&'e decided to use the whole disk, so wewveadne cursor right tdNo and
pressEnter. That gives us a lbot manager selection screen:

Install Boot Manager for drive da0?
FreeBSD comes with a boot selector that allows you to easily
select between FreeBSD and any other operating systems on your machine
at boot time. If you have more than one drive and want to boot
from the second one. the boot selector will also make it possible
to do so (limitations in the PC BIOS usually prevent this otherwise).
If you do not want a boot selector. or wish to replace an existing
one, select "standard". If you would prefer your Master Boot
Record to remain untouched then select "None”.

NOTE: PC-DOS users will almost certainly require “"None"!

( ) BootMgr Install the FreeBSD Boot Manager

{ ) Standard Install a standard MBR (no boot manager)
(GOl onel Leave the Master Boot Record untouched

Cancel

[ Press F1 to read about drive setuy
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This isnt a boot disk, so we dot'need agy boot record, and it doegnmake ay
difference what we selectt's tidier, though, to seledtlone as indicated.Then we press
g to eit the partition editgrget back to the function indeand seledtabel . We se:

FreeBSD Disklabel Editor

Disk: dal Partition name: dalsl Free: 8386733 blocks (4095MB)

Part Mount Size Newfs Part Mount Size Neufs

The following commands are valid here (upper or lower casel:

C = Create D = Delete M = Mount pt. W = Hrite
N = Neufs Opts T = Neufs Toggle U = Undo Q = Finish
A = Auto Defaults for alll

Use F1 or ? to get more help, arrow keys to select.

The important information on this rather empty looking menu is the information at the
top about the free spaceadable. We want to create tav partitions: ®rst, a sap partition

of 512 MB, and then a ®le system taking up the rest of the dMk.pess C, and are
shavn a submenu &ring us all 8386733 blocks on the disk/e gase that and enter
512m, which represents 512 MBThen we pres&nter, and another submenu appears,
asking us what kind of slice it isWe nove he cursor dan to selectA swap

partition

FreeBSD Disklabel Editor

Disk: dal Partition name: dalsl Free: 8386733 blocks (4095MB)

Part Mount Size Neuwfs Part Mount Size Neufs

Please choose a partition type
If you want to use this partition for swap space. select Swap.
If you want to put a filesystem on it. choose FS.

ES A file system
-

L (K ]| Cancel

Delete M
Newfs Toggle U

Hrite
Finish

= Create D
Newfs Opts T
Auto Defaults for alll

Mount pt. M
Undo Q

Use F1 or ? to get more help. arrow keys to select.
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Next, we pres€ again to create a mepartition. Thistime, we accept the f&ir of the rest
of the space on the disk, 7338157 sectors, we sBletie system , and we are
presented with yet another menu asking for the name of the ®le sy¥fenanter the
name, in this casés:

FreeBSD Disklabel Editor

Disk: dal Partition name: dalsl Free: 7338157 blocks (3583MB)
Part Mount Size Newfs Part Mount Size Neufs
dalsib swap 512HB SHAP

Value Required
Please specify a mount point for the partition

A

L OK 1 Cancel

The following commands are valid here (upper or lower casel:

C = Create D = Delete M = Mount pt. W = Hrite
N = Neufs Opts T = Neufs Toggle U = Undo Q = Finish
A = Auto Defaults for alll

Use F1 or ? to get more help, arrow keys to select.

After pressingenter, we se:

FreeBSD Disklabel Editor

Disk: dal Partition name: dalsl Free: 0 blocks (OHMB)

Part Mount Size Neuwfs Part Mount Size Neufs
dalslb swap 512MB SHAP

dalsle /S 3583MB UFS Y

The following commands are valid here (upper or lower case):
= Create D = Delete M = Mount pt. W = Hrite
Undo Q = Finish

Newfs Opts T = Newfs Toggle U =
Auto Defaults for alll

>T=C

Use F1 or ? to get more help. arrow keys to select.
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Finally, we pressWto tell the disk label editor to perform the functioW/e ¢et an
additional varning screen:

FreeBSD Disklabel Editor

Disk: dal Partition name: dalsl Free: 0 blocks (OHMB)

Part Mount Size Newfs Part Mount Size Neufs
dalslb swap 512MB SHAP

dalsl User Confirmation Requested

WARNING: This should only be used when modifying an EXISTING
installation. If you are installing FreeBSD for the first time
then you should simply type @ when you're finished here and your
changes will be committed in one batch automatically at the end of
these questions.

fire you absolutely sure you want to do this now?

L Jjes ]| No

N = Neufs Opts T = Neufs Toggle U = Undo Q = Finish
A = Auto Defaults for alll

Use F1 or ? to get more help, arrow keys to select.

Were doing this online, so tha'OK. We =lectYes, and sysinstall creates the ®le
system and mounts both it and theapwpartition. This can tak quite a while. Don't try
to do arything with the dwe wntil it's ®nished.

Doing it the har d way

Unfortunately sometimes you may not be able to use $isinstall method. Yu may
not have acess tosysinstal] or you may vant to use options thalsinstalldoesnt offer.
That leaes ws with the old vay to add disks. The only &ifence is that this time we need
to use diferent tools. In the followving sections, wdl' look at what we hae o do to
install this same 4 GB Seaig drve manually This time well change the partitioning to
contain the follaving partitions:

A Microsoft ®le system.
The /nevhome®le system for our FreeBSD system.
Additional swap for the FreeBSD system.

Weve called this ®le systenmewvhometo use it as anxample of meing ®le systems to
new disks. Onpage 217 wéf see hav to move he data across.
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Creating a par tition tab le

The ®rst step is to create a PC BIOS style partition table on theAfisia Microsoft, the
partitioning program is calleddisk In the folloving discussion, yoll' ®nd a poclet
calculator indispensable.

If the disk is not brand me it will have exsting data of some kind on iDepending on
the nature of that datédisk could get su®ciently confused to not erk correctly If you
don't format the disk, i8 a good idea to werwrite the bginning of the disk witkdd:

# dd if=/devizero of=/dev/dal count=100

100+ records in

100+0 records out

51200 bytes transferred in 1 secs (51200 bytes/sec)

Well assign 1 GB for Microsoft and use the remaining approximately 3 GB for
FreeBSD. Ouresulting partition table should look &k

Master Boot Record
Patition Table

Slice 1 - Microsoft primary| Microsoft primary partition
/dev/dals11 GB

Slice 2 - FreeBSD
/dev/dals23 GB

/dev/dals2bFreeBSD swp
/dev/dals2h/nevhome®le system

Slice 3 (unused)

Slice 4 (unused)

Figure 11-3: Partition table on second FeeBSD disk

The Master Boot Record and tharftion Table tale up the ®rst sector of the diskub

mary of the allocations are track oriented, so the entire ®rst track of the disk is not
awailable for allocation.The rest, up to the end of the last entiyknder, can be drided
between the partitionslt's easy to mak a nistake in gecifying the parameters, and
fdisk performs as good as no checkingou can easily create a partition table that has
absolutely no relationship with realitso it's a god idea to calculate them in aahce.

For each partition, we need to kwahree things:

The partition type which fdisk calls sysid This is a number describing what the
partition is used for FreeBSD partitions hee partition type 165, and modern (MS-
DOS Release 4 and later) Microsoft partitiongehpe 6.

Thestart sectoythe ®rst sector in the partition.

Theend sectoffor the partition.
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In addition, we need to decide which partition is dutive partition, the partition from
which we vant to boot.In this case, it doeshimake any dfference, because weowt be
booting from the disk, it it's dways a good idea to set ityamay.

We gecify the partitions we doniant by gving them a type, start sector and end sector
of 0. Our disk has 8386733 sectors, numbered 0 to 83867&%Htions should start and
end on aylinder boundaryand we vant the Microsoft partition to be about 1 GB.GB

is 1024 MB, and 1 MB is 2048 sectors of 512 bytes each, so theoreticallgwd 924
2048, or 2197152 sector®ecause of the requirement that partitiongithend end on a
“cylinder" boundary we need to ®nd the closest number afylinders' to this value.
First we need to ®nd out tobig a “cylinder" is. We can do this by runninddisk
without ary options:

# fdisk dal

ek \Working on device /devidal *ree

parameters extracted from in-core disklabel are:
cylinders=13726 heads=13 sectorsftrack=47 (611 blks/cyl)

Figures below won't work with BIOS for partitions notin cyl 1
parameters to be used for BIOS calculations are:
cylinders=13726 heads=13 sectorsftrack=47 (611 blks/cyl)

fdisk: invalid fdisk partition table found

Media sector size is 512

Waming: BIOS sector numbering starts with sector 1

Information from DOS bootblock is:

The data for partition 1 is:

<UNUSED>

The data for partition 2 is:

<UNUSED>

The data for partiion 3 is:

<UNUSED>

The data for partition 4 is:

sysid 165,(FreeBSD/NetBSD/386BSD)

start 47, size 8386539 (4094 Meg), flag 80 (active)

beg: cyl 0/ head 1/ sector 1,
end: cyl 413/ head 12/ sector 47

You'll notice thatfdisk has decided that there is a FreeBSD partition in partitionhét
happens en if the disk is brand me In fact, this is a less desirable featurefdisk: it
“suggests'this partition, its ot really there, which can be really confusinghis
printout does, hoever, tell us thatfdisk thinks there are 611 sectors pglirder, so we
divide 2197152 by 611 and get 3423.33%inders. W round devn to 3423 glinders,
which proves to be 2091453 sectorsThis is the length we gé © the ®rst partition.

We wse the remaining space for the FreeBSD partittdow much? Véll, dmesgtells us
that there are 8386733 sectorst b you look at the geometry thédisk outputs, there
are 13726 glinders with 13 heads (tracks) pstlinder and 47 sectors per track3726"

137 47 is 8386586.This rounding dwn is the &planation for the missing data at the
end of the disk that we waon page 204.The best \ay to calculate the size of the
FreeBSD partition is to takthe number of ylinders and multiply by the number of
tracks per glinder. The FreeBSD partition starts behind the Microsoft partition, so it
goes from glinder 3423 to glinder 13725 inclusie, or 10303 glinders. At611 sectors
per glinder, we have a total of 6295133 sectors in the partitioOur resulting
information is:
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Table 11-1:samplefdisk parameters

Patition | Partition Start Size
number type sector
1 6 1 2091453
2 165 | 2091453 295133
3 0 0
4 0 0

Next we runfdisk in earnest by specifying thie option. Duringthis time, you may see

messages on the console:

dal: invalid primary partition table: no magic

The messagao majic doesnt mean thatfdisk is out of purple smak It refers to the
fact that it didnt ®nd the so-calleanagic numbey which identi®es the partition table.
We dbn't havea partition table yet, so this message isurprising. It's dso completely

harmless.
fdisk prompts interactiely when you specify the ag:

# fdisk-idal

wekeek \Working on device /devidal

parameters extracted from in-core disklabel are:
cylinders=13726 heads=13 sectors/track=47 (611 blks/cyl)

Figures below won't work with BIOS for partitions notin cyl 1
parameters to be used for BIOS calculations are:
cylinders=13726 heads=13 sectorsftrack=47 (611 blks/cyl)

Do you want to change our idea of what BIOS thinks ? [n]

Media sector size is 512

Warning: BIOS sector numbering starts with sector 1

Information from DOS bootblock is:

The data for partition 1 is:

sysid 165,(FreeBSD/NetBSD/386BSD)

start 0, size 8386733 (4095 Meg), flag 80 (active)

beg: cyl 0/ head 0/ sector 1;
end: cyl 522/ head 12/ sector 47

Do you want to change it? [n] y

Supply a decimal value for "sysid (165=FreeBSD)" [0] 6
Supply a decimal value for "start" [0] Enter pressed
Supply a decimal value for "size" [0] 2091453

Explicitly specify beg/end address ? [n] Enter pressed

sysid 6,(Primary 'big' DOS (> 32MB))
start 0, size 2091453 (1021 Meg), flag 0
beg: cyl 0/ head 0/ sector 1;
end: cyl 350/ head 12/ sector 47
Are we happy with this entry? [n] y
The data for partition 2 is:
<UNUSED>
Do you want to change it? [n] y
Supply a decimal value for "sysid (165=FreeBSD)" [0] 165
Supply a decimal value for "start" [0] 2091453
Supply a decimal value for "size" [0] 6295133
Explicitly specify beg/end address ? [n] Enter pressed
sysid 165,(FreeBSD/NetBSD/386BSD)

Enter pressed
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start 2091453, size 6295133 (3073 Meg), flag O

: cyl 351/ head 0/ sector 1;
end: cyl 413/ head 12/ sector 47
Are we happy with this entry? [n] y
The data for partiion 3 is:
<UNUSED>
Do you want to change it? [n] Enter pressed

The data for partition 4 is:
sysid 165,(FreeBSD/NetBSD/386BSD)
start 47, size 8386539 (4094 Meg), flag 80 (active)

. cyl 0/ head 1/ sector 1,
end: cyl 413/ head 12/ sector 47
Do you want to change it? [n] y

The static data for the DOS partition 4 has been reinitialized to:
sysid 165,(FreeBSD/NetBSD/386BSD)
start 47, size 8386539 (4094 Meg), flag 80 (active)
beg: cyl 0/ head 1/ sector 1;
end: cyl 413/ head 12/ sector 47
Supply a decimal value for “sysid (165=FreeBSD)" [165] 0
Supply a decimal value for "start" [47]
Supply a decimal value for "size" [8386539)] 0
Explicitly specify beg/end address ? [n] Enter pressed
<UNUSED>
Are we happy with this entry? [n] y
Do you want to change the active partition? [n] y
Supply a decimal value for "active partition” [1] 2
Are you happy with this choice [n] y

We haven't changed the partition table yet. This is your last chance.
parameters extracted from in-core disklabel are:
cylinders=13726 heads=13 sectorsftrack=47 (611 blks/cyl)

Figures below won't work with BIOS for partitions notin cyl 1
parameters to be used for BIOS calculations are:
cylinders=13726 heads=13 sectorsftrack=47 (611 blks/cyl)

Information from DOS bootblock is:
1: sysid 6,(Primary 'big' DOS (> 32MB))
start 0, size 2091453 (1021 Meg), flag 0
beg: cyl 0/ head 0/ sector 1,
end: cyl 350/ head 12/ sector 47
2: sysid 165,(FreeBSD/NetBSD/386BSD)
start 2091453, size 6295133 (3073 Meg), fiag 80 (active)
beg: cyl 351/ head 0/ sector 1;
end: cyl 413/ head 12/ sector 47
3: <UNUSED>
4: <UNUSED>
Should we write new partition table? [n] y

You'll notice a couple of things here:

Even though we createdad partitions 1 and 2, which eer the entire dre, fdisk
gave ws the phantom partition 4 which eered the whole disk, and we had to remo
it.

The glinder numbers in the summary at the end tonake any snse. W've
already calculated that the Microsoft partition goes frgtinder O to glinder 3422
inclusive, and the FreeBSD partition goes frolinder 3423 to glinder 13725.But
fdisk says that the Microsoft partition goes frogdireder O to glinder 350 inclusie,
and the FreeBSD partition goes frowylieder 351 to glinder 413. What's that all
about?
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The problem here isver ow: once upon a time, the maximurylinder value was
1023, andfdisk still thinks this is the caseThe numbers wee seeing here are the
remainder left by diding the real glinder numbers by 1024.

Labelling the disk

Once we hee a alid PC BIOS partition table, we need to create the ®le syst¥ves.
won't look at the Microsoft partition in gnmore detail, it we still need to do some
more work on our FreeBSD slice (slice or PC BIOS partition R)lI make life easier
here to remember a couple of things:

From nav on, wete just looking at the slice, which we can think of as a logical disk.
Names lile disk labelreally refer to the slice,ub mary standard terms use theovd
disk so we'll continue to use them.

All offsets are relate © the b@inning of the slice, not the gmning of the disk.
Sizes also refer to the slice and not the disk.

The ®rst thing we need is the disk (slice) label, which supplies general information about
the slice:

The fact that its a FeeBSD slice.
The size of the slice.
The sizes, types and layout of the ®le systems.

Some obsolete information about details lilbtational speed of the disk and the
track-to-track switching timeThis is still here for historical reasons anly may go
away soon.

The only information we need to input is the kind, size and locations of the partittons.
this case, we & cecided to create a ®le system on partitiofidev/dals2h and swap
space on partitiob (/dev/dalslh. Theswap space will be 512 MB, and the ®le system
will take yp the rest of the sliceThis is mainly tradition: traditionally data disks use the
h partition and not tha partition, so wel stick to that tradition, though thesehothing

to stop you from using the partition if you prefer In addition, we need to de®ne tlee
partition, which represents the whole slide. summarythe FreeBSD slice we amt to
create looks lik:

/dev/dals2bFreeBSD swap, 512 MB
/dev/dals2h/newhome®le system, 2.5 GB

Figure 11-4: FreeBSD slice on second disk
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bsdlabel

The program that writes the disk label used to be caligklabel As FreeBSD migrated

to multiple platforms, this prad to be too generic: manhardware platforms hae their

own disk label formats.For example, FreeBSD on 8RC64 uses the Sun standard
labels. Onplatforms which use the old BSD labels, such as the PC, the nasme w
changed tobsdlabel On SPARC64 it is calledsunlabel On each platform, the
appropriate ®le is lingd to the nameisklabe) but some of the options & changed. In
addition, the output format monormally ignores a number of historical relid$.s rot as
warty as fdisk but it can still gve you a run for your mone You can usually ignore
most of the compleaty, though. Yu can normally create a disk label with the single
command:

# bsdlabel -w /dev/dals2 auto

This creates the label with a single partition,You can look at the label withsdlabel
without options:

# bsdlabel /[devidals2

# | devidaOs2:

8 partitions:

# size offset fstype [fsize bsize bps/cpg]
0 0

c. 6295133 0 unused # "raw" part, dont edit

At this point, the only partition you ke is the “whole disk’ partitionc. You still need
to create partitionb andh and specify their location and sizBo this withbsdlabel -e
which starts an editor with the output you seevab&@mply add additional partitions:

8 partitions:

# size offset fstype [fsize bsize bps/cpg]
c. 6295133 0 unused 0 0 # "raw" part, dont edit
b: 1048576 0 swap 0 0
h: 5246557 1048576 unused 0 0

You don't need to maintain anparticular order and you dont need to specify that
partitionh will be a ®le systemln the net step,newfs does that for you automatically

Problems running bsdlabel

Using the olddisklabel program used to be Ekwalking through a mine®eldThings

have got a lot betterbut it's possible that some problems are still hidindere are some

of the problems that e keen encountered in the past, along with some suggestions
about what to do if youx@erience them:

When writing a label (thev option), you may ®nd:

# bsdlabel -w dals2
bsdlabel: /dev/dals2c: Undefined error: O

This message may be the result of tamkl haing out-of-date information about the
slice in memory If this is the case, a reboot may help.
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No disk label on disk is straightforvard enough.You tried to usebsdlabelto
look at the label before you had a label to look at.

Label magic number or checksum is wrong! tells you thatbsdlabelthinks it
has a label, it it's invdid. This could be the result of an incorrect yimus attempt
to label the disk.It can be di®cult to get rid of an incorrect labelThe best thing to
do is to repartition the disk with the label in afeiént position, and then cpp
/dev/izep to where the label used to be:

# dd if=/devizero of=/dev/dal bs=128k count=1

Then you can repartition am the vay you want to hae it.

Open partiion would move or shrink probably means that you Ve
speci®ed incorrect alues in your slice de®nitionsCheck particularly that the
partition corresponds with the de®nition in the partition table.

write: Read-only file system means that you are trying to do something
invalid with a valid disk label. FreeBSD write protects the disk label, which isywh
you get this message.

In addition, you might getdenel messages bk

fixlabel: raw partition size > slice size

or
fixlabel: raw partitions offset = slice offset

The meanings of these messages should Wieuh

Creating ®le systems

Once we hee a \alid label, we need to create the ®le systeinsthis case, thers'only
one ®le system, ofdev/dals2h Mercifully, this is easier:

# newfs-U/devidalszh
[devivinum/dals2h: 2561.8MB (5246556 sectors) block size 16384, fragment size 2048
using 14 cylinder groups of 183.77MB, 11761 blks, 23552 inodes.
with soft updates
super-block backups (for fsck -b #) at:
160, 376512, 752864, 1129216, 1505568, 1881920, 2258272, 2634624, 3010976, 3387328,
3763680, 4140032, 4516384, 4892736

The-U "ag tellsnenfs to enable soft updates, which we ledkat on page 191.
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Mounting the ®le systems

Finally the job is doneWell, almost. You ill need to mount the ®le system, and to tell
the system that it has moreaw Butthat's ot much of a problem:

# mkdir /newhome

# mount /dev/idals2h /newhome

#

# swapon /devidals2b
df

male aure we have a diectory to mount on

and mount it

show fee capacity and mounted ®le systems

Filesystem  1024-blocks Used Aval Capacity Mounted on
[dev/adOsla 19966 17426 944 %% /
[deviadOsle 1162062 955758 113340 8%  lusr

procfs 4 4 0 100%  /proc
presto/ 15823 6734 8297 45%  /presto/root
presto:/usr 912271 824927 41730 95%  /prestolusr
presto:home 1905583 1193721 521303 70%  /presto/home
presto/S 4065286 3339635 563039 86% /S
[devidalszh 2540316 2 2337090 0% /newhome
# pstat-s show swap ugge
Device 1K-blocks Used Aval Capacity Type
[deviad0s4b 524160 0 524160 0% Interleaved
[devidals2b 524160 0 524160 0% Interleaved
Total 1048320 0 1048320 0%

This looks ®ne, bt when you reboot the systemgvhomeand the additional sap will
be gone.To ensure that the get mounted after booting, you need to add the viotig
lines to/etc/fstab

[devidals2b none swap  sw 0 0
[devidals2h /newhome ufs w 0 0

Moving ®le systems

Very frequently you add a n& disk to a system becausgising disks hae un out of
space. Les oonsider the disk we ka just added and assume that currently the ®les in
/homeare plysically located on théusr ®le system, and thdhomeis a symbolic link to
/usr/home We want to mee them to the ng ®le system and then rename it/tiome
Here's what to do:

Copy the ®les:

# cd/home
# tarcf-. | (cd /newhome; tar xvf - 2>arfkmpltarerrors)

This writes ag error messages to the ®fear/tmp/taerrors. If you dont do this, ary
errors will get lost.

Ched /var/tmp/tarerrors and mag& are that the Eles really made it to the right
place!
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Remaore the old ®les:

# m +f Jusrhome

In this case,/home was a ymbolic link, so we need to reme it and create a
directory calledhome

# m/home
# mkdir /home

You don't need to do this ifhome was dready a directory (for>ample, if youte
maoving a complete ®le system).

Modify /etc/fstabto contain a line lik:

/devidals2h /home ufs w 0 0

Unmount the/lnewvhomedirectory and mount it ahome

# umount /newhome
# mount/home

Recovering fr om disk data err ors

Modern hard disks are a miracle wokition. Today you can iy a 200 GB hard disk for
under $200, and it will ®t in your shirt poek Thirtyyears ago, a typical disk de was
the size of a wshing machine and stored 20 MBou would need 10,000 of them to
store 200 GB.

At the same time, reliability has gone upt bisks are still relately unreliable deices.
You can achige maximum reliability by leeping them cool,ut sooner or later you are
going to run into some kind of problem@ne kind is due to swate irrgularities: the disk
cant read a speci®c part of the sack.

Modern disks mad provisions for recwering from such errors by allocating an alternate
sector for the datalDE drives db this automaticallybut with SCSI dwes you have the
option of enabling or disabling reallocatioklsually reallocation is enabled when you
buy the disk, It occasionally it is notWhen installing a ne disk, you should check that
the parametersARRE (Auto Read Reallocation Enal)leand AWRE (Auto Write
Reallocation Enableare turned on.For example, to check and set thalwes for disk
/dev/dal, you would enter:

# camcontrol modepage dal-m1-e

This command will start up youavaurite editor (either the one speci®ed in HaITOR
ervironment \ariable, orvi by defwlt) with the follaving data:
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AWRE (Auto Write Reallocation Enbid): 0
ARRE (Auto Read Reallocation Enbld): 0
TB (Transfer Block): 1

EER (Enable Early Recovery): 0

PER (Post Eror): 1

DTE (Disable Transfer on Error): 0

DCR (Disable Correction): 0

Read Retry Count: 1

Write Retry Count: 24

The \alues forAWREand ARREshould both be 1If they aren't, as in this case, where
AWREs 0, change the data with the editarite it back, anddt. camcontol writes the
data back to the disk and enables the option.

Note the last tw lines in this gample. Thg give the number of actual retries that this
drive has performed.You can reset thesealues too if you ant; the will be updated if
the drive performs ag additional retries.
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Vinumis aVoume Manaer, a \irtual disk driver that addresses these three issues:
Disks can be too small.
Disks can be too sho
Disks can be too unreliable.

From a user vigpoint, Minum looks almostyactly the same as a diskythbin addition to
the disks there is a maintenance program.

Vinum objects

Vinum implements a fodevel hierarcty of objects:

The most visible object is the virtual disk, calledadume Volumes hege essentially
the same properties as a UNIX diskvdyithough there are some minorfdiences.
They haveno size limitations.

Volumes are composed pfexes each of which represents the total address space of
a wlume. Thislevel in the hierarck thus preides redundanc Think of plexes &
individual disks in a mirrored arragach containing the same data.

Vinum «ists within the UNIX disk storage framerk, so it would be possible to use
UNIX partitions as the wilding block for multi-disk pl&es, hut in fact this turns out
to be too ingible: UNIX disks can hee mly a limited number of partitions.
Instead, Vhum subdiides a single UNIX partition (thdrive) into contiguous areas
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calledsubdiskswhich it uses asublding blocks for plees.

Subdisks reside onivum drives currently UNIX partitions. Vinum drives aan
contain ag number of subdisksWith the eception of a small area at thegb#ing

of the drve, which is used for storing con®guration and state information, the entire
drive is available for data storage.

Plexes can include multiple subdisks spreadboall drives in the Mnum con®guration, so
the size of an indidual drive dbes not limit the size of a pdeand thus of aclume.

Mapping disk space to ple xes

The way the data is shared across theedrias a strong in uence on performanéés
corvenient to think of the disk storage as agkrnumber of data sectors that are
addressable by numbeather lile the pages in a bookThe most obious method is to
divide the virtual disk into groups of consewsti®ctors the size of the inddual
physical disks and store them in this manmather like the way a lage engclopaedia is
divided into a number ofolumes. Thignethod is calle¢oncatenationand sometimes
JBOD (Just a Bunb Of Diskg. It works well when the access to the virtual disk is
spread eenly about its address spacé/hen access is concentrated on a smaller area, the
improvement is less madd. Figurel2-1 illustrates the sequence in which storage units
are allocated in a concatenatedanization.

Disk 1 Disk 2 Disk 3 Disk 4

0 10 12
11 13
14
15
16

17

O 00 N O

g b~ wW- N

Figure 12-1: Concatenated oganization

An alternatve mapping is to diide the address space into smallegual-sized
components, calledstripes and store them sequentially on fdifent deices. For
example, the ®rst stripe of 292 kB may be stored on the ®rst disk, dtestn@e on the
next disk and so onAfter ®lling the last disk, the process repeats until the disks are full.
This mapping is calledstriping or RAID-0! though the latter term is somkat
misleading: it preides no redundagc Sriping requires sonvehat more €brt to locate

the data, and it can cause additional /O load where a transfer is speeadudiiple
disks, lut it can also pndde a more constant load across the diskgure 12-2
illustrates the sequence in which storage units are allocated in a stgpedation.

1. RAID stands foRedundant Ay of Inexpensive Diskand ofers various forms ofdult tolerance.
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Disk 1 Disk 2 Disk 3 Disk 4
0 1 2 3
4 5 6 7
8 9 10 11
12 13 14 15
16 17 18 19
20 21 22 23

Figure 12-2: Striped organization

Data integrity

Vinum ofers two forms of redundant data storage aimed at gimyihardvare filure:
mirroring, aso knavn as RAID leel 1, and parity, dso knavn as RAID leels 2 to 5.

Mirroring maintains tw or more copies of the data on féifent plysical hardvare. Ary
write to the wlume writes to both locations; a read can be satis®ed from,eithiéione
drive fails, the data is stil\ailable on the other dre. It has two problems:

The price. It requires twice as much disk storage as a non-redundant solution.

The performance impaciWrites must be performed to bothwds, so thg take up

twice the bandwidth of a non-mirroredolume. Readsdo not sufer from a
performance penalty: you only need to read from one of the disks, so in some cases,
they can even be faster

The most interesting of the parity solutions is RAIRel&, usually calledRAID-5 The
disk layout is similar to striped ganization, ecept that one block in each stripe contains
the parity of the remaining blocksThe location of the parity block changes from one
stripe to the ne to balance the load on thewas. If arny one drive fails, the dnver can
reconstruct the data with the help of the parity informatibrone drive fails, the array
continues to operate idegraded mode: a read from one of the remaining accessible
drives continues normally but a read request from thailed drive is satis®ed by
recalculating the contents from all the remainingedi Writessimply ignore the dead
drive. When the dxie is replaced, \hum recalculates the contents and writes them back
to the nev drive.

In the folloving ®gure, the numbers in the data blocks indicate the weldtock
numbers.
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Disk 1 Disk 2 Disk 3 Disk 4

0 1 2 Paity

3 4 Paity 5

6 Paity 7 8
Paity 9 10 11

12 13 14 Paity

15 16 Paity 17

Figure 12-3: RAID-5 organization

Compared to mirroring, RAID-5 has the ativage of requiring signi®cantly less storage
space. Readiccess is similar to that of stripedgamizations, bit write access is
signi®cantly slever, gpproximately 25% of the read performance.

Vinum also dersRAID-4, a smpler variant of RAID-5 which stores all the parity blocks

on

one disk.This males the parity disk a bottleneck when writingAlID-4 offers no

adwantages eer RAID-5, so it's df ectively useless.

Whic h plex organization?

Each ple organization has its unique adntages:

Concatenated ptes ae the most dble: they can contain aypnumber of subdisks,
and the subdisks may be offdifent length. The plex may be @&tended by adding
additional subdisks.They require less CPU time than striped or RAID-5xpe
though the dference in CPU werhead from striped pkes is not measurableThey
are the only kind of plethat can bexended in size without loss of data.

The greatest adwtage of striped (RAID-0) ptes is that ther reduce hot spots: by
choosing an optimum sized stripe (between 256 and 512 kB), yowearg the
load on the component des. Thedisadwantage of this approach is the restriction on
subdisks, which must be all the same siggtending a striped pkeby adding nev
subdisks is so complicated thainMm currently does not implement i striped
plex must hae & least tvo subdisks: otherwise it is indistinguishable from a
concatenated pke In addition, theres an interaction between the geometry of UFS
and Mnum that maks it advisable not to ti@ a $ripe size that is a peer of 2; thats
the background for the mention of a 292 kB stripe size inxample abue.

RAID-5 plexes ae efectively an tension of striped ples. Comparedo striped
plexes, theg offer the adantage ofdult tolerance, it the disadantages of sormehat
higher storage cost and signi®cantlprae write performancelike driped plees,
RAID-5 plexes nust hae ejual-sized subdisks and cannot currently kiereded.
Vinum enforces a minimum of three subdisks for a RAID-%:@ey smaller number
would not male any s€nse.
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Vinum also ders RAID-4, although this genization has some disaaltages and no
advantages when compared to RAID-Bhe only reason for including this feature
was that it was a twial addition: it required only twlines of code.

The folloving table summarizes the ahtages and disadmtages of each ple
organization.

Table 12-1:Vinum plex organizations

Minimum | Can Must be
Plex type subdisks add equal Application
subdisks | size

concatenated 1 yes no Large data storage with maximum
placement ebility and moderate
performance.

striped 2 no yes High performance in combination
with highly concurrent access.

RAID-5 3 no yes Highly reliable storage, primarily
read access.

Creating Vin um drives

Before you can do athing with Vinum, you need to resesvdsk space for it.Vinum
drive dbjects are indct a special kind of disk partition, of typum We've en hav to
create disk partitions on page 215.in that example we had anted to create aiMvum
volume instead of a UFS partition, wewd hare aeated it lile this:

8 partitions:

# size offset fstype  [fsize bsize bps/cpg]
c: 6295133 0 unused 0 0 . 0 -10302
b: 1048576 0 swap 0 0 #(©Cy. 0 -10302
h: 5246557 1048576 vinum 0 0 # (©Cy. 0 -10302

Starting Vinum

Vinum comes with the base system ddda It gets loaded automatically when you run
the vinum command. I8 possible to hild a special &rnel that includes um, kut this
is not recommended: in this case, you will not be able to stopV/
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FreeBSD Release 5 includes avrmaethod of starting Mium. Putthe following lines in
/boot/loaderconf:

vinum_load="YES"
vinum.autostart="YES"

The ®rst line instructs the loader to load thewh kid, and the second tells it to start
Vinum during the déce probes.Vinum still supports the older method of setting the
variablestart vinum in /etc/rc.conf but this method may gonsy soon.

Con®guring Vin um

Vinum maintains acon®guiation databasethat describes the objects kmo to an
individual system.You create the con®guration database from one or more con®guration
®les with the aid of thevinum utility program. Vinum stores a cgpof its con®guration
database on eachrn¥im drive. This database is updated on each state change, so that a
restart accurately restores the state of eachri object.

The con®guration ®le

The con®guration ®le describes indiual Vinum objects. To de®ne a simple slume,
you might create a ®le called, s@pn®g], containing the follving de®nitions:

drive a device /devidals2h
volume myvol
plex org concat
sd length 512m drive a

This ®le describes fourikum objects:

The drive  line describes a disk partitiordr{ve) and its location relatie © the
underlying hardwre. Itis given the symbolic nhamea. This separation of the
symbolic names from the dee names alls disks to be maed from one location
to another without confusion.

Thevolume line describes aolume. Theonly required attribte is the name, in this
casemyvol .

Theplex line de®nes a ple Theonly required parameter is theganization, in this
caseconcat . No name is necessary: the system automatically generates a name from
the wlume name by adding the &x .p x, wherex is the number of the ptein the
volume. Thughis plex will be calledmyvol.pO

Thesd line describes a subdisk:he minimum speci®cations are the name of aedri
on which to store it, and the length of the subdigls with plexes, no name is
necessary: the system automatically assigns namesdlémom the pl& name by
adding the s®x .s x, wherex is the number of the subdisk in thexplerhusVinum
gives this subdisk the nanrmayvol.p0.s0



Con®guring Vinum 227

After processing this ®lejinum(8)produces the folleing output:

vinum->  create configl

1 drives:

D a State: up [devidals2h A 3582/4094 MB (87%)
1 volumes:

V nyvol State: up Plexes: 1 Size: 512 MB
1 plexes:

P nyvol.p0 C  State:up Subdisks: 1 Size: 512 MB
1 subdisks:

S nyvol.p0.s0 State: up D: a Size: 512 MB

This output shais the brief listing format ofvinum It is represented graphically in

Figure 12-4.

0MB
Subdisk volume
address
myvol.p0.s0 space
512 MB
Plex 1
myvol.p0

e

Figure 12-4: A simple Minum volume

This ®gure, and the ones that fellorepresent a alume, which contains the ples,
which in turn contain the subdisk# this trivial example, the slume contains one ple
and the ple contains one subdisk.

Creating a ®le system

You create a ®le system on thislume in the same ay as you wuld for a comentional
disk:

# newfs -U /deviinum/myvol
[deviinum/myvol: 512.0MB (1048576 sectors) block size 16384, fragment size 2048
using 4 cylinder groups of 128.02MB, 8193 blks, 16512 inodes.
super-block backups (for fsck -b #) at:
32, 262208, 524384, 786560
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This particular wlume has no speci®c aaivtage wver a cnventional disk partition. It
contains a single pke so it is not redundantThe plex contains a single subdisk, so there
is no diference in storage allocation from a eemtional disk partition. The following
sections illustratearious more interesting con®guration methods.

Increased resilience: mirr  oring

The resilience of aalume can be increased either by mirroring or by using RAID-5
plexes. Whenlaying out a mirrored ®ume, it is important to ensure that the subdisks of
each pl& are on diferent dries, so that a dve failure will not tale down both plees.
The folloving con®guration mirrors aclume:

drive b device /devida2s2h
volume mirror
plex org concat
sd length 512m drive a
plex org concat
sd length 512m drive b

In this xample, it vas not necessary to specify a de®nition ofald again, because
Vinum leeps track of all objects in its con®guration databasker processing this
de®nition, the con®guration looks ék

2 drives

D a State: up [devidals2h A 3070/4094 MB (74%)
Db State: up /devida2s2h A 3582/4094 MB (87%)
2 volumes:

V nyvol State: up Plexes: 1 Size: 512 MB
V' nirror State: up Plexes: 2 Size: 512 MB
3 plexes:

P nyvol.p0 C  Staterup Subdisks: 1 Size: 512 MB
P nmror.p0 C State: up Subdisks: 1 Size: 512 MB
P nirorpl C State: initializing Subdisks: 1 Size: 512 MB
3 subdisks:

S nyvol.p0.s0 State: up D: a Size: 512 MB
S nror.p0.s0 State: up D: a Size: 512 MB
S nior.pl.s0 State: empty D: b Size: 512 MB

Figure 12-5 shws the structure graphically

In this xample, each plecontains the full 512 MB of address spaées in the preious
example, each plecontains only a single subdisk.

Note the state ofmirror.p1 and mirror.p1.sQ initializing and empty respectiely.
Theres a poblem when you create twidentical plges: to ensure that the identical,
you need to copthe entire contents of one gléo the other This process is called
reviving, and you perform it with thetart command:

vinum->  start mirror.pl

vinum[278]: reviving mirror.p1.s0
Reviving mirror.p1.s0 in the background
vinum ->vinum[278]: mirror.p1.s0 is up
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s ——

0MB
Subdisk 1 volume Subdisk 2
address
mirror.p0.s0 space mirror.pl.s0
512 MB
Plex 1 Plex 2
mirror.p0 mirror.p1

e

Figure 12-5: A mirr ored Vinum volume

During the start process, you can look at the status to seefdrothe reive has
progressed:

vinum->  list mirror.p1.s0
S nior.pl.s0 State: R43% D: b Size: 512 MB

Reviving a lage wlume can taf a \ery long time. When you ®rst create aolume, the
contents are not de®nedoes it really matter if the contents of eachxee different?
If you will only ever read what you hee ®@rst written, you dort'need to verry too much.
In this case, you can use thatupstate  keyword in the con®guration ®leWe'll see an
example of this bela.

Adding ple xes to an existing v olume

At some time after creating aolme, you may decide to add additionalxeke For
example, you may ant to add a pleto the wlume myvol we sav above, putting its
subdisk on drieb. The con®guration ®le for thisxeension vould look like:

plex name myvol.p1 org concat volume myvol
sd size 1g drive b

To e what has happened, use the reesifisiting optionr for thelist command:

vinum-> | - r myvol

V nyvol State: up Plexes: 2 Size: 1024 MB
P nyvol.p0 C  State:up Subdisks: 1 Size: 512 MB
P nyvol.pl C  State:initializing Subdisks: 1 Size: 1024  MB
S nyvol.p0.s0 State: up D: a Size: 512 MB

S nyvolplsO State: empy D b Size: 1024 MB
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The command is a synogm for list, and the-r option meansecursive it displays all
subordinate objectdn this xkample, pl& myvol.plis 1 GB in size, althoughmyvol.pOis
only 512 MB in size.This discrepangcis dlowed, though it ist'very useful by itself:
only the ®rst half of the lume is protected ainst failures. Aswe'll see in the ne
section, though, this is a useful stepping stonateneling the size of a ®le system.

Note that you cam'use thesetupstate  keyword here. Vinum cant knov whether the
existing wlume contains alid data or not, so yomust use thestart command to
synchronize the pies.

Adding subdisks to e xisting ple xes

After adding a second pléo myvol it had one plg with 512 MB and another with 1024
MB. It makes sense to kia the same size ptes, so the ®rst thing we should do is add a
second subdisk to the glenyvol.p0

If you add subdisks to striped, RAID-4 or RAID-5 xds, you will change the mapping
of the data to the disks, whichexdtively destrgys the contentsAs a result, you must use
theSf option. Whenyou add subdisks to concatenatedxgde the data in thexesting
subdisks remains unchangeld. our case, the pkeis concatenated, so we create and add
the subdisk lik this:

sd name myvol.p0.s1 plex myvol.p0 size 512m drive ¢

After adding this subdisk, theolme looks lile this:

s ——

0 MB
myvolp0.s0 l volume
address myvol.p1.s0
myvolp0.sl space
1024 MB
Plex 1 Plex 2
myvol.p0 myvol.pl

e

Figure 12-6: An extended \fthum volume
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It doesnt look too happ, howeve:

vinum-> | - r myvol

V nyvol State: up Plexes: 2 Size: 1024 MB

P nyvol.p0 C  State: corrupt Subdisks: 2 Size: 1024 MB

P nyvol.pl C  State:initializing Subdisks: 1 Size: 1024  MB
S nyvol.p0.s0 State: up D: a Size: 512 MB

S nyvolp0.sl State: empty D. ¢ Size: 512 MB

S nyvolpl.sO State: stale D b Size: 1024 MB

In fact, it's in as good a shape as iver has been.The ®rst half ofmyvolstill contains the
®le system that we put on it, andsies accessible asver. The trouble here is that there
is nothingin the other tw subdisks, which are sk shaded in the ®gurevinum cant
know that that is acceptableubwe do. In this case, we use some maintenance
commands to set the correct object states:

vinum->  setstate up myvol.p0.s1 myvol.p0

vinum-> | - r myvol

V nyvol State: up Plexes: 2 Size: 1024 MB
P nyvol.p0 C  State:up Subdisks: 2 Size: 1024 MB
P nyvol.pl C  State: faulty Subdisks: 1 Size: 1024  MB
S nyvol.p0.s0 State: up D: a Size: 512 MB
S nyvolp0.sl State: up (D Size: 512 MB
S nyvolpl.sO State: stale D b Size: 1024 MB

vinum->  saveconfig

The commandetstatechanges the state of indiual objects without updating those of
related objectsFor example, you can use it to change the state of»atplep even if all

the subdisks arelown. If used incorrectlyit can can cause w&e data corruption.
Unlike mormal commands, it doedn'save the con®guration changes, so you use
savecon®gfor that, after you're sure you hze the correct statesRead the man page
before using them for grother purpose.

Next you start the second pte

vinum->  start myvol.p1

Reviving myvol.p1.s0 in the background

vinum[446]: reviving myvol.p1.s0

vinum ->vinum([446]: myvol.p1.s0 is up some time later

| command for @vious pompt

3 drives:

D a State: up [devidals2h A 3582/4094 MB (87%)
Db State: up /devida2s2h A 3070/4094 MB (74%)
Dc S tate: up /devida3s2h A 3582/4094 MB (87%)
1 volumes:

V nyvol State: up Plexes: 2 Size: 1024 MB
2 plexes:

P nyvol.p0 C  State:up Subdisks: 2 Size: 1024 MB
P nyvol.pl C  State:up Subdisks: 1 Size: 1024 MB
3 subdisks:

S nyvol.p0.s0 State: up D: a Size: 512 MB
S nyvolpl.sO State: up D: b Size: 1024 MB
S nyvolp0.sl State: up D Size: 512 MB
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The message telling you thatyvol.pl.sOis up comes after the prompt, so thetne
command doesth'have a prompt. At this point you hee a filly mirrored, functional
volume, 1 GB in sizelf you now look at the contents, though, you see:

# df/mnt
Filesystem 1048576-blocks Used Avail Capacity Mounted on
[deviinum/myvol 503 1 461 0% /mnt

The wlume is nav 1 GB in sze, lut the ®le system on thelme is still only 512 MB.
To expand it, usegrowfs

# umount /mnt
# growfs /deviinum/myvol
We strongly recommend you to make a backup before growing the Filesystem

Did you backup your data (Yes/No) ? Yes
new file systemsize is: 524288 frags
Waming: 261920 sector(s) cannot be allocated.
growfs: 896.1MB (1835232 sectors) block size 16384, fragment size 2048
using 7 cylinder groups of 128.02MB, 8193 blks, 16512 inodes.
super-block backups (for fsck -b #) at:
1048736, 1310912, 1573088
# mount /deviinum/myvol /mnt

# df/mnt
Filesystem 1048576-blocks Used Avail Capacity Mounted on
[deviinum/myvol 881 1 809 0% /mnt

Optimizing perf ormance

The mirrored wlumes in the prdous eample are more resistant tailfire than
unmirrored wlumes, kit their performance is less: each write to tbume requires a
write to both dnes, using up a greater proportion of the total disk bandwidth.
Performance considerations demand fedéht approach: instead of mirroring, the data is
striped across as mardisk drives & possible. Thefollowing con®guration shes a
volume with a pl& striped across four disk ahés:

drive c device /devida3s2h
drive d device /devidads2h
volume stripe
plex org striped 480k
sd length 128m drive a
sd length 128m drive b
sd length 128m drive ¢
sd length 128m drive d

When creating striped ples for the UFS ®le system, ensure that the stripe size is a
multiple of the ®le system block size (normally 16 kBt Imot a pwer of 2. UFS
frequently allocatesytinder groups with lengths that are ayew of 2, and if you allocate
stripes that are also awer of 2, you may end up with all inodes on the sameedri
which would signi®cantly impact performance under some circumstanEgss are
allocated in blocks, so fimg a stripe size that is not a multiple of the block size can
cause signi®cant fragmentation of 1/0O requests and consequent drop in perfor@eace.
the man page for more details.
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Vinum requires that a striped plbavean intgyral number of stripesYou don't haveto
calculate the sizexactly, though: if the size of the ptés not a multiple of the stripe size,
Vinum trims of the remaining partial stripe and prints a console message:

vinum: removing 256 blocks of partial stripe at the end of stripe.p0

As before, it is not necessary to de®ne theedrthat are already kmen to Mnum. After
processing this de®nition, the con®guration looke:lik

4 drives:

D a State: up /devidals2h A 2942/4094 MB (71%)
Db State: up /devida2s2h A 2430/4094 MB (59%)
Dc S tate: up [devida3s2h A 3966/4094 MB (96%6)
Dd State: up [devidads2h A 3966/4094 MB (96%)
3 volumes:

V nyvol State: up Plexes: 2 Size: 1024  MB
V' nirror State: up Plexes: 2 Size: 512 MB
V stripe State: up Plexes: 1 Size: 511 MB
5 plexes:

P nyvol.p0 C  State:up Subdisks: 1 Size: 512 MB
P nmror.p0 C State: up Subdisks: 1 Size: 512 MB
P nirrorpl C State: initializing Subdisks: 1 Size: 512 MB
P nyvol.pl C  State:up Subdisks: 1 Size: 1024 MB
P stripe.p0 S State: up Subdisks: 4 Size: 511 MB
8 subdisks:

S nyvol.p0.s0 State: up D: a Size: 512 MB
S nor.p0.s0 State: up D: a Size: 512 MB
S nior.pl.s0 State: empty D: b Size: 512 MB
S nyvolpl.sO State: up D: b Size: 1024 MB
S nyvolp0.sl State: up D Size: 512 MB
S stripe.p0.s0 State: up D: a Size: 127 MB
S stripe.p0.sl State: up D: b Size: 127 MB
S stripe.p0.s2 State: up D Size: 127 MB
S stripe.p0.s3 State: up D: d Size: 127 MB

This wlume is represented in Figure 12-The darkness of the stripes indicates the
position within the ple address space: the lightest stripes come ®rst, thesidst.

Resilience and perf ormance

With suf®cient hardvare, it is possible touild volumes that she both increased
resilience and increased performance compared to standard UNIX parttMimsred
disks will always gwve bketter performance than RAID-5, so a typical con®guration ®le
might be:

drive e device /devida5s2h
drive f device /devida6s2h
drive g device /devida7s2h
drive h device /devida8s2h
drive i device /dev/ida9s2h
drive j device /devidal0s2h
volume raid10 setupstate
plex org striped 480k
sd length 102480k drive a
sd length 102480k drive b
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Figure 12-7: A striped Vinum volume

sd length 102480k drive ¢
sd length 102480k drive d
sd length 102480k drive e
plex org striped 480k
sd length 102480k drive f
sd length 102480k drive g
sd length 102480k drive h
sd length 102480k drive i
sd length 102480k drive j

In this ekample, we hee added another ®v dsks for the second pleso the vlume is
spread wer ten spindles.We have also used thesetupstate keyword so that all
components come up. Thelume looks lile this:

vinum-> | - r r aidl0

V raidl0 State: up Plexes: 2 Size: 499 MB
P raid10.p0 S  State:up Subdisks: 5 Size: 499 MB
P raid10.p1 S  State:up Subdisks: 5 Size: 49 MB
S raid10.p0.s0 State: up D: a Size: 9 MB
S raid10.p0.s1 State: up D: b Size: 99 MB
S raid10.p0.s2 State: up D c Size: 9 MB
S raid10.p0.s3 State: up D: d Size: 9 MB
S raid10.p0.s4 State: up D: e Size: 99 MB
S raid10.pl.s0 State: up D f Size: 9 MB
S raid1l0.plsl State: up D: g Size: 9 MB
S raid10.pl.s2 State: up D: h Size: 99 MB
S raid10.pl.s3 State: up D: i S ize: 9 MB
S raidl0.pls4 State: up D: j Size: 9 MB

This assumes thevalability of ten disks. It's mot essential to he dl the components on
different disks.You could put the subdisks of the secondxpbe the same dvies & the
subdisks of the ®rst ple If you do so, you should put corresponding subdisks on
different dries:
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plex org striped 480k
sd length 102480k drive a
sd length 102480k drive b
sd length 102480k drive ¢
sd length 102480k drive d
sd length 102480k drive e
plex org striped 480k
sd length 102480k drive c
sd length 102480k drive d
sd length 102480k drive e
sd length 102480k drive a
sd length 102480k drive b

The subdisks of the second ypkre ofiset by two drives from those of the ®rst pte this

helps ensure that thailfure of a diwe des not cause the same part of bothxgsldo
become unreachable, whiclould destryg the ®le system.

I

Figure 12-8 represents the structure of tioisime.

p0s0 pls0
p0.sl plsi
p0.s2 pls2
p0s3 pls3
p0.s4 plsa

Plex 1 Plex 2

raid10.p0 raid10.p1

- = "

Figure 12-8: A mirr ored, striped Minum volume

Vinum con®guration database

Vinum stores con®guration information on eaclvelin essentially the same form as in
the con®guration ®lesYou can display it with thelumpcon®gommand. Whemneading
from the con®guration databaseinMm recognizes a number oéyvords that are not
allowed in the con®guration ®les, becauseytinould compromise data irgaty. For
example, after adding the secondxpte myvol the disk con®guration auld contain the
following text:
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vinum->  dumpconfig
Drive a: Device /devidalszh
Created on bumble.example.org at Tue Nov 26 14:35:12 2002
Config last updated Tue Nov 26 16:12:35 2002
Size: 4293563904 bytes (4094 MB)
volume myvol state up
plex name myvol.p0 state up org concat vol myvol
plex name myvol.p1 state up org concat vol myvol
sd name myvol.p0.s0 drive a plex myvol.p0 len 1048576s driveoffset 265s state up ple
xoffset Os
sd name myvol.p1.s0 drive b plex myvol.pl len 2097152s driveoffset 265s state up ple
xoffset Os
sd name myvol.p0.s1 drive ¢ plex myvol.p0 len 1048576s driveoffset 265s state up ple
xoffset 1048576s

Drive /devidals2h: 4094 MB (4293563904 bytes)

Drive b: Device /devida2s2h
Created on bumble.example.org at Tue Nov 26 14:35:27 2002
Config last updated Tue Nov 26 16:12:35 2002
Size: 4293563904 bytes (4094 MB)
volume myvol state up
plex name myvol.p0 state up org concat vol myvol
plex name myvol.pl state up org concat vol myvol
sd name myvol.p0.s0 drive a plex myvol.p0 len 1048576s driveoffset 265s state up ple
xoffset Os
sd name myvol.p1.s0 drive b plex myvol.pl len 2097152s driveoffset 265s state up ple
xoffset Os
sd name myvol.p0.s1 drive ¢ plex myvol.p0 len 1048576s driveoffset 265s state up ple
xoffset 1048576s

The olvious diferences here are the presencexgfieit location information and naming
(both of which are also alleed, hut discouraged, for use by the user) and the information
on the states (which are notadable to the user).Vinum does not store information
about drves in the con®guration information: it ®nds the \$ by scanning the
con®gured disk dvies for partitions with a \hum label. This enables Mum to identify
drives crrectly een if they havebeen assigned dérent UNIX drive IDs.

When you start Mium with thevinum startcommand, Yhum reads the con®guration
database from one of thendm drives. Undemormal circumstances, eachwdriontains

an identical cop of the con®guration database, so it does not matter whiel griead.
After a crash, heever, Vinum must determine which &8 was updated most recently
and read the con®guration from thiswri It then updates the con®guration, if necessary
from progressiely older drives.

Installing FreeBSD on Vin um

Installing FreeBSD on Mum is complicated by theaft thatsysinstall and the loader
don't support Mnum, so it is not possible to install directly on @mim wlume. Instead,
you need to install a ceentional system and then ognt it to Vinum. Thats not as

dif®cult as it might sound.
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A typical disk installation lays out disk partitions in the faliog manner:

daOs3a/ ®le system

da0s3hb swap

daOs3e/usr ®le system daOs3c: entie dsk

da0s3f /var ®le system

Figure 12-9: Typical partition lay out without Vinum

This layout shars three ®le system partitions and aapwpartition, which is not the
layout recommended on page 88€l 1100k at the reasons for this belo

Each partition corresponds logically to @nim subdisk. You could enclose all these
subdisks in a WMium drive. The only problem is that iWum stores its con®guration
information at the kginning of the drre, and thats where the root ®le system i©ne
way to solve this problem is to put the @p partition ®rst and makit 265 sectors longer
than needed.You can do this fromsysinstall simply by creating the sap partition
before ag other partition. Consider installing FreeBSD on a 4 GBweri Create, in
sequence, a ap partition of 256 MB, a root ®le system of 256 MBuar ®le system of
2 GB, and a/var ®le system to tak yp the rest. It's important to create the apw
partition at the bginning of the disk, so you create that ®réfter installation, the output
of bsdlabellooks like this:

8 partitions:
# size offset fstype [fsize bsize bps/cpg]
a: 524288 532480 4.2BSD 2048 16384 94
b: 532215 265 swap
c: 8386733 0 unused 0 0 # "raw" part, dont edit
e 4194304 1056768 4.2BSD 2048 16384 89
f. 3135661 5251072 4.2BSD 2048 16384 89

To convert to Vinum, usebsdlabel with the-e (edit label) option to create alme of
typevinumthat maps the partition:

h: 8386733 0 vinum
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After this, you hae the followving situation:

da0s3hb swap

daOs3a/ ®le system

daOs3e/usr ®le system daOs3c: entie dsk da0s3h: vinum drive

da0s3f /var ®le system

Figure 12-10: Partition lay out with Vinum

The shaded area at the top of thénuwh partition represents the con®guration
information, which cuts into the sp partition. To ®x that, we rede®ne the sp
partition to start after theifum con®guration information and to be 265 sectors shorter
The ®le systems are rehatly trivial to recreate: takthe size and @det \alues from the
bsdlabeloutput abge and use them in aikum con®guration ®le:

drive rootdev device /devidaOs2h

volume swap
plex org concat
# b: 5 32215 265
sd len 532215s driveoffset 265s drive rootdev
volume root
plex org concat
# a: 5 24288 532480 4.2BSD 2048 16384 94
sd len 524288s driveoffset 532480s drive rootdev
volume usr
plex org concat
# e: 4 194304 1056768 42BSD 2048 16384 89
sd len 4194304s driveoffset 1056768s drive rootdev
volume var
plex org concat
f: 3 135661 5251072 42BSD 2048 16384 89

sd len 3135661s driveoffset 5251072s drive rootdev

The comments are the corresponding lines fromba@label output. Thg show the
corresponding alues for size and fset. Runvinum ceateagainst this ®le, and con®rm
that you hae the wolumes/, /usr and/var.

Next, ensure that you are set up to stdrtuvh with the ner method. You should hee
the following lines in/boot/loaderconf:

vinum_load="YES"
vinum.autostart="YES"

Then reboot to single-user mode, startih and runfsdk against the elumes, using the
-n option to tellfsdk not to correct ay errors it ®nds. You should see something kk
this:
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# fsck -n -t ufs /[devivinum/usr

* [devivinum/usr (NO WRITE)

** | ast Mounted on /usr

** Phase 1 - Check Blocks and Sizes

** Phase 2 - Check Pathnames

** Phase 3 - Check Connectivity

** Phase 4 - Check Reference Counts

* Phase 5 - Check Cyl groups

35323 files, 314115 used, 718036 free (4132 frags, 89238 blocks, 0.4% fragmentation)

If there are ay errors, thg will probably be because you Ve miscalculated size or
offset. You'll see something lik this:

# fsck -n -t ufs /devivinum/usr

* [devivinum/usr (NO WRITE)

Cannot find file system superblock

fdeviinum/usr: CANNOT FIGURE OUT FILE SYSTEM PARTITION

You need to do this in single-user mode because dhemes are sha#dng ®le systems,
and it's normal for open ®le systems tailf fsk, snce some of the state is infter cache.

If all is well, remount the root ®le system read-write:

# mount-u/

Then edit/etc/fstab to point to the ne devices. Fr this xample, /etc/fstab might
initially contain:

# $Id: fstabyy 1.3 2002/11/14 06:48:16 grog Exp $

# Device Mountpoint FStype Options Dump  Pass#
[devidaOs4a / ufs w 1 1
/devidaOs4b none swap  sw 0 0
[devidaOsde usr ufs w 1 1
[devidaOs4f Nar ufs w 1 1
Change it to re ect theium wlumes:

# $ld: fstab,v 1.3 2002/11/14 06:48:16 grog Exp $

# Device Mountpoint FStype Options Dump  Pass#
[fdeviinum/swap none swap  sw 0 0
fdevivinum/root / ufs w 1 1
[deviinum/usr Jusr ufs w 1 1
[deviinumAvar Nar ufs w 1 1

Then reboot agin to mount the root ®le system frofdev/vinum/oot You can also
optionally remee dl the UFS partitionsexcept the oot partition The loader doest'
know about Mnum, so it must boot from the UFS partition.

Once you hee reached this stage, you can add additionaleglo the olumes, or you
can etend the plees (and thus the size of the ®le system) by adding subdisks to the
plexes, as discussed on page 229.
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Recovering fr om drive failures

One of the purposes ofiniim is to be able to reeer from hardvare problems.If you
have chosen a redundant storage con®guration, dfteré of a single component will not
stop the wlume from vorking. Inmary cases, you can replace the components without
down time.

If a drive fails, perform the folleing steps:
1. Replacehe plysical drive.
2. Fartition the nev drive. Some restrictions apply:

If you have hot-plugged the dvie, it must hae the same ID, the Mum drive
must be on the same partition, and it musehhe same size.

If you have had to stop the system to replace th&ejrihe old drve will not be
associated with a gize name, and you can put ityavhere. Creata Vinum
partition that is at least lge enough to takdl the subdisksn their original
positions on the drive Vinum currently does not compact free space when
replacing a drie. An easy way to ensure this is to malthe nev drive & least as
large as the old dre.

If you want to hae tis freedom with a hot-plugdple drve, you must stop Mium
and restart it.

3. If you hare restarted Yhum, create a me drive. For example, if the replacement
drive data3is on the pigsical partition/dev/da3slh create a con®guration ®le, say
con®g®leg with the single line

drive data3 device /devida3slh

Then enter:

# vinum create configfile

4. Startthe plees that were dan. For example,vinum listmight shaov:

vinum-> | - rt est

V test State: up Plexes: 2 Size: 30 MB
P testp0 C State:up Subdisks: 1 Size: 30 MB
P testpl C  State: faulty Subdisks: 1 Size: 30 MB
S testp0.s0 State: up PO: 0 B Size 30 MB
S testplsO State: obsolete PO: 0 B Size 30 MB

vinum->  starttestpl.sO

Reviving test.p1.s0 in the background

vinum ->vinum[295]: reviving test.p1.s0 this messge gpeas dter the pompt
(some time later)

vinum[295]: test.p1.s0 is up
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Failed boot disk

If you're running your root ®le system on &Mm wlume, you can survé the filure of

the boot wlume if it is mirrored with at least twooncatenated pkes each containing
only one subdisk.Under normal circumstances, you can carry on running as if nothing
had happenedub obviously you will no longer be able to reboot from that diskstead,
boot from the other disk.

The root ®le system also has imidiual UFS partitions, so you Y a toice of what you
mount. Fr example, if your root ®le system has UFS partitioftev/daOs4a and
/dev/dalsdayou can mount either of these partitions/dev/vinum/oot. Neve mount

more than one of them, otherwise you can cause data corruption.

An even more insidious \ay to corrupt the root ®le system is to mouatv/daOs4aor
/dev/dals4aand modify it. In this case, the twpartitions are no longer the sameit b
theres no way for Vinum to knav that. Ifthis happens, yomustmark the other subdisk
as crashed with thanum stopcommand.

Migrating Vin um to a ne w machine

Sometimes you might ant to mee a &t of Vinum disks to a dierent FreeBSD
machine. Thiss simple, as long as there are no name con’icts between the objects on
the Mnum disks and another Mnum objects you may already veam the system.
Simply connect the disks and starindin. You dont need to put the disks in gn
particular location, and you ddn'need to runvinum ceate Vinum stores the
con®guration on the dres themseles, and when it starts, it locates it accordingly

Things y ou shouldn't do with Vin  um

The vinum command ders a lage number of subcommands intended for speci®c
purposes. I8 easy to abse them.Here are some things you should not do:

Do not use theesetcon®gcommand unless you genuinely dowant to see anof
your con®guration agjn. Thereare other alternatés, such agm, which remaes
individual objects or groups of objects.

Do not re-run thecreate command for objects that alreadyig. Vinum already
knows about them, and tretart command should ®nd them.

Do not name your dres dter the disk deice on which thg are located. The
purpose of hang drive rames is to be dé&e independentFor example, if you hae
two drives a and b, and they are located on déces /dev/dalslhand /dev/da2slh
respectiely, you can remee the drives, swap their locations and restarindm.
Vinum will still correctly locate the drés. If you had called the drés dal andda2
you would then see something confusingeliiis:
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drives:

oo~

da2 State: up [devidalslh A: 3582/4094 MB (87%)
dal State: up /devidals2h A: 3582/4094 MB (87%)

This is clearly not helpful.

Don't put more than one dré a a physical disk. Each drve mntains tve copies of
the Mnum con®guration, and both updating the con®guration and starimgmv
slow down as a esult. Ifyou want more than one ®le system to oogcpace on a
physical drive, create subdisks, not dss.
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Writing CD-Rs

Under FreeBSD, data on a@nmtional hard disks is stored in théNIX Fle Systemor

UFS format. CD-FOMs and CD-Rs use a thfent ®le system, th&5O 9660format,
which is compatible with other system$his is not a problem when you mount a CD-
ROM: FreeBSD includes a read-only 1ISO 9660 ®le syst&hen you vant to write a
CD-R, havever, things are a little more complicated: the medium requires you to write
the entire ®le system at once, and since the ®le system is storedferendiformat, you
cant just coly the UFS ®le systeminstead, you must ®rst create mmage of the ®le
system that you ant to put on the CD-R, and then you gap We'll look at these steps

in more detail beh.

Creating an ISO-9660 ima ge

The ®rst step is to create tHeO 9660®le system image, frequently simply called|S®
image There are a number of portgadable in the Ports Collection; here Wdbok at
mkisofs which is part of thecdrtools port. Installationisn't quite as straightforard as
you might epect: you need a special "ag to instakisofs

# cd Jusr/ports/sysutils/cdrtools
# make install -DMKISOFS

mkisofshas a beildering number of parametersiere are the important ones:

The-A option speci®es thapplication ID, a txt string written to the header of the
®le system to describe th@pplication" on the image.It can be up to 128 characters
long.

243



244 Chapter 13: Writing CD-Rs

Use-b if you want to be able to boot from the CD, such as a FreeBSD bootable CD.
In the case of FreeBSD, use the 2.88 MB imamggpies/boot. pwhich is huilt as

part of the release procesblote that this ®lemust be in one of the directories
included in the image, and the name is redath the root directory of the CD.

The-f option tellsmkisofsto follow symbolic links. If you dont specify this option
and you hee gymbolic links in the directory from which you create the image, the
resultant CD-®M image will contain only a symbolic link instead of the ®le itself.
If the ®le to which the symbolic link points is beléhe top-leel (root) directorythis

is the preferred ay to do things, because itvea ace, ht if it points outside the
CD-ROM, the ®le will not appear on the CDaR at all. Use this option if you hee
symbolic links to ®les outside the directory that yeuising for the root of the CD-
ROM ®le system.

The-J option malkes the CD compatible with Microsaftddiet format. You dont
need it for FreeBSD, Ut it doesnt cost much, so i§ a god idea to include it if
theres a dhance the CD will be used in a Microsofvganment.

Use theo option to specify the name of the resultant ISO imafgs image is the
size of the resultant CD, so it could be up to 700 MB.

The p option speci®es therepaer ID, another ISO 9660 header ®eld to specify
who made the CD-BM.

The-r option speci®es th®odk Rdge Extensionsthat are used to store UNIX ®le
names. Itmakes a number of assumptions about permissions amére; see the
man page for detaildt takes no parameters.

The-T option tellsmkisofsto include a translation ®IERANS.TBLin each directory
for use by systems that dosupport the Rock Ridgexeensions. Br each ®le name
in the directory TRANS.TBLcontains a Microsoft-compatible name (up to eight
characters, a period Y and up to three more character§)he names bear a slight
resemblance to the original names.

If you dont like the nameTRANS.TBLyou can specify a ddérent name with the
stable-name  option, which impliesT. For example, if you write-table-name
.MAP you will generate names thabwt show up with a normalls command.

The -V option speci®es th&olume IDfor the ®le system.This will normally be
more speci®c than the application ID; fotaeple, each CD in a set of CDs might
have the same application ID and afdilent wolume ID.

The ®nal parameters are the names of the directories that will be included in the
image. Yu can specify multiple directoriesdn each case, the entire directory
hierarcly will be included.



Creating an 1SO-9660 image 245

This is a lot of stuffto type in eery time. It's easier to write dMake®le and usemale;

APPLID = "Dummy application"
BOOT =

# To nake it bootable, put in something like this:
# Note that the -b option is there as well

# BOOT = "b floppies/boot fip"
ISO = Narfmplisoimage
PREPARER = "me"

VOLD = "Volume 0000"
DIR = .

cdrom:

mkisofs -A ${APPLID} ${BOOT} -J -0 ${ISO} -\
-p PREPARER} -+ -T -V ${VOLID} ${DIR}

For example, to mak a lootable CD-R of the FreeBSD release, yauld ®rst perform
the male world andmale release Assuming that the release directoryheme/elease

you will ®nd the directory trees for the ®rst awCD-ROMs in /home/e-
lease/R/cdsm/discland/home/elease/R/caim/disc2 You could do this:

# make cdrom DIR=/home/release/R/cdrom/discl
mkisofs -A "Dummy application" -J -0 .fiso -table-name .MAP -p"Greg Lehey' r-T
-V "Volume 0000".

6.40% done, estimate finish Sun Aug 27 13:34:54 2000
12.79% done, estimate finish Sun Aug 27 13:35:02 2000
19.19% done, estimate finish Sun Aug 27 13:35:05 2000
25.57% done, estimate finish Sun Aug 27 13:35:10 2000
31.97% done, estimate finish Sun Aug 27 13:35:10 2000
38.36% done, estimate finish Sun Aug 27 13:35:10 2000
44.75% done, estimate finish Sun Aug 27 13:35:10 2000
51.15% done, estimate finish Sun Aug 27 13:35:12 2000
57.54% done, estimate finish Sun Aug 27 13:35:12 2000
63.94% done, estimate finish Sun Aug 27 13:35:12 2000
70.34% done, estimate finish Sun Aug 27 13:35:11 2000
76.72% done, estimate finish Sun Aug 27 13:35:13 2000
83.12% done, estimate finish Sun Aug 27 13:35:12 2000
89.52% done, estimate finish Sun Aug 27 13:35:13 2000
95.90% done, estimate finish Sun Aug 27 13:35:13 2000

Total translation table size: 35119
Total rockridge attributes bytes: 59724
Total directory bytes: 104448

Path table size(bytes): 256

Max brk space used 86224

78211 extents written (152 Mb)

The progress reports are rather boring/aatays, considering that the whole process only

takes a couple of minutesybthe summary information at the bottom can be of interest.

Testing the CD-R

So nav you hare an ISO image.How do you knaw it's correct? It just a single ®le, and
it could have just about aything on it. You can turn a CD, of course,ub if it's junk, you
have another coasterlf you're not sure, i better to look inside ®rstYou can do that by
using it as the basis for amd vnodeadevice.

The md driver creates a number of f#frent kinds of pseudo-diee. Seehe man page

md(4)for more details.We wse thevnhodedevice, a special ®le that refers to ®le system

®les. Supporfor md is included in the GENERICéknel, lut if you've huilt a kernel



246 Chapter 13: Writing CD-Rs

without themd driver, you can load it as kld. If you're not sure, try loading the kid
aryway. Then you associate a vhodevide with the 1SO imagéso-imaye using the
programmdcon®g

# Kdload md load the kld module if necessary
kidload: can'tload md: File exists already loaded or in thecknel

# mdconfig -a -t vnode -f iso-image con®gue the deice

md0 this is the name assigned

# mount -t cd9660 /dev/imd0 /mnt mount it

After this, you will be able to access the imagénant as a normal ®le systenDon't
forget to unmount and uncon®gure the ®le when g@nished:

# umount/mnt
# mdconfig-d-u0

Older releases of FreeBSD used thalriver, which used dierent syntax.

Burning the CD-R

Once you hee aeated and tested an ISO image, you cary ¢éop CD-R. For SCSI
burners, you usedrecod; ATA (IDE) CD-R hurners you usdurncd. In the following
sections wdl look at both programs.

Burning a CD-R on an A TA burner

To burn a CD-R in an AA (or IDE) kurner use burncd, which is part of the base system.
Typically you'll only have mme CD-R lurner on the system, so it will be call&tbv/acdQ
You'll have smething lile this in yourdmesgoutput:

acd0: CD-RW <RWD RW4224> at atal-slave BIOSPIO

burncd has both "ags and command&r our purposes, the most important “ags are:
The-f deviceoption speci®es the diee to use for thedrning process.
The-m option tellsburncd to close the disk in multisession mode.

The-q option tellsburncd to be quiet and not to print progress messagregact,
it's ot very verbose ayway.

The-s speedoption speci®es the speed of therer deice. It defaults to 1, so
you'll save a bt of time using this.

The-t option speci®es a test writburncd does not actually write on the medium.

The-v (verbose) option prints aieextra progress messages.
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The most important commands for writing 1ISO 9660 COM® are:

data or model write data tracks, also kmm asmodeltracks, for the image ®les
named on the command line.

fixate  ®xates the medium by generating the table of contefltés should be the
last command tdurncd.

If burncd doesnt recognize a command, it assumesdt'®le name.If it does, it assumes

it isn't a ®le name. This can be confusing: there are other commands not mentioned in
the list abwe, for exampleraw . If you have an ISO ®le calledaw, you'll have o rename

it before you cantrn it with burncd.

Before you start, you should decide on the recording spHegbur machine is dst
enough, use the rated recording speledthe case of thexample machine, that'an 8x

speed (i.e. it records at eight times the speed at which a normal audio CD is played).
Before you do this, though, you should reakre that your system camedp a sucient

data rate so that there isval/s data aailable to transfer to the CD-Rf it can't keep up,

you'll get anunderrun a gap in the data, and your CD-R i®sthless (aoaste).

To make aure you dort make aoasters, you should do a test rufhe system goes
through all the motions, ub it doesnt actually write athing to the CD-R blank.
Nevertheless, it tests all aspects of therh so you must lve a alid CD-R blank in the
drive, otherwise the attempt wilkfl. To test lurn an image calleido, enter:

# bumcd -f /deviacdOc -t -v -s 8 data iso fixate

adding type 0x08 file iso size 184576 KB 92288 blocks
next writeable LBA O

addr = 0 size = 189005824 blocks = 92288

writing from file iso size 184576 KB

written this track 6880 KB (3%) total 6880 KB

At this point, burncd overwrites the line with progress indications until it is ®nished.
Finally, you see:

written this track 184576 KB (100%) total 184576 KB
fixating CD, please watt..
bumcd: iocti(CDRIOCFIXATE): Input/output error

This last line appears a little alarming:s not really serious, though: the CD has not
really been written, so #'not possible to read from itA number of CD-R dsies return
error conditions under these circumstances.

If everything was OK in the test run, you can repeat the command withotit theg:

# bumcd -f /devfacdOc -v -s 8 data iso fixate

The output is identical,ut this time you should not get the error message.
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Burning a CD-R on a SCSI b urner

If you have a &SI hurner use cdrecod, which is part of thecdrtools port we installed
on page 243.cdrecod has a rather strange habit of not usingicke names: instead, it
accesses the dee directly by its SCSI parametersugh unit and LUN). You can get
these parameters from thltbmesgoutput in /var/run/dmesdoot but theres an easier

way:

# cdrecord -scanbus
Cdrecord 1.9 (i386-unknown-freebsd4.1) Copyright (C) 1995-2000 Jorg Schilling
Using libscg version 'schily-0.1"
scsibusO:
00,0 0) 'MATSHITA''CD-R CW-7503 ' '1.06'Removable CD-ROM
cdrecord: Waming: controller retums zero sized CD capabiliies page.
cdrecord: Warning: controller retums wrong size for CD capabiliies page.
cdrecord: Warning: controller retums wrong page O for CD capabilities page (2A).

010 1) 'TEAC ' 'CD-ROMCD-532S '' 1.0A Removable CD-ROM
020 2) *

030 3 *

040 4) 'SONY ' 'SDT-10000 ' 10101 Removable Tape
050 5 *

060 6 *

070 7)) *

080 8 'QUANTUM''QM318000TD-SW ' ' N491'Disk

This output doesntell you exactly which deices are CD-Rs, and it also doddook at
ary except the ®rst SCSIuUs. Alternatvely, you can use the standard system utility
camcontol:

# camcontrol deviist

<MATSHITACD-R  CW-7503 1.06> at scbus0 target 0 lun O (pass0,cdO)
<TEAC CD-ROM CD-532S 1.0A> at scbusO target 1 lun O (passl,cdl)
<SONY SDT-10000 0101> at scbusO target 4 lun O (sa0,pass2)
<QUANTUM QM318000TD-SW N491> at scbus0 target 8 lun O (pass3,da0)
<EXABYTE EXB-8505SMBANSH2 0793> at schusl target 1 lun O (sal,pass4)
<Quantum DLT4000 CC1E> at scbusl target 3 lun 0 (sa2,pass5)
<AIWA GD-8000 0119> at schusl target 4 lun O (sa3,pass6)
<NRC MBR-7 110> at schusl target 6 lun O (pass7,cd2)
<NRC MBR-7 110> at scbusl target 6 lun 1 (pass8,cd3)
<NRC MBR-7 110> at schusl target 6 lun 2 (pass9,cd4)
<NRC MBR-7 110> at schusl target 6 lun 3 (pass10,cdS)
<NRC MBR-7 110> at schbusl target 6 lun 4 (pass11,cd6)
<NRC MBR-7 110> at schusl target 6 lun 5 (pass12,cd7)
<NRC MBR-7 110> at schusl target 6 lun 6 (pass13,cd8)

Either way, you need to recognize the CD-Rvie, which in this case is relafly easy:
it's the Matsushita CW503 (MATSHITA ) at the \ery baginning of each list.cdrecod
refers to this dace as€0,0,0 (bus 0, taget 0, LUN 0).

The net thing to look at is the recording spedélyour machine isdst enough, use the
rated recording speedn the case of thexample machine, that'an 8x speed (i.e. it
records at 8 times the speed at which a normal audio CD is plageftyre you do this,
though, you should makaure that your system careép a s@cient data rate so that
there is alvays data wailable when to go on the COf you cant keep up, yodl get an
underrun a gap in the data, and your CD-R i@sthless (aoaste).
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To make aure you dort make masters, you should do a dummy rufhe system goes
through all the motions, ub it doesnt actually write aything to the CD-R blank.
Nevertheless, it tests all aspects of therh so you must lve a alid CD-R blank in the
drive, otherwise the attempt wilkfl. To burn an image calledo, enter:

# cdrecord -dummy -v dev=0,0,0 -speed=8 iso
Cdrecord 1.9 (i386-unknown-freebsd5.0) Copyright (C) 1995-2000 Jorg Schilling
TOC Type: 1=CD-ROM

scsidev: '0,0,0

scsibus: O target: O lun: 0

Using libscg version 'schily-0.1"

atapi: 0

Device type : Removable CD-ROM
Version : 2

Response Format: 2

Capabilites : SYNC LINKED
Vendor_info 'MATSHITA
Identifikation : 'CD- CW-7503 '
Revision : '1.06'

Device seems to be: Generic mmc CD-R.
Using generic SCSI-3/mmc CD-R driver (mmc_cdr).

Driver flags : SWABAUDIO

FIFO size 1 4 194304 = 4096 KB

Track 01: data 152 MB

Total size: 175 MB (17:22.84) = 78213 sectors
Lout start: 175 MB (17:24/63) = 78213 sectors

Current Secsize: 2048
ATIP info from disk:
Indicated writing power: 5

Is not unrestricted

Is not erasable

ATIP start of lead in: -11080 (97:34/20)

ATIP start of lead out: 335100 (74:30/00)
Disk type: Long strategy type (Cyanine, AZO or similar)
Manuf. index: 11

Manufacturer: Mitsubishi Chemical Corporation

Blocks total: 335100 Blocks current: 335100 Blocks remaining: 256887
RBlocks total: 342460 RBlocks current: 342460 RBlocks remaining: 264247
Starting to write CD/DVD at speed 8 in dummy mode for single session.
Last chance to quit, starting dummy write in 1 seconds.

Waiting for reader process to fill input buffer ... input buffer ready.

Starting new track at sector: 0

Track 01: 0 of 152 MB written (fifo 10096).

At this point, cdrecod overwrites the last line with progress indications until it is
®nished. Ifyou're watching, keep an ge on the®fo information at the end of the line.
This gives you an idea ho well the system is deping up with the drner If the
utilization drops to 0, you will get an underrun, and the blaokily have become a
coaster if this were for real.

Finally, you see:

Track 01: 152 of 152 MB written (fifo 100%).
Track 01: Total bytes readAwritten: 160176128/160176128 (78211 sectors).
Writing time:  136.918s

Fixating...
WARNING: Some drives dont like fixation in dummy mode.
Fixating time: 35.963s

cdrecord: fifo had 2523 puté and 2523 gets.
cdrecord: fifo was 0 times empty and 2451 times full, min fill was 96%.
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The summary information at the end wisothat at some point the ®fo dropped belo
100% full, ut this is &r from being a problemif, on the other hand, thereaw a lot of
disk actvity at the same time, you might ®nd the ®fediedropping much lwer.

When youte sure that you @n't have ary problems, you can do the real thing: just
repeat the command without tldemmy option. Theoutput looks almost identical.

Copying CD-R OMs

Frequently yod! want to mak a \erbatim cop of another CD. There are cogight
implications here, of coursepybmary CD-ROMs are not restrictedin particular you
may male wpies of FreeBSD CD-B®Ms for your personal use.

CD-ROMs are already in 1SO format, of course, so to get ais®less in the xamples
above, you could just perform a literal cgpvith dd:

# dd if=/dev/icdOc of=iso bs=128k

Thebs=128k tells dd to copy in blocks of 128 kB.It's rot strictly necessanyput if you
omit it, it will perform a separate transfer foregy sectoy and on a slv machine it can
be much less &fcient.

Theres an even easier vay, though, if you hae wwvo CD-ROM drives: you can frequently
copy directly from one drre  the otherwithout storing on disk at allTo do this, of
course, you need to beny sure that your CD-®M drive is fast enoughln particular if

it spins devn during the cop you will almost certainly hae wunderruns and a useless
copy. Be very sure to do a dummy run ®rstet's sssume that your second COBRI
drive is /dev/cd1c (a SCSI dre). For IDE drives, write:

# bumcd -f/devfacdOc -t -v -s 8 data /devicd1c fixate

In this exkample, thef option indicates thatdev/acdOc is the (IDE) CD-R hbrner
/dev/icdlcis the (SCSI) CD-RM drive with the original CD-®M. You dont need to
mount/dev/cd1g since it's being accessed aswalata, not a ®le system.

When youte sure this will vark, remwoe the-t "ag and repeat.
For SCSI, enter

# cdrecord -dummy -v dev=0,0,0 -speed=8 /dev/cdlc

When it completes satesttorily, remove the-dummy and repeat.



In this chapter:
Backing up your data
Using *oppy disks
under FreeBSD

Tapes, bac kups and
oppy disks

In Chapter 11 we lo@d at hard disksln this chapterwe'll consider hav to guard

aguinst data loss, and Wwoto transfer data from one location to anoth&hese are
functions that UNIX traditionally performs with tapes, andliveok at them in the ne

sections. BecauséreeBSD runs on PCs, Wwever, you cant completely escape opp
disks, though it wuld be an xcellent idea.We'l | ook at oppies on page 256.

Backing up y our data

No matter hw reliable your system, you arevee completely protected ajnst loss of
data. Thamost common reasons are haadg filure and human erroBy comparison,
it'svery seldom that a softare error causes data lossgt this, too, can happen.

UNIX talks aboutarchives which are copies of disk data in a form suitable for writing on
a rial medium such as tap&ou can, havever, write them to disk ®les as well, and
that's what people do when thevant to mee a surce tree from one system to another
You'll also hear the terntarball for an archre made by thetar program, which we
discuss belw.

251
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What bac kup medium?

Traditionally PCs use opyp disks as a rem@ble storage mediumWell look at
“oppies belw, but you can sum the section up in one statementt dea” oppy disks.

Floppy disks are particularly unsuited as a backup medium for modern computers.
Consider gen a minimal system with a 2 GB hard disktoring 2 GB of data on "oppies
requires about 1,500 "oppies, which, at $0.30 eachjdwcost you $450Copying the

data to a opp takes about 50 seconds per gppo the rav backup time wuld be

about 21 hours, plus the time it &skyou to change the “oppies, which could easily tak
another three or more hourBuring this time you ha to st by the computer playing

disk jocley, a total of three days' wrk during which you could hardly do ghing else.
When you try to read in the dataady theres a \rtual certainty that one of the "oppies
has a data errpespecially if you read them with a tifent drive.

By contrast, a single DDS or Exabyte cassette storesasayigabytes and costs about
$6. Thebackup time for 2 GB is about 90 minutes, and the operation can be performed
completely unattended.

A number of cheaper tape @es ae also gailable, such as revan tapes. FreeBSD
supports them, Ui for one reason or anothérey are not popular FreeBSD once used to
have apport for “oppy tape’ r un of a oppy controller, but these tapes wereeny
unreliable, and theare no longer supported.

You can also use writeableCD-ROMs" (CD-Rs) for backup purposesBy modern
standards, the media are small (up to 700 MR}, they have the adantage of being
readily accessible on other systerige looked at CD-Rs in Chapter 13.

Tape devices

FreeBSD tape déces hae rames lile /dev/nsa0 (see page 196)Each letter has a
signi®cance:

n meansnon-rewinding. When the process that accesses the tape closes it, the tape
remains at the same positioithis is incowenient if you want to remwee the tape
(before which you should weénd it), but it's the only vay if you want to handle
multiple archves an the tape.The name of the correspondirepind device has nan

(for example, the n@ind device corresponding tédev/nsa0lis /dev/sal. A rewind

device ravinds the tape when it is closed.

Older releases of FreeBSD used the narfdegnrsa0 and /dev/rsaQ r stands forraw, in
other words a character dige. Sincethe remeal of block devices, this letter is super uous,
but you might see it occasionally in older documents.

sa stands foserial accessand is alvays SCSI. You can also get FAPI tape dnes,
which are calleddev/astO and /dev/nastQ and the older QIC-02 inteate tapes are
called/dev/wst0 and/dev/nwst0

0 is the unit number If you hare nore than one tape, the xtewill be called
/dev/nsal and so on.
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Backup software

FreeBSD does not require specidbackup softare! T he base operating system
supplies all the programs you ne€the tape drier is part of the lernel, and the system
includes a number of backup progranifie most popular are:

tar, the tape achiver, has been around longer thanyhady can rememberlt is
particularly useful for dataxehange, sinceverybody has it. There are een versions
of tar for Microsoft platforms.It's dso an adequate backup program.

cpio is an alternatie backup program.About its only adantage wer tar is that it
can reaccpio format archies.

pax is another alternaté backup programlt has the adantage that it can also read
and writetar andcpio archies.

dump is geared more weards backups than wards archiing. It can maintain
multiple levels of backup, each of which backs up only those ®les that treanged
since the last backup of thextéiigher (numerically laver) level. It is less suited
towards data echange because its formats amrywspeci®c to BSD.Even older
releases of FreeBSD cannot read dumps created under FreeBSD Release 5.

amandain the Ports Collection, is another popular backup program.

Backup stratgies are frequently the subject of religiouarsy Ipersonally ®nd thatar
does gerything | want, lut you'll ®nd plenty of people who recommendump or
amandainstead. Inthe following section, wdl look at the basics of usintar. See the
man pagelump(8)for more information ordump

tar

tar, thetape achiver, performs the follaving functions:

Creating ararchive, which can be a serial dee such as a tape, or a disk ®le, from
the contents of a number of directories.

Extracting ®les from an arole.
Listing the contents of an areki

tar does not compress the dafBhe resulting archi is dightly larger than the sum of

the ®les that it contains, since it also contains a certain amount of header information.
You can, havever, use thegzip program to compresstar archive, and tar invokes it for

you automatically with thez option. Thesize of the resultant arcles depends strongly

on the data you put in thendPEG images, forxample, hardly compress at all, while

text compresses quite well and can be as much as 90% smaller than the original ®le.
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Creating a tar ar chive

Create an arché with thec option. Unlike most UNIX programstar does not require a

hyphen {) in front of the optionsFor example, to sae your complete &rnel source tree,
you could write:

# tar cvf source-archive.tar /ust/src/sys

tar: Removing leading / from absolute path names in the archive.
ust/srclsys/

ust/src/sys/CVS/

ust/src/sys/CVS/Root

ust/src/sys/ICVS/Repository

ust/src/sys/ICVS/Entries

ust/srcisysicompile/

ust/src/sys/compile/CVS/

(etc)

The parameters lia the folloving meaning:

cvf are the optionsc stands forcreatean archie, v speci®esverboseoperation (in
this case, this causésr to produce the list of ®les being aredd), andf speci®es
that the ngt parameter is the name of the aveh®le.

source-archive.tar is the name of the areld. In this case, i8 a dsk ®le.

lust/srclsys is the name of the directory to anehi tar archives dl ®les in the
directory including most déces. For historical reasongar cant back up deices
with minor numbers greater than 65536, and changing the forimaldwnale it
incompatible with other systems.

The message on the ®rst linkefnoving leading / ... ) indicates that, although the
directory name @&s speci®ed asst/src/sys , tar treats it asusr/sic/sys This males
it possible to restore the ®les into another directory at a later time.

You can back up to tape irxactly the same ay:

# tar cvf/devinsa0 /ust/src/sys

There is a simpler &y, howeve: if you dont specify a ®le nametar looks for the
ervironment \ariable TAPE If it ®nds it, it interprets it as the name of the tap&edri
You can male things a lot easier by setting the feliog line in the con®guration ®le for
your shell (.pro®le for sh, .bashc for bash .login for csh andtcsh:

TAPE=/devinsa0 export TAPE for sh and bash
setenv TAPE /devinsa0 for csh and tcsh

After this, the preious xample simpli®es to:

# tarcv lustisrcisys
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Listing an ar chive
To list an archie, use the option :

# tart from tape
usr/srcisys/

ust/src/sys/ICVS/

ust/src/sys/CVS/Root

usr/src/sys/CVS/Repository

ust/src/sys/ICVS/Entries

ust/src/sys/compile/

ust/srcisysicompile/CVS/

ust/src/sys/compile/CVS/Root

(etc)

# tar tvf source-archive.tar from disk
drwxrwxrwix root/bin 0 Cct 25 15:07 1997 ust/srclsys/

drwxrwxrwix root/bin 0 Cct 25 15:08 1997 ust/src/sys/ICVS/
-TW-rw-rw- rootiwheel 9 Sep 30 23:13 1996 ust/src/sys/ICVS/Root
-IW-Tw-1w- rootiwheel 17 Sep 30 23:13 1996 ust/src/sys/ICVS/Repository
-TW-TW-rw- root/bin 346 Oct 25 15:08 1997 usr/src/sys/ICVS/Entries
drwxrwxrwix root/bin 0 Qct2717:11 1997 usr/src/sysicompile/
drwxrwxrwix root/bin 0 Jul 30 10:52 1997 ust/src/sysicompile/CVS/

(etc)

This example shws the use of the (verbosé option witht. If you dont use it, tar
displays only the names of the ®les (®rsample, from tape)If you do use ittar also
displays the permissions,waerships, sizes and last modi®cation date in a form
reminiscent ofs -l (second kample, which is from the disk ®l&ouice-acchive.tar).

Extracting ®les
To extract a ®le from the arch, use thex option:

# tarxv usr/src/sys/Makefile from tape
ust/src/sys/Makefile con®rms that the ®le waxgacted

As with thec option, if you dont use thev option, tar does not list an®le names.If
you omit the names of the ®les tatmct, tar extracts the complete arsiei

Compressed ar chives

You can combinegzip with tar by specifying thez option. For example, to create the
archive source-arcchive.tar.gz in compressed format, write:

# tar czf source-archive.tar.gz /ust/src/sys

You mustspecify thez option when listing or xracting compressed arelks, and you
must not do so when listing okteacting non-compressed areds. Otherwiseyou get
messages lik

# tar tzvf source-archive.tar

gzip: stdin: not in gzip format

tar: child retumed status 1

# tar tvf source-archive.tar.gz

tar: only read 2302 bytes from archive source-archive.tar.gz
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Using opp VY disks under FreeBSD

I don't like ‘oppy disks. UNIX doesnt like ‘oppy disks. Probablyou dont like ‘oppy
disks eitherbut we occasionally he © live with them.

FreeBSD uses opgpmlisks for one thing only: for initially booting the system on systems
that cant boot from CD-FOM. We've dready seen that tlgre unsuitable for arctal
data storage and data transf€or this purpose, FreeBSD uses tapes and COMK
which are much more reliable, and for the dailumes iwvolved in modern computers,
they're cheaper anchster

So wty use “oppies?The only good reasons are:

You havea oppy drive. You may not hee a aipe drve. Before you go out anduly
all those “oppies, though, consider that it might be cheapanyta lbape dvie and
some tapes instead.

You need to &change data with people using Microsoft platforms, or with people
who dont havethe same kind of tape as you do.

In the following sections, wél' look at hav to handle “oppies under FreeBSD, with
particular rgard to coeisting with Microsoft. Here's an overview:

Always format “oppies before using them on your system for the ®rst tirae ife
they've been formatted beforée'l | ook at that in the na section.

Just occasionallyou need to create a UNIX ®le system on yoppe'll look at that
on page 257.

When &changing with Microsoft users, you need to create a Microsoft ®le system.
We'll look at that on page 258.

When achanging with other UNIX users, whether FreeBSD or not taiser cpio.
We'll look at hav to do that on page 258.

Formatting a opp vy

Even if you luy preformatted “oppies, $t'a god idea to reformat themTrack
alignment can ary signi®cantly between inddual “opgy drives, and the result can be
that your dwe dbesnt write quite on top of the pre-written tracks.have seen read
failure rates as high as 2% on pre-formatted “oppies: in otbhedswafter writing 100
“oppies with aluable data, the chances are that 6ivthem hae read errors.You can
reduce this problem by reformatting the “gpp the drive in which it is to be written, it
you cant eliminate it.

On Microsoft platforms, you format “oppies with tHEORMAT program, which
performs tvo different functions when woked on “oppies: it performs both law-level
format, which revrites the plisical sector information, and then it performs what it calls
a high-level format, which writes the information necessary for Microsoft platforms to
use it as a ®le systemUNIX calls the second operation creating a ®le systéhs. not



Using *oppYy disks under FreeBSD 257

always necessary to 1@ a ®e system on the diskteDin fact, as wdl see, it can be a
disadantage. Inaddition, FreeBSD &érs diferent kinds of ®le system, so it performs
the two functions with diferent programsin this section, wél look at fdformat which
performs the lo-level format. W'll look at hav to create aUFS or Microsoft ®le
system in the né section.

To format a disktte in the ®rst “oppdrive, /dev/fd0, you would enter:

$ fdformat /dev/fdOo
Format 1440K floppy “/dev/fd0'? (y/n): y
Processing

Each lyphen character | represents tw tracks. Asthe format proceeds, the/phens
change to af (Format) and then t¥ (Verify) in turn, so at the end the line reads

Processing VWWWWWWWWWWWWWWWWWWWWWWWWWWWWYWWWVWVWY done.

File systems on opp Yy

It's possible to use oppies as ®le systems under FreeB®D.can create 4JFS ®le
system on a oppjust like on a hard disk. This is not necessarily a good idea: UieS

®le system is designed for performance, not maximum capaBitydefault, it doesrt'

use the last 8% of disk space, and it includes a lot of structure information that further
reduces the spaceailable on the disk.Here's an example of creating a ®le system,
mounting it on the directoryA, and listing the remaining spaceatable on an empty

315" “oppy. Snce release 5, FreeBSD no longer requires a partition table onya sopp

you dont need to rurbsdlabel(the replacement for the olddisklabel program).

# newfs-O1 /dev/fdO create a ne/ ®le system
[devifd0: 1.4MB (2880 sectors) block size 16384, fragment size 2048

using 2 cylinder groups of 1.00MB, 64 blks, 128 inodes.
super-block backups (for fsck -b #) at:

32,2080
# mount/dev/fd0 /A mount the “oppy on /A
# df-k/A display the space available
Filesystem 1024-blocks Used Aval Capacity Mounted on
[dev/fd0 1326 2 1218 0% A

Let's look at this in a little more detail:

nenfs creates thdJFS ®le system on the opp We wse the-O1 "ag to force the
older UFS1 format, which l@as nore usable space than thealéf UFS2.

We havealready seemnounton page 192In this case, we use it to mount the "'ppp
on the ®le systenfA.

The df program shas the maximum andvailable space on a ®le systenBy
default, df displays usage in blocks of 512 bytes, an imepient size. In this
example we use th& option to display it in kilobytesYou can set a deiult block
size via the erironment \ariableBLOCKSIZE If it had been set to 1024, weould
see the same output without tHe option. Seepage 128 for more details of
ervironment \ariables.
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The output ofdf looks terrible! Our “opjy only has 1218 kB left for normal user data,
evan though there is nothing on it andea df claims that it can really store 1326 kB.
This is becaus&FS keeps a defult of 8% of the space free for performance reasons.
You can change this, lgever, with tunefs the ®le system tune program:

# umount/A ®rst unmount the “oppy

# tunefs -m 0 /dev/fdO and dange the minimum &e to 0
tunefs: minimum percentage of free space changes from 8% to 0%

tunefs: should optimize for space with minfree < 8%

# tunefs -o space /dev/fd0 change the optimization
tunefs: optimization preference changes from time to space

# mount/dev/fd0 /A mount the ®le systengain
# df/A and tale another look
Filesystem 1024-blocks Used Aval Capacity Mounted on

[dev/fid0 1326 2 1324 0% A

Still, this is a &r cry from the claimed data storage of a Microsoft dlskfact, Microsoft
disks cant store the full 1.4 MB either: thyealso need space for storing directories and
allocation tables.The moral of the story: only use ®le systems on yoifpyou dont
have any dternatve.

Micr osoft ®le systems

To aeate a Microsoft AT12, FAT16 or FAT32 ®le system, use theewfs msdos
command:

$ newfs_msdos -f 1440 /dev/fd0

The speci®catioA 1440 tells nenfs_msdoghat this is a 1.4 MB opp Alternatiely,
you can use thenformatcommand:

$ mformat A:

You can specify the number of tracks with the option, and the number of sectors with
the-s option. T explicitly specify a opy with 80 tracks and 18 sectors (a standard
3Y¥s' 1.44 MB “oppy), you could enter:

$ mformat-t80-s 18 A:
mformatis one of themtools that we look at in the xésection.

Other uses of oppies

Well, you could talk the disks out of the eer and use them as a kind of frisbeBut
there is one other useful thing you can do with “oppies: as avarobdium, thg don't
need a ®le system on thenthey just need to be W-level formatted. Br example, to
write the contents of the current directory onto a ypgpu could enter:

1. To quote the man pag&mou can tune a ®le systemyubyou cart tune a ®sh
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$ tarcviM /dev/fdO .
/

xfmrc

X6530modkey

.uwmrc

wmrc

.msoft

.miast

...etc

Prepare volume #2 for /dev/fd0 and hit return:

Note also the solitary dot ) at the end of the command lindhat's the name of the
current directoryand thats what youre backing up.Note also the optioiM which is

short for-multi-volume

. Theres a \ery good chance that ydufun out of space on a

“oppy, and this option says that youvea sif®cient supply of “oppies to perform the

complete backup.

To extract the data agn, usetar with thex option:

$ tarxviM /dev/fd0
/

xfmrc
X6530modkey
.uwmrc

...etc

See the man pagar(1) for other things you can do witir.

Accessing Micr osoft oppies

Of course, most of the time you get data on aypjfifs not in tar format: it has a
Microsoft ®le system on itWeve already seen the Microsoft ®le system type on page
190, hut thats a hit of overkill if you just want to coy ®les from “opp. In this case, use

the mtools package from the Ports Collectiomtools is an implementation of the MS-
DOS programsATTRIB, CD, COPY, DEL, DIR, FORMAT, LABEL, MD, RD, READ

REN and TYPE under UNIX. To avoid confusion with gisting utilities, the UNIX
versions of these commands start with the latieThey are also written in laver case.

For example, to list the contents of a "gppnd copy one of the ®les to the current

(FreeBSD) directoryyou might enter:

$ mdir

Volume in drive Ais MESSED OS

Directory for A:/

10 SYS 33430 40991 500a
MSDOS  SYS 37394 40991 5:00a
COMMAND COM 47845 12-23-92 522p
NFS <DIR> 12-24-92 11.03a
DOSEDIT COM 1728 100783 7:40a
CONFIG SYS 792 100794 7:31lp
AUTOEXEC BAT 191 12-24-92 11:10a
MOUSE <DIR> 12-24-92 11.09a

12 File(s) 82944 bytes free

$ mcd nfs
$ mdir

Volume in drive A is MESSED OS
Directory for A/NFS

list the curent directory on A:

change to directory A:\NFS
and list the diectory
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< DIR> 12-24-92 11:.03a

. <DIR> 12-24-92 11:03a
HOSTS 5985 100794 7:34p
NETWORK BAT 103  12-24-92 12:28p
DRIVES BAT 98 110794 524p
...and many mer
51 File(s) 82944 bhytes free
$ mitype drives.bat type the contents of DRIVE&B
net use c: presto:/usr/dos

(o
cd\nfs

# netuse f. porsche:/dos
# netuse g: porsche:/usr

$ mcopy ahosts . copy A:HOSTS to local UNIX dictory
Copying HOSTS

$ Is- hosts and list it

WHWHAW- 1 root wheel 5985 Jan 28 18:04 hosts

You must specify the dvie letter to mcopy because it uses this indication to decide
whether the ®le name is a UNIX or a Microsoft ®le nan¥eu can coly ®les from
FreeBSD to the oppas well, of course.

A word of warning. UNIX uses a dierent tet data format from Microsoft: in UNIX,
lines end with a single charactealled Newline, and represented by the charactarsn
the C programming languagelt corresponds to the ASCII characteine Feed
(represented biJ). Microsoftuses tv characters, &€arriage Return (AN) followed by
alLine Feed This unfortunate di€rence causes a number of xpected compatibility
problems, since both characters are usualligilole on the screen.

In FreeBSD, you wn't normally hare mary problems. Occasionallya program
complains about non-printable characters in an input Bwne, lile Emacs show them.
For example, Emacs shes our last ®ledrives.bat like this:

net use c: presto:/usridosAM

CAM

cd \nfsAM 5

# netuse f: porsche/dosAM
# netuse g: porsche:/usrAM

This may seem relatly harmless, bt it confuses some programs, including the C
compiler and pagers kkmore, which may react in confusingays. You can remee
them with thet option of mcopy

$ mcopy -tadrives.bat .

Transferring ®les in the other direction is moreelikto cause problemd-or example,
you might edit this ®le under FreeBSD and thenydofpack to the disktte. Theresults
depend on the editobut assuming we changed all occurrences of thiedyorsche to

freedom , and then copied the ®le back to the ditk, Microsoft might then ®nd:

C:> typedrives.bat
net use c: presto:/usr/dos
c
cd\nfs
# netuse f: freedom:/dos
# netuse g: freedom:/usr
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This is a typical result of reming the Carriage Return characters. Theé option to
mcopy can help here, toolf you use it when copng to a Microsoft ®le system, it
reinserts th&arriage Return characters.
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Printer s

In this chapterwe'll look at some aspects of using printers with FreeB8Ba useryou
don't access printers directlyinstead, a series of processes, coilelsti called the
spooler manage print dataOne procesdpr, writes user print data to disk, and another
Ipd, copies the print data to the printer§his method enables processes to write print
data @en if the printers areusy and ensures optimum printesiability.

In this section, wdl look brie'y at what you need to do to set up printéfsr more
details, look in the online handbook section on printing.

Ipd is the central spooler procedsis responsible for a number of things:

It controls access to attached printers and to printers attached to other hosts on the
network.

It enables users to submit ®les to be print€dese submissions are kmoas jobs.

It prevents multiple users from accessing a printer at the same time by maintaining a
gueue for each printer

It can print header pages, also Wwmoas banner orusst pages, so users can easily
®nd jobs thg haveprinted in a stack of printouts.

It takes care of communications parameters for printers connected on serial ports.
It can send jobswer the netvork to another spooler on another host.

It can run special ®lters to format jobs to be printed fmous printer languages or
printer capabilities.

It can account for printer usage.

Through a con®guration ®le, and by piding the special ®lter programs, you can enable
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the spooler to do all or some subset of thevabbor a great ariety of printer hardare.

This may sound li& overkill if you are the only user on the systerit.is possible to
access the printer directlgut it's not a good idea:

The spooler prints jobs in the backgroundou don't haveto wait for data to be
copied to the printer

The spooler can ceeniently run a job to be printed through ®lters to add headers or
convert special formats (such as PostScript) into a format the printer will understand.

Most programs that pvide a print feature x@ect to talk to the spooler on your
system.

Printer con®guration

There are three commonly usedys to connect grinter to a computer:

Older UNIX systems frequently used serial printerst they are no longer in
common use Serial printers seldom transmit more than 1,920 characters per second,
which is too slav for modern printers.

Most printers are still connected byparallel port Parallel ports enableakter
communication with the printeup to about 100,000 bytes per seconfluch speeds
may still not be enough for compl®ostScript or bit-mapped imageMost parallel
ports require CPU inteention via an interrupt for each character transmitted, and
100,000 interrupts per second can use the entire processveg @ioa &st machine.

More modern printers lra USB or Ethernet inteaices, which enable them to connect
to several machines at once at much higher speéde load on the host computer is
also much lwer.

It's pretty straightforvard to connect a parallel printe¥ou dont need to do aything

special to con®gure the line printer\di Ipt: it's in the lernel by dedult. All you need
to do is to plug in the cable between the printer and the compfiteyu hase nore than
one parallel intedce, of course, yoll'have o decide which one to useRaallel printer

devices are called /ddptn, wheren is the numbergarting with0. USB de/ices hae

names lile /dev/ulpin. See Bble 10-4 on page 195 for further details.

Con®guring an Ethernet-connected printer is more complicated.obviously need an
IP address, which you con®gure on the printdiost modern printers then appeatelik
remote computer to the spoolée look at spooling to remote computers on page 266.

Testing the printer

When you hae mnnected and peered on a parallel port printeun the liilt-in test if

one is supplied: typically theme'a function that produces a printout describing the
printer's features. Afterthat, check the communication between the computer and the
printer.
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# Iptest> /dev/ipt0

If you have a pre PostScript printepne which cart print arything else, you wn't get
ary output. Exen here, though, you should see some reaction on the status.display

Con®guring /etc/printcap

The net step is to con®gure the central con®guration @¢¢/printcap This ®le is not
the easiest to readybafter a while yodl get used to it.Here are some typical entries:

Iplijpsjlocal LaserJet 6MP printer:\
JIp=/deviipt0:sd=Avar/spool/output/ipd:ii=Narflog/pd-errs:sh:mx#0:\
if=lusr/locallibexec/pfiter:

ripjsample remote printer\
‘rm=freebie:sd=Aar/spool/output/reebie:lf=Narlog/pd-errs:\
1p=lp:

Let's look at this in detail:
All ®elds are delimited by a colon).

Continuation lines require a backslash charactg¢r (Note particularly that you
require a colon at the end of a continued line, and another at ¢ivening of the
following line.

The ®rst line of each entry speci®es a number of hames that you can use to specify
this printer when talking tdpr or Ipd. The names are separated srtical bar
symbols| . By tradition, the last name is a morerlose description, and you
wouldn't normally use it to talk to programs.

The folloving ®elds describecapabilities descriptions of he to do something.
Capabilities are described by aochletter leyword and optionally a parametavhich
is separated by a delimiter indicating the type of paraméi¢he ®eld taks a string
parameterthe delimiter is=, and if it takes a numericalue, the delimiter ig. You'll
®nd a full description in the man page.

The ®rst entry de®nes a local printealledlp , lj , ps andlocal LaserJet 6MP
printer . Why 0 mary names?lp is the dedult, so you should ke it somevhere.
i is frequently used to talk to printers that understands H&serJet language (wo
PCL), andps might be used to talk to a printer that understands PostSthpt®nal
name is more of a description.

The entryip=/dev/pt0 tells the spooler the name of theypltal deice to which
the printer is connectedRemote printers dohhavephysical deices.

sd tells the spooler the directory in which to store jolsiting printing. This
directory must ®ist; the spooler doedrtreate it.

li=Narflog/ipd-errs speci®es the name of a ®le in which to log errors.
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sh is a "ag tellinglpd to omit a header pagdf you dont havethat, erery job will
be preceded by a descriptor pade.a small emronment, this doesh'make snse
and is just a aste of paper

The parametamnxtells Ipd the maximum size of a spool job in kilobytdéthe job is
larger than this &lue, Ipd refuses to print it.In our case, we donivant to limit the
size. W b this by settingnxto 0.

if tellslpd to apply a®lter to the job before printingWe'll | look at this bela.

In the remote printer entrym=freebie  tells Ipd to send the data to the machine
calledfreebie . This could be a fully quali®ed domain name, of course.

In the remote printer entryp=lp tells Ipd the name of the printer on the remote
machine. Thisloesnt haveto be the same name as the name on the local machine.

Remote printing

In a netvork, you dont need to hae a pinter on &ery machine; you can print on another
machine (which may be a printer) on the same atwThereare a couple of things to
consider:

There are tw machines imolved in remote printing, the clientlpcal") machine and
the serer ("remote”) machine.

On the client, you specify the name of the semachine with them capability and
you specify the name of the printer with tpecapability You dont specify ary Ip
(device name) capabilityA typical entry might look lik this:

Ip|HP LaserJet 6MP on freebie:\
:rm=freebie:sd=ar/spool/output/ireebie:li=iarflog/pd-errs:mx#0:
On the client machine, you must also create the spool dirgdi@y/spool/out-
put/freebiein the example abuwe.

On the sergr machine, you dohheed to do aything special with théetc/printcap
®le. You need an entry for the printer speci®ed in the client mashneéntry, of
course.

On the serer machine you must allospooler access from the client machirfer a
BSD machine, you add the name of the machine to thée®i¢hosts.lpdon a line by
itself.

Spooler ®lter s

Probably the least intelligible entry in the con®guration ®le on page 265véf entry
It speci®es the name of amput ®lter, a program through whichpd passes the complete
print data before printing.

What does it do that forThere can be a number of reasoMaybe you hee data in a
format that isrt ®t to print. For example, it might be PostScript, and your printer might
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not understand PostScripDr it could be the otheray around: your printer understands
only PostScript, and the input igrPostScript.

Theres a nore likely reason to require a ®lighough: most printers still emulate the old
teletypes, so therequire a carriage return charact@tr(M or ANV to dart at the
beginning of the line, and a neline characterGtrl-J or AJ) to advance to the ne line.
UNIX uses onlyAJ, o if you copy data to it, you'e liable to see ataircase dect For
example,ps may tell you:

$ ps

PID TT STAT TIME COMMAND
2252 pl Ss 0:01.35 /bin/bash
2287 pl1 W 0:04.77 e letc/printcap
2346 pl R+ 0:00.05 ps

When you try to print it, hoever, you get:

PID TT STAT TIME COMMAND
2252 pl Ss 0:01.35 /binfbash
2287 pl W 0

The rest of the page is empty: yee'gone of the right magin.
There are a number ofays to sole this problem:

You may be able to con®gure your printer to interpeét-J as both ne line and
return, and to ignor€trl-M . Check your printer handbook.

You may be able to issue a control sequence to your printer to tell it to int€tpret

J as both ne line and return to the bining of the line, and to igno@trl-M . For
example, HP LaserJets and compatibles will do this if you send them the control
sequenc&SCEk2G.

You can write aninput ®lter that transforms the print job into a form that the printer
understands. Wl look at this option belw.
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There are a couple of options for the print ®lt€ne of them, taé&n from the online
handbook, sends out a LaserJet control sequence bedoygab. Put the follaving shell
script in/usr/local/libexec/Ip®lter.

#bin/sh

printf "\033&k2G" && cat && printf "\f" && exit O
exit2

Figure 15-1: Simple print ®lter

This approach does notovk well with some printers, such as my HP LaserJet,6MP
which can print both PostScript and LaserJet (natural) formats at rantlogn.do this

by recognizing the té at the bginning of the job This particular ®lter confuses them by
sending a LaserJet command code, so the printer prints the PostScript as if it were plain
text.

In this kind of situation, the standard ®lters are no longe®caht. You can sole the
problem with the poraps®lter, which is in the Ports Collection.

Starting the spooler

As we sav above, the line printer daemoipd is responsible for printing spooled jobs.
By default it isnt started at boot timelf you'reroot , you can start it by name:

# Ipd

Normally, howeve, you will want it to be started automatically when the system starts
up. You do this by setting theaviablelpd enable  in /etc/rc.conf:

Ipd_enable="YES" # Run the line printer daemon

See page 552 for more details/efc/rc.conf

You can also add another line referring to the line printer daemfsidtc.conf:

Ipd_flags="" # Flags to Ipd (if enabled).

You don't normally need this lineSee the man page fipd for details of the "ags.

Testing the spooler

To test the spooleyou can run thdptest program agin. Thistime, havever, instead of
sending it directly to the printeyou send it to the spooler:
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$ Iptest805 ]| Ipr

The results should look kk

IHSY68(*+,-./0123456789:<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[A “abcdefghikimnop
"HE068 )+ -/0123456789;:<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\JA ~abcdefghikimnopg
HEI68!()*+,-/0123456789::<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[/A “abcdefghikimnopar
BI6&!()+-/0123456789;:<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[A_“abcdefghikimnopars
68:()*+,-/0123456789:;<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[JA_“abcdefghikimnoparst

Troubleshooting

Here's a Ist of the most common problems andwto solve them.
Table 15-1:Common printer problems

Problem Cause

The printer prints, Wt the last| Your output data is not ejecting the last padée
page doesh'appear The status| printer is con®gured to eitherait for an eplicit
shavs that the printer still has eject request (the ASCHorm feedcharacterCtrl-
data in the bffer. After several | L) or to gect after a certain period of time.
minutes, the last page ma
appear

Y You have a choice as to what you do about this.
Usually you can con®gure the printer you could

the end of the jabFigure 15-1 already does thisb
that's the printf"\f".

The lines vander of to the right | This is thestaircase €ect Refer to page 268 for a
edge of the paper and arevee | couple of solutions.
seen agin.

Individual characters or whole This problem occurs almost only on serial printers.
sections of tet are missing. It's a esult of incorrect handshakingbsee page 330
and the online handbook for more details.

The output contained completely On a serial printerif the characters appear sly,
unintelligible random characters. and theres a pedominance of the charactdpd |,
this probably means that you Vea £t up the
communication parameters incorrectlZheck the
online handbook for a solutionMake aure you
don't confuse this problem with the follang one.

get the print ®lter to print a form feed character at
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Problem

Cause

The text was Igible, hut it bore
no relationship to what youamt-
ed to print.

The display on the printer she
that data are awing, hut the
printer doesrt'print anything.

You get the messadpr: can-
not create freebie/.seq

One possibility is that you are sending PostScript
output to your printer See the discussion on page
271 to check if it is PostScripif it is, your printer

is not interpreting it correctlyeither because it
doesnt understand PostScript, or because it has
been confused (see the discussion on page 268 for
one reason).

You might be sending normalxeto a PostScript
printer that doest'understand normal x& In this
case, too, you will need a ®lter to eert the text to
PostScriptbthe opposite of the pi@us problem.

Alternatively, your printer port may not be inter
rupting correctly This will not stop the printer from
printing, kut it can tak uwp to 20 minutes to print a
page. Yu can ®x this by issuing the follang
command, which puts the printgdev/Ipt0 into
polled mode:

# Iptcontrol p

You have forgotten to create the spool directory
Ivar/spool/output/ieebie

Using the spooler

Using the spooler is reladly simple. Instead of outputting data directly to the printer
you pipe it to the spooletpr command. Br example, here is the same print command,
®rst printing directly to the printeand secondly via the spooler:

# pswaux > /dev/ipt0
$ pswaux | lpr

Note the diference in prompt: you ka o beroot to write directly to the printetut
normally atybody can write to the spoolefhe spooler createsj@b from this data.You
can look at the current print queue with thg program:

$ Ipg

waiting for Ip to become ready (offiine ?)

Rank  Owner Job Fies Total Size
1st  grog 313 (standard input) 9151 bytes
2nd  grog 30 (standard input) 3319 bytes
3rd  yvonne 31 (standard input) 3395 bytes
4th  root 0 ( standard input) 2611 bytes
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The ®rst line is a warning thatlpd cant currently print. Take it seriously In this
example, the printer as deliberately turnedfado that the queue did not change from one
example to the nd.

Normally, the job numbers increase sequentially: this particsdamele came from three
different machinesYou can get more detail with the option:

$ Ipg-l

waiting for Ip to become ready (offine ?)

grog: 1st [job 313freebie.example.org]
(standard input) 9151 bytes

grog: 2nd [job 030presto.example.org]
(standard input) 3319 bytes

yvonne: 3rd [job 031presto.example.org]
(standard input) 3395 bytes

root: 4th [job 000bumble.example.org]
(standard input) 2611 bytes

Removing print jobs

Sometimes you mayamt to delete spool output without printing ¥ou don't need to do
this because of a printer con®guration error: just turn the printe®wfthe con®guration
error, and turn the printer on ain. Thejob should then be printed correctlBut if you
discover that the print job itself containsaghage, you can reme it with the lprm
program. Firstthough, you need to kmothe job number Assuming the list we la
abore, we might want to remwe job 30:

# lprm 30

dfAO30presto.example.org dequeued

cfA030presto.example.org dequeued

# Ipq

waiting for Ip to become ready (offiine ?)

Rank  Owner Job Files Total Size
1st  grog 313 (standard input) 9151 bytes
2nd  yvonne 31 (standard input) 3395 bytes
3rd  root 0 ( standard input) 2611 bytes

If the printer is ofine, it may tak some time for thdprm to complete.

PostScript

Welve encountered the termRostScript several times already It's a Page Description
Language With it, you can transmit detailed documents such as this book electronically
and print them out inxactly the same form eladere! PostScript is a ery popular
format on the Wrld Wide Web, and web bresers lile Netscape usually print in
PostScript format.

1. This is in fct the vay this book \as sent to the printers.
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Most other document formats describe special print features esithpe sequencges
special commands that start with a special chara&ar example, the HP LaserJet and

PCL formats use the ASCHSC character(@xlb) to indicate the bginning of an escape
sequence. PostScripses the opposite approach: unless de®ned otherwise, the contents
of a PostScript ®le are commands, and the printable data is enclosed in parentheses.
PostScript documents start with something:lik

%!PS-Adobe-3.0

%%oCreator: groff version 1.10
%%CreationDate: Fri Oct 31 18:36:45 1997
%%DocumentNeededResources: font Symbol
%%+ font Courier

%%+ font Times-Roman
%%DocumentSuppliedResources: file imagesiipw.ps
%%Pages: 32

%%oPageOrder: Ascend

%%0Orientation: Portrait

%%EndComments

%%oBeginProlog

This is theprologue (the bginning) of the PostScript output for this chaptdthe
prologue of such a program can bevsml hundred kilobytes long if it includes
embedded fonts or image8. more typical size is about 500 lines.

You can do a number of things with PostScript:

You can look at it withgv, which is in the Ports Collectione'l | look at this option
below.

Many printers understand PostScript and print it directfyyours does, you probably
know about it, since it an expensve qtion. Incase of doubt, check your printer
manual.

If your printer doesn' understand PostScript, you can print with the aid of
ghostscript. Thaps®lter port does this for you.

Viewing with gv

gv is part of the instant erkstation port that we discussed on page B8.view a ®le
with gv, amply start it:

$ gv flename &

If you dont specify a ®le name, you get a blank displayou can then open a ®le
window by pressingo, after which you can select ®les and display thdaigure 15-2
shaws the display of a draftevsion of this page with arverlaid open windw at the top
right. TheOpen He window contains a ®eld at the top into which you can type the name
of a ®le. Alternatively, the columns belw, with scroll bars, alle you to bravse the
current directory and the parent directories.

The windav below shows the tet of the preious page (roughly) on the right hand side.
Instead of scroll bars, there is a scroll areawdhe text Save Marked . You can scroll
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the image in all directions by selecting the box with the left mousterband muing
around. Attop left are menuudtons that you can select with the left moustdn. Note
also the htton1.414 at the top of the winde: this is the magni®cation of the image.
You can change it by selecting thisittbon: a menu appears and/egi you a range of
magni®cations to choose from.

The column to the right of thesethons is a list of page number¥ou can select a page
number with the middle mouseutton. You can also get an endggment display of the
text area around the mouse cursor by pressing theutéirb

= G Fhome/Booki FreeBsD 4/ C hapter /omaletel ps/printers ns s
‘ File ‘State ‘ Page ‘ Por‘traitH 1.414| A4 ‘/home/Book/FreeBSD-4/Chapterfcomp\ete/ps/prm"Thu Dec 517:32:29 2d
| Fixed Size =i Opan File ]
| /heme/Book/FreeBSD-4/Chapter/completeips!
Dren | Rescan Directol H Directories |
Print Al 401 fere i
Print Marked v [Filters:|| o *
Save All FreeBsD-4 nfs.ps
Save Marked C“ap}et' ports.ps
complete .
though, you need to know || & g;;t\;ssta\l.ps
above, we might want to remc|f——— priniers ps
. problems.ps
# lprm 30 quickinstall ps J
dfaD3Dpresto.example.org dequeued i
cfguzup:estu;xample.c[g dequeusd sl
% 1pq starting ps
waiting for 1p to become ready (o
Razk: Owner Job  Files Open File Ccancel
1st  grog 313 (standard
and  yvoane 31 (standard imput) Bytes
3rd  root il (standard input) 2611 bytes

If the printer is offline, it may take some time for the [prm to complete.
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402 We've encountered the term PostScript several times already. It's a
403 powerful Page Description Language. With it, you can transmit detailed
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documents such as this book electronically and print them out in exactly
the same form elsewhere. PostScript is a very popular format on the
World-Wide Web, and web browsers like Netscape usually print in
PostScript format.

405

Most other document formats describe special print features with escape

coaripmnroe  enacial _conuvnandse wohich ctact soith o eneacial character o

Figure 15-2: gv display

Printing with ghostscript

If your printer doesn' support PostScript, you can still print some semblance of the
intended tet with the help ofghostscript The results areery acceptable with modern
laser and inkjet printers, less so with older dot matrix printers.

To print on your particular printeyou ®rst need to ®nd driver for it in ghostscript In
this contat, the termdriver means some code insidhostscriptthat cowerts the data
into something that the printer can print.

Welve already seen hoto use /etc/printcap In this case, wd' need aninput ®lter, a
script or program that transforms the PostScript data into a form that the printer
understands. Thentry in/etc/printcapis pretty much the same for all printers:
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ps|HP OfficeJet 725 with PostScript\
Ip=/deviipt0:sd=Aar/spoolioutput/colour:if=Narflog/pd-errs:sh:mx#0:\
;i=lusr/locallibexec/psfitter:

This entry de®nes a printer callpd The comment states thatsitn HP Of®ceJet, bt
that's anly a comment.Obviously you should choose a comment that matches the printer
you really hae.

The printer is connected tdev/Ipt0, the ®rst parallel printerSpool data is collected in
the directory/var/spool/output/colour You must create this directorgr printing will
fail, and depending on what you use to print, you may net eee ay error messages.
They aso dont appear on the log ®le, which in this caseéwvar/log/Ipd-errs.

The important entry is in the last line, which refers to the input @i&vlocal/libexec/ps-
®lter. This ®le contains the instructions to ert the PostScript into something that the
printer can understand-or example, for the HP @iceJet we'e talking about here, it
contains:

#bin/sh
fusrflocalbin/gs -sDEVICE=pcl3 -q -sPaperSize=a4 -dNOPAUSE -sOutputFile=- -

These options state:

Use ghostscriptdevice pcl3. This is the drrer to choose for most Helett Packard
inkjet printers. We'l | see alternaties for other printers bela

The output ®le istdin (see page 127)By corvention, a number of programs use the
character to represent thetdoutstream.

-g meansquiet Normally ghostscript outputs a message on startup, and it often
outputs other informate nmessages as welln this case, weé using it as a ®lteso
we dont want aly output except what we print.

Don't pause between pageff. you dont specify this parameterghostscript waits
for a key press at the end of each page.

The paper size is the international A4 form&y default, ghostscript produces
output for American standard 8.510 inch “letter" paper

The character by itself tellsghostscriptthat the input is fronstdin Together with
the output testdout this males ghostscriptfunction as a ®Ilter

Whic h driver?

The previous exkample used the deér for the HP DeskJetWell, to be more precise, it
used one of a plethora of deis available. You can ®nd more information in the HTML
driver documentation atusr/local/shae/ghostscript/7.05/doc/é&es.htm The 7.05 in
the name refers to the releasegbbstscriptwhich will change.

The documentation ishthe easiest to readt's probably older than your printeso
theres a good chance that it @n't mention your speci®c printer modeYou may need to
experiment a little before you get thing®sking the vay you vant.
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Printer driver s for DeskJets

There are at least six sets of vdrs for HP DeskJets.They're all described in
Devices.htmbut the follaving summary may help:

Hewlett Packard supply theirven drivers. In addition to ghostscript they require
sener software that you can install from the Ports collectitusi{ports/print/hpij3.

Next come three diérent independently written ddrs for speci®c models of
DeskJet, probably all mo obsolete. Ifyou recognize your printer or something
similar in one of them, that'a good ®rst choice.

Next comes the generipcl3 driver that was used in thexample abwe. It's not
mentioned in the documentation.

Finally, uniprint is a completely dferent driver framevork for a number of dférent
makes of printer It requires a slightly diérent command line, and welook at it
separately bele.

If you're using a DeskJet, youvete choice.Unfortunately theres no way to knav
which is best until yowe tied them all. Similar considerations apply to other reakof
printer.

uniprint driver s

The uniprint drivers have a ®mawvhat diferent kind of intedice. Thg're described
towards the end of the samBevices.htm ®le. To use them, change the
speci®cation as in the follang example, that refers to an Epson

#bin/sh
fusrflocalbin/gs @stc500ph.upp -g -sPaperSize=a4 -dNOPAUSE -sOutputfile=- - -c quit

The diferences here are:
The name of the drér (stc500ph.uppis geci®ed diferently,

The line ends with a command to thevdriitself (cquit ). Theexact meaning is
not documented, thoughsteasy to guess.

Whic h driver s?

Another problem you might encounter is that ssible to specify the awgrs you want
in your ghostscript executable when you Wild the port. It's quite possible that the
drivers described iDevices.htmdon't exist on your systemTo ®nd out, runghostscript
interactvely with the-h (help) option:

$ gs-h

GNU Ghostscript 7.05 (2002-04-22)

Copyright (C) 2002 artofcode LLC, Benicia, CA. Allrights reserved.
Usage: gs [switches] [filel.ps file2.ps ...]

Most frequently used switches: (you can use # in place of =)

-dNOPAUSE no pause after page | - q * quiet, fewer messages
-g<width>x<height> page size in pixels | - r<res> pixelsfinch resolution
-SDEVICE=<devname> select device [ -dBATCH exit afterlastfile

-sOutputFile=<file> select output file: - for stdout, [command for pipe,
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embed %d or %ld for page #
Input formats: PostScript PostScriptLevell PostScriptLevel2 PDF
Available devices:
x11 x11alpha x11cmyk x11gray?2 x11gray4 x11mono x11rg16x x11rg32x md2k
madsk md50Mono mdS0Eco md1xMono bj10e bj10v bj10vh bj200 bjc600 bjc800
lips2p lips3 lips4 bjc880; lips4v uniprint dmprt epag escpage [p2000
alc8600 alc8500 alc2000 alc4000 1p8800c Ip8300c Ip8500c [p3000c Ip8200c
[P8000cC epl5900 epl5800 epl2050 epl2050p epl2120 Ip7500 Ip2400 [p2200
[p9400 [p8900 Ip8700 Ip8100 Ip7700 IP8600f IP8400f IP8300f Ip1900 IpP9600s
[P9300 Ip9600 [p8600 Ip1800 Mjc180 mjc360 mjc720 mj500c deskjet djet500
cdeskjet cdjcolor cdjmono cdj550 cdj670 cdj850 cdj880 cdj890 cdj1600
cdj970 laserjet lietplus liet2p ljet3 liet3d liet4 lietdd cliet5 clietse
clietSpr ljsmono ljsgray pj pixl pixI300 pximono pxicolor pcl3 hpdjijs
npd! rpdl gdi bmpmono bmpgray bmp16 bmp256 bmp16m bmp32b bmpsepl bmpsep8
faxg3 faxg32d faxg4 jpeg jpeggray pcxmono pexgray pex16 pex256 pex24b
pexemyk pdfwrite bit bitrgh bitemyk pbim pbmraw pgm pgmraw pgnm pgnmraw
pnm pnmraw ppm ppmraw pkm pkmraw pksm pksmraw pngmono pnggray pngl6
png256 pngl6m psmono psgray psrgb pswrite epswrite tiffcrle iffg3
tiffig32d tiffg4 tiff12nc tiff24nc tiffizw tiffpack nullpage
Search path:
. 1 | optlib/ghostscript : foptib/ghostscript/fonts :
foptfib/ghostscript/garamond : /ustflocal/share/ghostscript/7.05/ib :
lusrflocal/share/ghostscript/fonts
For more information, see /usr/local/share/ghostscript/7.05/doc/Use.htm.
Report bugs to bug-gs@ghostscript.com, using the form in Bug-form.htm.

PDF

PDF, or Portable Document érmat is a rewer format for transferring print documents.
Like PostScript, it comes from Adobe, and it is becoming increasingly important as a
document interchange format on the Internet.

There are tw ways to handle PDF:

Use Acrobat Readeravailable in the Ports Collection asisr/sic/print/acroreads
The 5 refers to the @rsion of Acrobat Reader and may chanéerobat Reader is
proprietary but it's available for free, unfortunately only in binary fornit is quite a
corvenient way to viev PDF documents, and it can print them in PostScript formats.
This means that you can also use it tovedrPDF to PostScript.

ghostscriptalso understands PDénhd it is capable of caerting between PostScript
and PDF in both directionsghostscript provides two scripts, pdf2ps and ps2pdf
which act as a front end ghostscriptto male the job easier

Unlike PostScript, an editor isvailable for PDF Acrobat the big brother of Acrobat
Reader). Unfortunatelyt's proprietary and not free, andowse still, its not available for
FreeBSD.
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Networks and the
Internet

In this part of the book wk'look at the &stest-grawing part of the industrynetworks
and in particular thinternet

The industry has seen mydifferent kinds of netark software:

Years ago, theCCITT started a group of recommendations for vidlial protocols.
The CCITT is nw called the ITU-T and its data communications recommendations
have ot been wildly successfulThe best knan is probably recommendation25
which still has a lage folloving in some parts of theasd. An X.25 package was
available for FreeBSD, Wi it died for lack of lge. If you need it, yoll need to
invest a lot of vork to get it running.

IBM introduced theirSystems Network ghitecture, SNA, decades ago.t's dill
going strong in IBM shopsFreeBSD has minimal support for it in thek&n Ring
package being deloped in FreeBSD-CURRENT

Early UNIX machines had a primm kind of networking calledUUCP, for UNIX to

UNIX Copy It ran orer dialup phone lines or dedicated serial connectidbgstem

V still calls this systemBasic Networking Utilitiesor BNU. Despite its primi-
tiveness, and despite the Internet, there are still some applications where UUCP
malkes sense,ut this book discusses it no further

The Internet Potocols were deeloped by the USDefense Advanced Resear
Projects Agncy (DARPR) for its ARFANET network. Thesoftware was originally
developed in the early 80s by BBN and the CSRG at thevéysity of California at
Berkeley. The ®rst widespread releasasvwith the 4.2BSD operating systembthe
granddaddy of FreeBSDAfter the introduction of IPthe ARFANET gradually
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changed its name taternet

The Internet Protocol is usually abbiated tolP. People often refer to it asCP/IP,

which stands fofTfransmission Contl Protocol/Internet Potocol In fact, TCP is

just one of may other protocols that run on top of. [Il this book, | refer to the IP
protocol, lut of course FreeBSD includes TCP and all the other standard protocols.
The IP implementation supplied with FreeBSD is the most mature technology you
can ®nd agwhere, at anprice.

In this part of the book, wk'look only at the Internet ProtocolsThanks to its
background, FreeBSD is a particularlymaful contender in this area, and Weo into
a lot of detail about he to st up and operate netvks and netark services.In the
chapters follaing, well look at:

How the Internet wrks, which wel look at in the rest of this chapter

How to st up local netark connections in Chapter 1Gon®guring the local
network

How to select an Internet Service Rider in Chapter 18Connecting to the Internet
How to use the hardare in Chapter 1%erial communications

How to use PPP in Chapter 20pn®guring PPP

How to st up domain name services in Chapteri2fie Domain Name Service

How to protect yourself from intruders in Chapter Hrewalls, IP aliasing and
proxies This chapter also describpsxy serves andNetwork Addess Tanslation

How to solve retwork problems in Chapter 2Bletwork debgging.

Most netvork services come in pairs,client that requests the service, andeaver
that pravides it. In Chapter 24Basic network access: clientg'll look at the client
side of the Wirld Wide Web (‘web bravser'), command ®ecution over the net,
including ssh and telnet copying ®les across the nebrk, and mounting remote ®le
systems with NFS.

In Chapter 25Basic network access: sergave'll look at the serer end of the same
services. lraddition, well look at Sambaa srver for Microsofts Common Internet
File Systemor CIFS,

Electronic mail is so important that we dedicate tehapters to it, Chapter 26,
Electronic mail: clientsand Chapter 2'Electronic mail: serves.

The rest of this chapter looks at the theoretical background of the Internet Protocols and
Ethernet. ¥u can set up netwking without understanding gmof it, as long as you and

your hardvare dont make any mistakes. Thisis the approach most commercial systems
take. It's rather like aossing a la& on a €t of stepping stones, blindfoldeth this book,

| take a dfferent approach: in the follong discussion, yoll' be inside with the action,

not on the outside looking in through a wimdolt might seem unusual at ®rsttbonce

you get used to it, yol'®nd it much less frustrating.
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Network la yering

One of the problems with nebnks is that thg can be lookd at from a number of
different levels. End-usersof PCs access the aifld Wide Web (WWW), and often
enough the call it the Internet That's just plain wrong.At the other end of the scale is
the Link Layer, the vievpoint youll take when you ®rst create a connection to another
machine.

Years ago, the International Standardg@ization came up with the idea of avae
layered model of netarks, often called th©SI refeence model Why OSl and notiSO?
OSI stands forOpen Systems Innnect Since its introduction, it has become clear
that it doesrt' map \ery well to modern netarks. W Richard Steens presents a better
layering inTCP/IP lllustrated Volume 1, page 6, shm here in Figure 16-1.

Application layer

Transport layer

Network layer

Link layer

Figure 16-1: Four-layer network model

We'l I look at these layers from the bottom up:

The Link layer is responsible for the \eest level of communication, between
machines that are phically connected.The most common kinds of connection are
Ethernet and telephone linehis is the only layer associated with hagde:

The Network layeris responsible for communication between machines that are not
physically connectedFor this to function, the data must pass through other machines
that are not directly interested in the dat#is function is calledouting. We'll look

at hav it works in Chapter 17.

The Transport Layeris responsible for communication betweely &mo processes,
regardless of the machines on whichytren.

The Application Layerde®nes the format used by speci®c applications, such as email
or the V¢h
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The link la yer

Data on the Internet is split up infwackes, adso called dategrams which can be
transmitted independently of each oth&helink layer is responsible for getting paets
between tw systems that are connected to each otfibe most tivial case is a point-to-
point netvork, a plysical connection where wardata sent don the line arnies & the
other end.More generallythough, multiple systems are connected to the ortvas in
an Ethernet.This causes a problem:\waloes each system kwavhat is intended for it?

IP soles this problem by including padket headerin each IP padd. Considerthe
header something kkthe information you write on the outside of a lettevetope:
address to send to, return addressyesiiinstructions. In the case of |Rhe addresses
are 32-bit digits that are ceentionally represented idotted decimahotation: the alue

of each byte is carerted into decimal.The four \alues are written separated by dots.
Thus the headecimal addres€xdf932501 would normally be represented as
223147371

UNIX uses the notatiofx in a number to represent axadecimal numberThe usage comes
from the C programming language.

As we will see in Chapter 23, it mak delbbgging much easier if we understand the
structure of the datagrams, sti $hov some of the more common ones in this chapter
Figure 16-2 shas the structure of an IP header

0 31
] IP Heade . .
0 Version Type of service Total length in bytes
length

4 identi®cation “ags fragment ofset

8 Time to lve Protocol Header Checksum
12 Source IP address
16 Destination IP address

Figure 16-2: IP Header

WEe'll only look at some of these ®elds; for the rest, B8®/IP lllustrated Volume 1.

The Version ®eld speci®es the currenession of IP This is currently 4.A newer
standard idPv6, Version number 6, which is currently in an early implementation
stage. IPvéheaders areery different from those shien here.

Thetime to live®eld speci®es ha mary times the paakt may be passed from one
system to another Each time it is passed to another system, thaduev is
decremented. Ift reaches 0, the paekis discarded.This prevents packts from
circulating in the net forwer as the result of a routing loop.
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The protocol speci®es the kind of the pastk Themost common protocols are TCP
and UDPwhich well look at in the section on the netvk layer

Finally come thesource addess the address of the sendend the destination
address the address of the recipient.

The netw ork layer

The main purpose of the naivk layer is to ensure that patk get deliered to the
correct recipient when it is not directly connected to the serides function is usually
calledrouting.

Imagine routing to be similar to a postal system: if yanito send a letter to somebody
you dont see often, you put the letter in a letter bdhe people or machines who handle
the letter look at the address and eitherveeiit personally or fonard it to somebody
else who is closer to the recipient, until ®nally somebodyetslit.

Have you ever receved a letter that has been posted months aBa® you wonder where
they hid it all that time? Chances are #&'been sent round in circles a couple of times.
That's what can happen in the Internet if the routing information is incorrect, and that'
why all packets hae atime to live®eld. If it cant deliver a packet, the Internet Protocol
simply drops (fogets about) it.You may ®nd parallels to pfsical mail here, too.

It's rot usually acceptable to lose datdell see hoav we avoid doing so in the ne
section.

The transpor t layer

The transport layeris responsible for end-to-end communicatiorhe IP address just
identi®es the intedce to which the data is sewhat happens when it gets theréRere
could be a laze number of processes using the lifkhe IP header doedntontain
suf®cient information to delier messages to speci®c users within a system, so tw
additional protocols ha tkeen implemented to handle the details of communications
between “end users! These end users connect to the moekwvia ports or
communication end points, within indllual machines.

TCP

The Transmission Contil Protocol or TCP, is a ®-calledreliable protocol: it ensures
that data gets to its destination, and if it dogsh'sends another cgp If it can't get
through after a lgre number of tries (14 tries and nearly 10 minutes)yvésgip, kut it
doesnt pretend the data got througfo perform this service, TCP is alsmnnection
oriented before you can send data with T,GBu must establish a connection, which is
conceptually similar to opening a ®le.

To implement this protocol, TCP paak include alCP headerafter the IP headgses
shawvn in Figure 16-3.This ®gure ignores the possible options that feltbe IP header
The ofset of the TCP headeshown here as 20, is really speci®ed by tladue of the IP

1. In practice, these end users are processes.



282 Chapter 16: Networks and the Internet

Header length ®eld in the ®rst byte of the metckThisis only a 4 bit ®eld, so it is
counted in wards of 32 bits: for a 20 byte headéhas the alue 5.

0 31
. IP Header ) )
0 Version Type of service Total length in bytes
length
4 identi®cation “ags fragment ofset
8 Time to lve Protocol Header Checksum
12 Source IP address
16 Destination IP address
20 source port destination port
24 sequence number
28 acknavledgment number
TCP Heade) - ; ;
32 resered ags window size
length
36 TCP checksum urgent pointer

Figure 16-3: TCP Header with IP header

A number of ®elds are of interest when dgbing netwark connections:

The sequence numbés the byte dset of the last byte that has been sent to the other
side.

The adknowledgment numbés the byte dket of the last byte that has reasi from
the other side.

Thewindow sizas the number of bytes that can be sent before an aidagment is
required.

These threealues are used to ensur®eient and reliable transmission of dator each
connection, TCP maintains a gogf the highest ackmadedgment number reaeid from

the other side and a oppf all data that the other side has not acklgalged receing.

It does not send more thavindow sizebytes of data h@nd this alue. Ifit does not
receve an acknowvledgment of transmitted data within a predetermined time, usually one
second, it sends all the unacliedged data agn and agin at increasingly lge
intervals. Ifit can't transmit the data after about ten minutes,\iegiyp and closes the
connection.
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UDP

The User Dataggram Potocol or UDP, is dfferent: it's an unreliable potocol It sends

data out and nver cares whether it gets to its destination or r®d why do we wse it if

it's unreliable? Its faster and thus cheaperConsider it a junk mail dalery agent: who
cares if you get this week’AOL junk CD-ROM or not? There will be another one in
next weeks mail. Sinceit doesnt need to reply UDP is connectionless: you can just
send a messagefa@fith UDP without vorrying about establishing a connection ®istr
example, therwhod daemon broadcasts summary information about a system on the
LAN every few minutes. Inthe unlilely event that a message gets losts itbt serious:
another one will come soon.

0 31
. IP Header . .
0 Version Type of service Total length in bytes
length

4 identi®cation “ags fragment ofset

8 Time to lve Protocol Header Checksum
12 Source IP address
16 Destination IP address
20 source port destination port
24 sequence number checksum

Figure 16-4: UDP Header with IP header

Port assignment and Internet ser vices

A port is simply a 16 bit number assigned to speci®c processes and which represents the
source and destination end points of a speci®c connecligmrocess can either request
to be connected to a speci®c port, or the system can assign one that is not in use.

RFC 1700 de®nes a numbenéll-known portghat are used to request speci®c services
from a machine.On a UNIX machine, these are pided by daemons théisten on this

port numberbin other ards, when a message comes in on this port nynterlP
software passes it to them, and ythgrocess it. These ports are de®ned in the ®le
letc/services Here's an excerpt:
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# Network services, Intemet style

#

# WELL KNOWN PORT NUMBERS
#

ftp 21kcp #File Transfer [Control]

ssh 22ftcp #Secure Shell Login

ssh 22/udp #Secure Shell Login

telnet 23ftcp

smip 25/tcp mail #Simple Mail Transfer

smtp 25/udp mail #Simple Mail Transfer

domain 53ftcp #Domain Name Server

domain 53/udp #Domain Name Server

http 80/tcp WAWW WWW-hittp #World Wide Web HTTP
http 80/udp WWW WWW-http #World Wide Web HTTP

This ®le has a relately simple format: the ®rst column is a service name, and the second
column contains the port number and the name of the service (&jpheor udp).
Optionally, dternative rames for the service may folo In this example,smtp may also

be calledmail , andhttp may also be calledww

When the system starts up, it starts speci®c daemBasexample, if youte running
mail, you may start upendmailas a daemonAny mail requests coming in on port 25
(smtp ) will then be routed teendmailfor processing.
Network connections
You can identify a TCP connection uniquely by @parameters:

The source IP address.

The source port numheiThese tw parameters are needed so that the other end of
the connection can send replies back.

The destination IP address.
The destination port number
The protocol (TCP).

When you set up a connection, you specify the destination IP address and port humber
and implicitly also the protocol.Your system supplies the source IP address;sthat'
ohbvious enough.But where does the source port number come frorh2 system
literally picks one out of a hat; it chooses an unused port numbenwbameabuoe te
“magic' value 1024.You can look at this information withetstat

$ netstat

Proto Recv-Q Send-Q Local Address Foreign Address (state)

tcpd 0 0 presto.smtp 203.130.236.50.1825 ESTABLISHED
tcpd 0 0 presto.3312 andante.ssh ESTABLISHED
tcpd 0 0 presto.2593 hub.freebsd.org.ssh ESTABLISHED
tcpd 0 0 presto.smtp www.auug.org.au.3691 ESTABLISHED

As you can see, this is the wi®n a gystem calledpresta We'll seeprestoaggain in our
sample netwrk belav. Normally youll see a lot more connections herBor each
connection, the protocol {sp4 (TCP on IPv4).The ®rst line shas a connection to the
port smtp on prestofrom port 1825 on a machine with the IP address 203.130.236.50.
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netstatshavs the IP address in this case because the machine in question doa&not ha
reverse DNS mapping.This machine is sending a mail messagerasto The second

and third lines she outgoing connections fronprestoto portssh on the systems
andante and huhfreebsd.ag. The last is another incoming mail message from

wwwauugorg.au. Graphically you could display the connection betwegmsto and
wwwauugorg.au like this:

IP 223.147.37.2 IP 150.101.248.57
presto WWW
Port25 TCP Port3691

Note that the port number femtp is 25.
For various reasons, &'not aways possible to connect directly in this manner:

The Internet standards de®ne a number of IP address blooks-#sutable In these
cases, wdl' have D translate at least the |IP addresses to establish connettia.
technique is accordingly callédetwork Addess Tanslationor NAT, and well look
at it in Chapter 22, on page 393.

For security reasons, it may not be advisable to emilect connections to sesis via
the Internet.Instead, the only access may be via an encrypted session derandif

port. Thistechnique is calletunneling and well look at it in Chapter 24, on page
424,

The physical netw ork connection

The most obious thing about your netwk connection is what it looks kk It usually
involves some kind of cable going out of your compliteut there the similarity ends.
FreeBSD supports most modern netkinterfaces:

The most popular choice fdrocal Area Networkss Ethernet which transfers data
between a number of computers at speeds of 10 Mb/s, 100 Mb/s or 1000 Mb/s (1
Gb/s). W'll look at it in the follaving section.

An increasingly popular alternaé o Ethernet iswireless networkingspeci®cally
local netvorks based on the IEEE 802.11 standahél | ook at them on page 291.

FDDI stands forFiber Distributed Data Interfaceand was originally run wer glass
®bres. In contrast to Ethernet, it ran at 100 Mb/s instead of 10 MMaadays
Ethernet runs at 100 Mb/s as well, and FDDI ruve gopper wire, so the biggest
difference is the protocokreeBSD does support FDDlytowe won't look at it here.

Token Ring is yet another ariety of LAN, introduced by IBM.It has neer been ery
popular in the UNIX world. FreeBSDdoes hae sme support for it, it it's a ittle
patcly, and we won't look at it in this book.

1. Maybe it won't. For example, you might use wireless Ethernet, which broadcasts in thewaieraadio
spectrum.
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Probably the most common connection tbVale-Aea Networkis via a telephone
with a modem or with DSLModems hge the adantage that you can also use them
for non-IP connections such as UUCP and direct dial up (see page @38jg/hre
much slever than DSL.If you use a modem to connect to the Internet, yailrmost
certainly use thd?oint to Roint Protocol PPP, which we look at on page 339n
some obscure cases you may need to usBdhial Line Internet Ratocol, SLIP, but

it's really obsolete.

An alternatve o ADSL or modem lines isable networkingwhich uses TV cable
services to supply Internet conngiti. In mary ways, it looks lilke BEhernet.

In some areas|ntegrated Services Digital NetworkdHSDN9 are an attractie
alternatve o modems. Thg are much &ster than modems, both in call setup time
and in data transmission capabilignd the are also much more reliabld=reeBSD
includes theisdn4bsdpackage, which as deeloped in Germay and allovs the
direct connection of lw-cost German ISDN boards to FreeBSD.other parts of the
world, ISDN is not cost ééctive, and it's dso much slaver than ADSL and cable.

In some parts of the avld, satellite linksare of interest.In most cases, tlyeare
unidirectional: thg transfer data from the Internet to your system ¢enlink) and
require some other connection to get data back to the Interneip(thie).

If you have a hige Internet requirement, you may ®nd it suitable to connect to the
Internet via d_eased Lingea tlephone line that is permanently connectéHis is a
relatively expensve gtion, of course, and weom't discuss it here, particularly as
the options ary greatly from country to country and frongi@n to region.

The decision on which AN connection you use depends primarily on the system you
are connecting to, in mgrtases arnternet Service Rnider or ISP. We'll look at ISPs
in Chapter 18.

Ethernet

In the early 1970s, the Xerox Compathartered a group of researchers at @oFRAlto
Research CentePARC) to brainstorm theOf®ce of the Futue. This innovative goup
created the mouse, the windanterface metaphor and an igtated, object-oriented
programming evironment calledSmalltalk In addition, a young MIT engineer in the
group named Bob Metcalfe came up with the concept that is the basis of modern local
area netwrking, theEthernet The Ethernet protocol is avielevel broadcast paek-
delivery system that empyed the reolutionary idea that it &s easier to resend patk
that didnt arrive than it was to mak aure all packts arved. Thereare other netark
hardware systems out there, IBMToken Ring architecture and Fiber Channel, for
example, lut by far the most popular is the Ethernet system in @isous hardwre
incarnations. Ethernés by far the most common local area netlwmedium. There are
three types:
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1. Originally, Ethernet ran at 10 Mb/sver a sngle thick coaxial cable, usually bright
yellow in colour. This kind of Ethernet is often referred to thick Ethernet dso
called10B5 and the line intedce is calledAUl. You may also hear the teryellow
string (for tying computers together), though this term is not limited to thick Ethernet.
Thick Ethernet is n@ obsolete: it is gpensve, dif®cult to lay and relatvely
unreliable. Itrequires 50W resistors at each